Kak NnoCTpoOuUTb COBPEMEHHYIO
~ cnyx6y UB ¢ nomoLybio
- CyberSOC




[MMpnaTHO NO3HAKOMUTbLCSA!

Mbl aBnsiemcs
BeayLum

eBpPONnencKnm
NnoCTaBLUNKOM yCcnyr no
obecne4yeHumro
6e30mnacHoCTMm,
OKa3biBaloOLWNM
noaaepXkKy ousHecy no
BCEMY MUPY.

50 M CunbHenwun
np.q MSSPs
sioros

perncTpupyrorcs
HawWummn
CyberSOCs.

24/7/365

HenpepbIBHbIN
MOHUTOPWHI
cUcTem
6e3onacHoCTn
no Bcemy Mupy.

Bonee 2500

BbICOKOKBaNMpnunpoBaHHbIX
3KCnepToB Nno
Knbepbe3onacHoOCTH

4,000 OueHb CUNbHbIN
KNUEHTOB UrpoK B obnactu
no BCEeMy MUpY, Global Managed

nyywme B CBOem Security
Knacce no Bcem Services
BepTUKanNsm.

3HaKoBbIV NOCTaBLMK CNINCKAa B
o6nactn Managed

Detection and Response &
Managed Security Services




MMpnaTHO NO3HAKOMUTbLCSA!

Poland 0@
Russia @9

Belgium @9

- Kommepueckuin SOC
CyberSOC

- BHyTpeHHunn SOC

- LleHTp ouncTku ot < "
DDoS-aTak

18 S0Cs spread throughout 11 CyberS0Cs that bring 4 CERTs operate
the world monitor and together the b continuously
respond to events 24/7/365 im threat analy i

4 scrubbing centers
to mitigate DDoS
attacks




Orange B Poccun

B2B-noapa3spenexue rpynnbl Orange: nposangep umdposbix
CEepBUNCOB C IKCNEepTU30M B 006N1acTn TeNIeKOMMYyHNKaLnm

EAVHCTBEHHbIN MeXXAyHapoaHbIA ornepaTtop CBsA3M ¢ COOCTBEHHOMN
MHPPACTPYKTYPON

CunbHble MeCTHble KOMMNETEeHLUNN: LeHTP NHHOBALUMA N LLeHTP
MOHUTOPUHra kuéepyrpos (SOC)

Co3paem nHHoBauum ans KpynHoro 6m3Heca: 8 us 10 KpynHenwmx
poccunckux komnaHmm Forbes-2000 Top-10 — Hawn KNNEHTbI*

800+ coTpyaHUKOB

?

BSI
OINIS&IT

Sales
CS&0

31 oTpeneHue
13 odpucoB npogax

1500 KOopnopaTuBHbIX
KNINEHTOB
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[MpombillNeHHble CUCTeMbl NOBCIOAY

BoeHHas ABTOMOOUNBHANA CunukartHas
NPOMBILWNIEHHOCTb MPOMbILLIEHHOCTb NPOMbILLJIEHHOCTb

Xumunyeckas
MPOMbILLSIEHHOCTb

Kocmunueckas
MHAYCTpUS

OuucTtkaBogbiu

ynpasneHue oTxogamm MuweBas

NPOMDbILUNEeHHOCTb

YMHbIe ropoaa n 3gaHusi

; OHepreTukamnceTtm
g~ RNTRRE G )RR

|
Lienntono3sHo- ‘ '_ ‘ ‘
oymaxHaa = TR — — — — -——— _——— —_———— 3apaBooxpaHeHue
MPOMBbILLJIEHHOCTb
HedTerazosas MeTtannypruyeckas TpaHcnopT
NMPOMBbILLNIEHHOCTb ] n
ropHopoObiBaroLwas JIOrNCTUKA

MPOMbLILLUJIEHHOCTb



Y10 Takoe
NMPOMbILLJIEHHbIE
CNCTEeMbl?

JliroOble annapaTHble Unn
nporpamMmmMHbie YCTPONCTBA,
UCrnoJib3yemble AJiS yrpaBneHus
hunsanyeckmmm nam mexaHn4eCcKNmMmm
npoueccamm.

Hanpumep: perynnpoBaHne Temneparypsi,
[aBNieHns, OBUXXEHME, U3MEeHeHne pacxoda
CKOPOCTMW.




Knbepartakm Ha npombILL/IeHHble CUCTEMbI
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E npo"3BonMTenb -
: : NPOAYKTOB NUTaHUA Black Energy i
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RIPTTPTTTECITTTPREPRLREeE MeTannypruyeckas
" KomnaHusi Hydro
2019

2020

NMpounssogurtenb
BaKUuH Fareva




YpPOHbI OT Kubepartak

OcTaHoBKa npousBofcTBa

Penytauus 6peHpa A
% e OCTaAHOBKa JIMHUM

* noTeps 4o PbiIHKA ) npou3BoacTBa
* CHMXeHue goBepus KJIneHToB "' nepeakkKymynauusa ckiagos

« Oonee HU3Kas He3anJaHMpoBaHHble 3aTpaThbl
NPON3BOAUTENIbHOCTD... dUHAHCOBbIE

OcTaHoBKa fesATeNbHOCTY norepu Pusnyeckune noBpexaeHus

ABVKEHWe TpaHcnopTa
pa6oTa KnMMaTU4ecKnx yCTaHOBOK ( ‘.

CUCTeMbl COPTUPOBKU Garaxka ' ‘ . nocTpagasLiMe Nogn...B TOM
CNCTeMbl CKaHNpPOBaHUA Ha NYHKTaX s 4yuncne netajibHblie cny4vyau

AocMoTpa

AJIEKTponuraHue



YT0 Mbl MOXeM cKa3aTtTb O
NMPOMbILLJIEHHbIX CUCTEeMaX

YcTapeBLme TexHONormm k\

NponpueTapHble CUCTEeMbI

OAnutenbHbIA CPOK CNYXKObI (MHOraa 6onbLue 20 ner)

OTcyTcTBue 6esonacHocTu by design \Q

CnoxHast mogepHu3auus (Hacto HeBO3MOXKHas)

NMNO3TOMY JierkKo B3JiaMbiBa€Mblie

10



3O0HbI AN 3almThbl

40%

NPOMBbILLIEHHbIX
CUCTEM UMEIOT
npsimMoe
NOOK/OYEHNE K
NHTepHeTy

-y

T
Automation e/ /(s -

machine

F

SYAL

NPOMbILLNEHHbIX
CUCTEM He NMEIoT
3aLLMTbl CBOUX
TEepPMUHasIOB

93%

NPOMbILLNEHHbIX
CUCTEM MMEIOT
ycTapeBLuve
onepauynoHHble
CUCTEMbI




TnoBasa apxuTeKTypa NPOMbILLJIEHHbIX CUCTEM

( Control center \

L

Mngmt st.

Corporate network Control network

SR SR

s ~N Data diode e

\
7%
%Mﬁﬂ
C J C J  C J :

\_ IT infrastructure Y, \_ Industrial process Y,




TUnn4yHbie NpoonemMmbl Knoepobe3onacHoCTH
C npombilneHHbIMn cuctemamum n SCADA

* YnpaBnsaoTcsa nHxeHepamu, He AT cneyunanuctamm

* YcTapesBLuMe cuctembl paboTaloT BMecTe C
COBpPEeMEeHHbIMU, N3-3a Yero CNI0XXKHO ob6ecne4vynBaTb I_.
YHN(OUUNPOBaAHHYIO 3alUUTy

 Kpntnyeckm Ba>kHbleé CUCTEMbl UMEKOT COOCTBEHHbIEe I_.
NMPOTOKOJIbl, KOTOPbIE HE NMeKoT security by design

* YA3BMbIl K CeTeBbIM aTaKkam



LincdbpoBusaums npombiLLIEeHHbIX CUCTEM

Ag@ Bce 6onee B3auMoCBsi3aHHasi OTPachb,
@ OCHOBaHHas Ha cTaHgapTax UT

At

YcKopeHue npouecca CnmsaHus TpaguunoHHbIX
nHpopmMaLNOoHHbIX TexHonorum (UT) ¢
npomMbilwieHHbIMU TexHonorusamu (MT)

oin,
= 9Ta HoBaAa uudpoBasa 3aBMUCMMOCTb OKa3biBaeT
3HauuTenbHoe BJIUSAHUE Ha 00e cpefbl B OTHOLUEHUU UX

noTeHuuanbHON NoABepP>XeHHOCTN Knbeppuckam




Kubepb6esonacHoCcTb UHAYCTPUaNbHbIX CUCTEM:
KNOYEeBble XapaKTepPUCTUKIA
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e

Reliability | [ Availability

CNOoCOOHOCTb
CUCTEMDI
¢pyHKLUMOHUpPOBATb
B TE4YeHune
onpeneneHHoOro
nepvoga BpemMmeHmu.

CMNOCOOHOCTDb
CUCTEMbI
HaxoAuUTbCSH B
pabo4yem coCTOSAHMMN
B JaHHbIA MOMEHT
BpeMeHu

CNOCOOHOCTb
CUCTEMbl
noaaep>XuBaTbCHa UnNun
BOCCTaHaB/IMBaTbCH B
pabo4yem COCTOSTHUN.

CNOCOOHOCTb He
npuBOAUTDL K
HeAoNyCTUMbIM
aBapunsim



Ob6ecnevyeHne Knoepoe30nacHOCTU B

NMPOMbILUJIEHHON 3KOCUCTEME
Lar 1

AHannsunpyunrte, NoBbILLANTE OCBEAOMJIEHHOCTD,
obOy4anTe, NpoBOAUTE MHBEHTApPMN3auuio, NoBbILLANTEe
BUANMOCTb, 00 beauHanTe komaHgbl UT/TIM

LLlar 2

CermeHtupyinte UT/TI, 3awyniante KOHEYHbIe TOUYKMU,
sawuwante Cetn OT

LLar 3

Cnepgurte 3a aHOManbHON aKTUBHOCTbIO U OyabTe
roToBbl AEeNICTBOBATb

LLar 4
Pearnpynte Ha MHUMAEHTbI U aHAIN3UPYNTE NX ANs
BblpabOTKM LLAros Nno UcrnpasfeHNIo

P A4
rotec Lu ar 5

NMpoBoauTe nepnoguvyeckue ayanTbl,
OTKpbIBalTe A cebs HOBble MeToAabl
aTak, npoBoauTe Kubepy4veHusi, paboranTe ¢

YA3BUMOCTAMMU




CepBuchbl No 3awmTe NPOMbILLIEHHbIX CUCTEM

Identify & Protect @y Detect ;) React g Anticipate 4

| Industrial system Identification | | | Awareness/ Training | || SensorsDeployment | | IncidentResponse | || ThreatIntelligence |
Security Govemance IT/OT Segmentation Anomaly Detection Disaster's recovery Vulnerability Intelligence
Classification Component hardening | CyberSOC | Cyber resilience Technical Watch
| Risk analysis | || Endpoint protection | Jj| Training | Training | ||| Pentest/Ethicalhacking
Asset Inventory | Identity Access Management | | Forensics | Training
Maturity assessment | Malware cleaner |
Training Lockbox
Legal compliance Backup/restore
OT Segmentation
Remoteaccess




Y10 )XXe Takoe SOC?

@

C NOMOLLbIO o6ecne4ynBaroT



KT0 yem 3aHumaeTcs?

L1
AHaNNTUKN

L2
AHaANNTUKN

Pentesters
L3 Solution experts

AHaNNTUKn

M'pynna Security team
pearnposaHus IT team

Pa6oTa c nHunpeHtamu B IRP
CocTaBneHue oT4eToOB
B3anmopgenctBue C KNMEeHTaMu No MHUMAeHTam

Pa6oTtac nHunpeHtamm B IRP

NMpoBepeHue yrnyoseHHOro aHannmsa
WHUWOEHTOB

Pa3paboTKa use cases, HaCTPOMNKa BKJIIOYEHNN
AyaunTtbl/TecTbl Ha 3aLlULLEHHOCTb
NMmnnemeHTauust HOBbIX (pyHKLMIA

OnepaTtuBHOe pearnpoBaHue
YcTpaHeHne HUMAEeHTOB
KoopauHauus oenctenm npu UHUNAEHTe




UHdpacTpykTypa SOC

KnuneHTbl FTOCCOIMKA

= BbigeneHHble ceTeBOM
CermMmeHT

KomaHpga SOC EER® Mnhardopma
SOC

= BbigeneHHbIl ceTeBOM
nepumMmeTp noa KaXkporo

| KJINEHTa
tenable
(] = SIEM IBM Qradars
» - Sy multitenant pexume
\f /-
BHyTpeHHMe IT BDEAVAR B QDEE(T:EhrJE?EIQr?TE .
C T | = Check Point Sandblast

CNCTEeMbI

= CKaHHep yss3BMMOCTEN
Tenable



MHdpacTpyktypa SOC

pynna B meHepmxep KnueHt
"’ pearnpoBaHus "’ Nb pykoBoguTesnb v, Y,

i

BHELUHUI/BHYTPEHHUI

OoT4HeTbl U 3
KTo ¢ Kem B3anmogencTeyeTt?
O

\'}1 L1 § VB Merenxep
ii.' I N SOC

wm ©




CpaBHeHue SOC

MapameTp Csown SOC SOC as a Service
KoHTponb MonHbin YacTnyHbin

NMoHumaHwe nHcopMaLMOHHbIX MOTOKOB Bbicokoe Huskoe wnm otcyrcTeyeT
[MGKOCTb B HacTponke Bbicokas CpepHss

CKopocCTb pa3BepTbiBaHUA Ot nonyropa (o6bi4HO 2-3 roga) 2-4 mecsiya

Pe>xum pab6oTbl (06bI4HO) 5x8 24 x7

Bo3MO)XXHOCTU NO pearupoBaHuIO Bbicokue CpepHue / Boicokue (MDR)
CkopocTb MmacltabupoBaHusi CpepHss Bbicokas

YpoBeHb KOMMNeTeHL Ui CpepHuii Bbicokun

dopma HambonbLMX 3aTpaTr CAPEX OPEX

NMpepckasyemocTb 3aTpar Henpeackasyemble NMpepnckasyemble

MapaHTumM (pmHaHcoOBbIE K T.N.) OtcyrcTBYIOT Bo3MOXKHbI

3aBMCMMOCTb OT KaHanoB CBSI3N CpepHss Bbicokas

XpaHeHune faaHHbIX 0 6e30MnacHOCTHU JlokanbHoO 3a npegenamu opraHm3auum / ru6pmgHo
NMpaBa Ha TexXHOI0rMM N NPoL,ecCbl MpuHapgnexaT 3aka34vuky MpuHapgnexaT npoBangepy
YpoBeHb HE3ABMCUMOW 3KCNepTu3bl / B3rNsp CoO CTOPOHDI Huskun Bbicokuin

BbiaeneHHbIV nepcoHan 3aka34vuka Aa To)xe pa, HO MeHblue



CpaBHeHue SOC

MapameTp

KoHTponb

CKopocCTb pa3BepTbiBaHUS

Pexxum paboTbl (00ObI4HO)

CkopocTb MmacwutabupoBaHusi
YpoBeHb KOMMNEeTeHL Ui
dopma HambonbLMX 3aTpar

NMpepnckasyemocTb 3aTpar

YpoBeHb HE3AaBUCMMOW 3KCNEepTU3bl / B3rNsg CO CTOPOHDI

BbiaeneHHbIV nepcoHan 3aka34vuka

Cson SOC

MonHbIN

Ot nonyropa (o6bi4HO 2-3 roga)

5x8

CpepHss
CpepHuii
CAPEX

Henpepackasyemble

Huskuin

Oa

SOC as a Service

YacTuuHbIN

2-4 mecsiya

24 x 7

Bbicokas
Bbicokui
OPEX

Mpepckasyembie

Bbicokui

To)Xe pa, HO MeHblue



TunoBble OWMNOKN NPV NMNNOTUPOBAHUN

ﬂ CnnLKOM CNOXXHbIA cueHapuin ans nunoTa

ﬂ HerotoBHOCTL NUNOTUPOBaTL Cpa3y HECKOSNIbKMX NpoBanaepos
ﬂ 3apaep>XKu no sBpemeHun n3-3a szaumopenicrteusa ¢ UT- u Ub-komanpamn

ﬂ UHdpacTpyKTypa 3aKa3ynka oKkasbiBaeTcs He rotoBa K BHegpeHuto SOC

ﬂ HeT KomaHabl pearnpoBaHus




Ha yto oOpawaTb BHUMaHue npu Bblidope
nposanagepa ycnyr SOC

Cob6cTBeHHass uHpacTpyKTypa
BO3MOXHOCTH

[OTOBHOCTb B faHHOMN OoTpacnu

«KpyrnocyTo4HoCTb» U cnocoObl B3anmopnencrTeus




Cnacun6o!

P S Q



TunoBoun BBOA B 3KCrsiyatauuio

Prepare

Build

Run

KoHcynbTauusa 3akas4dumka

OpraHn3sauus eguHoun cxembl c6opa coobiTun Ub
OnpepeneHue nepe4yHss NICTOYHUKOB COObITUNA

CornacoBaHue cnoco6a nepega4un coobiTnn Ub
NMoarortoBka MHPPACTPYKTYPbDI
NMoaroTroBKa MHCTPYKUMIA ANt KOHUrypaumm CTOHYHUKOB COObITUIA

HacTpoika cxembl cOopa noros

NopaknioyeHue Bcex UICTOYHUKOB COObITUNA

MoaepHusauusa cxembl coopa co6biTuin b

BkloyeHune KaTtasora use-case B COOTBETCTBUE C 3ajaHNeM

PaboTa c use-cases nepegaHHbIMN B 3KCrayaTauuro
YBepgomneHune 06 MHUngeHTax



CTONbKO MOXeT AJIUTbCH NUIIOT

> Mecsy #1 >> Mecsy #2 >
> Mecsiy #1 >> Mecsiy #2 >> Mecsiy #3 > Mecsiy #4 >

Prepare

Build

Test Ops

> Run >




Black Energy - 2018

The attack scenario: a massive phishing campaign with an infected Excel document was
launched to introduce the Black Energy malware

,225k 6\

people

Q BlackEnergy, Grid-
v Disrupting Malware,

- i P hut ti
Without electricity ower shutdown time ALSO IN THIS ISSUE Has & SucceSSOI',
Researchers Warn

Distributed Energy Is

Disrupting the Power Industry:

Is the Sky Falling? BlackEnergy, the malware used in a cyberattack that prompted a large-scale
- blackout in Ukraine in December 2015, has a successor—GreyEnergy. A group

g‘, IS using the malware to target industrial networks outside Ukraine,
Power shutdown Work station sabotage

researchers from Slovakian cybersecurity firm ESET warn.




Marconi Radio Hack Of - 1903

The attack scenario: wireless communication hack, based on morse code

ORIGIN OF WIRELESS SECURITY:
THE MARCONI RADIO HACK OF
1903

by: Richard Baguley @® 33 Comments

fVv March 2, 2017

The place is the historic lecture theater of the Royal Institution in London. The date is the 4th of June 1903,
and the inventor, Guglielmo Marconi, is about to demonstrate his new wireless system, which he claims can
securely send messages over a long distance, without interference by tuning the signal.

Need to secure communications

The inventor himself was over 300 miles away in Comnwall, preparing to send the messages to his
colleague Professor Fleming in the theater. Towards the end of Professor Flemings lecture, the receiver
sparks into life, and the morse code printer started printing out one word repeatedly: “Rats”. It then spelled
out an insulting limerick: “There was a young man from Italy, who diddled the public quite prettily™.
Marconi’s supposedly secure system had been hacked.



Tramway de Lodz - Poland 2008

The attack scenario: during a tram depot visit, a teenager collects information needed to
build a remote-control system to drive railway switches

CThe Telegraph

Home News World Sport Finance Comment Culture Travel
USA  Asia China Europe MiddleEast Australasia Africa Nelsor

HOME NEWS WORLD NEWS

Schoolboy hacks into city's tram system

14

\\ Hacker’s age

By Graeme Baker

A teenage boy who hacked into a Polish tram system used it like "a giant
train set", causing chaos and derailing four vehicles

Derailment and tram .
. . Injured passengers
collision

The 14-year-old, described by his teachers as a model pupil and an
electronics "genius", adapted a television remote control so it could
change track points in the city of Lodz




Pipeline destruction in Turkey - 2008

The attack scenario: video surveillance and intrusion system de-activation for physical
access to the industrial system, modifications of the industrial process leading to the
destruction of the pipeline

Most Violent Cyber Attack Noted To Date:
2008 Pipeline Explosion Caused By Remote
Hacking

® (

Downtime

Modifications of the . . .
. : Pipeline destruction
industrial process




Traffic lights - 2009

The attack scenario: Two unionized traffic engineers in the City of Los Angeles
scheduled a work stoppage and blocked accessto the computer that controlled 3,200
traffic signals

Hackers could engineer traffic jams, by using their cars to

lie to smart traffic lights

&




Stuxnet - 2010

The attack scenario: 18t malware that changed the behavior of an industrial installation. It
specifically targeted the Iranian uranium enrichment control system

Stuxnet worm hits Iran nuclear plant
staff computers

1st

\0 — Use of a cyber

weapon
- .

False display on SCADA
Modified PLC program

Damaged or even destroyed
uranium spinner




Triton - 2016

corrupt the program of a safety PLC

2014 -2017: a planned, Attack on a Safety
calculated and Instrumented System, the
sophisticated attack ultimate programmed safety

Production shutdown

The attack scenario: intrusion into the IT network then bounces to the industrial network to

Triton: hackers take out safety systems
in 'watershed' attack on energy plant

Sophisticated malware halts operations at power station in
unprecedented attack which experts believe was state-sponsored

In what experts are calling a watershed moment, hackers have infiltrated the
critical safety systems for industrial control units used in nuclear, oil and gas

plants, halting operations at at least one facility.

The attackers, who are believed to be state-sponsored, targeted the Triconex
industrial safety technology made by Schneider Electric SE, according to
security firm FireEye and Schneider, who disclosed the incident on
Thursdav.




Tidal turbine Sabella - 2016

The attack scenario: the computer that allowed the satellite connection was hacked

1ce, Europe, Marine Energy

ackers rendered 1-MW
babella D10 tldal turbine

15

_
1

Of production blocked Shutdown time

&

Server encryption Ransomware




Renault-Nissan - 2017

The attack scenario: production problems resulting from WannaCry ransomware worm
attack that spread to more than 150 countries

Renault-Nissan is resuming production after a global
cyberattack caused stoppages at 5 plants

75k

systems

$300

aurence Frost and Naomi Tajitsu, Reuters

Renault-Nissan said on Monday

Asked per file Affected that output had returned to

normal at nearly all its plants,

Production shutdown Work station sabotage

after a global cyber attack caused
widespread disruption including
stoppages at several of the auto

alliance's sites.

A security guard walks past 'Micra' cars
lined at the newly-inaugurated Renault-
Nissan Alliance auto plant in the southern
are the only major car Indian city of Chennai.

Renault and its Japanese partner

manufacturers so far to have
reported production problems resulting from Friday's WannaCry

ransomware worm attack that spread to more than 150 countries.




Mondelez - 2017

The attack scenario: malware affected a significant portion of the company’s global
Windows-based applications and its sales, distribution and financial networks across the

company

$10 ‘ 24k '

Losses inoperable - ® o &k

e &

Production shutdown Work station sabotage

Malware May Have Cost Mondelez $100
Million

A June 27 ransomware attack crippled the top food company, especially its overseas
business units.

Nov 06, 2017

AJune 27 global malware incident may have impacted Mondelez International’s business to the tune of $100

million.

ondelez, )‘M

lnternataonul




Hydro - 2019

The attack scenario: one employee unknowingly opened an infected email from a trusted
customer. That allowed hackers to invade the IT infrastructure and covertly plant their virus.

=

million

Cyber-attack on Hydro

Hydro became victim of an extensive cyber-attack in the early hours of Tuesday,

March 19, 2019, impacting operations in several of the company's business areas

35k

employees

Affected Losses




Honda - 2020

The attack scenario: an internal serverin Japan was attacked and malware spread through
Honda's computer network, leading to difficulties in accessing servers, email and other
systems

‘ days , car plants

Shutdown time Closed

et &

Production shutdown Work station sabotage

Honda Pauses Production and Closes Offices due to

Ransomware Attack

onda's global operations have been hit with a ransomware attack. The

y said earlier that the attack had affected operations at seve

s, as well as both customer service and financial services operations




Fareva - 2020

The attack scenario: Fareva data center nearits Cosmeva cosmetics factory, was targeted by
a virus. Ten minutes later, the IT staff on duty shut down the so-called ERP central system.

factories

)

Shutdown time Blocks

M




