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KpynHeinwasa Jlabopatopua no
KOMMbIOTEPHOMN
KPMMUHANNCTUKE

/

2003 2010 2011 2013 2014 2015 2017 2018 2019 2020

OcHoBaHue Group-IB — 6topo
MO paccnefoBaHUIo
KnbepnpectynieHnim

MCTOPNA GROUP-IB

CobcTBeHHaAa cucrtema
Knbeppasseakm — Threat

Intelligence

/

Co3faHue KpPyrnocyToyHoro
LLeHTPa No pearnpoBaHUIO Ha
nHunaentol CERT-GIB

Co3aaHune cuctemsl
MO NPOTUBOAENCTBUIO OHNANH-

MOLWEHHWNYEeCTBY

/

KomnneKkc no 3awute ot
C/IOKHBIX LLeNEBbIX aTaK —
Threat Detection System

3anyck Huntbox —
nnatdopmbl Ana

NPOAKTUBHOIO XaHTMHIA 33
Knbeyrposamu

/

Co3paHue BHyTpeHHel Threat
Hunting cucrembl.
OduuymanbHOEe NAPTHEPCTBO C
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OTKpbITUE €BPONENCKOM WTAb-
KBapTMpbl

B AMcTepaame

%

OTKpbITHME ThobanbHOM WTAb-
KBapTUPbI
B CuMHranype

NHTepnonom

/
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The R Register
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Eaquine

SC
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The Washington Post DARKReading

THREAT HUNTING FRAMEWORK INDUS TRIAL

GROUP-IB.COM ~



CETWU

Cneucny»bbl

MoTtusauyua:
LUNUOHAX M caboTaX

AktusHoctb: 2005 — H.B.

OcobeHHOCTb: 0OHapyXKMBakOTCH
TO/IbKO Mocne HaHeceHumA yulepba

KTO ATARYET TEXHOJTOIMYECKUE

KpumuHan

MoTtusauyus:
LUMMOHAX M caboTax

AKkTusHocTtb: 2019 — H.B.

OcobeHHOCTD:
0bHapyXmnBatoTCA TO/IbKO nocne
HaHeceHus yLepba
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3BOOLMA BMO: 2007 — H.B.

Stuxnet

CnoxHoe BI10O, BepoAaTHO
YHUUTOXKMBLUEE KPUTUYECKYIO

NHPpacTpyKkTypy B UpaHe

Industroyear

BMNO, HaueneHHoe Ha
3NEeKTPOCEeTH, cnocobHoe
NPUBECTUN K UX OTK/IKOYEHUIO

VPNFilter

BpenoHoc, HaueneHHbIM Ha
NOAK/OYEHHbIE YCTPONCTBA B
ACY T

‘GF%DLIPFB‘

Unknown

Ataka Ha ACY Tl
BoA0CHabxeHuna B CLLUA c
M3MEHEHMEM COCTaBa BOAbI

/

/

/

/

(2007-201 5 )(2010-201 2 2014 2016 2017 2018 2020 2021

Unknown

Black Energy

BpepgoHocHoe 10, KoTopoe
obectoumnno uenyto obnactb B

YKpaunHe

MO yganeHHoro goctyna B OT-
ceTu, ucnonb3yemoe Ans
KaMNaHUW NO WNMOHAXY

BIMO, oTKkAo4YMBLLUEE CUCTEMDI
6e30nacHOCTM Ha
HepTEXMMUYECKOM 3aBoae

[loNHaA OCTaHOBKA KPYyMNHOro
nopta B MpaHe n3-3a
KnbepaTakm
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2019 - 2020

AtaKa Ha '2C
BeHecyanbl

ATaKa Ha U3pannbckme o6beKTbl
BOAOCHAabXKeHnA n KaHanausauum

Ataka Ha UpaHCKuu nopt
Laxua Papykau

YcnewHaa ataka Ha 9C ypu, KoTopas
NPUBENa K MacCoBbIM OTKNHOYEHUAM SHEPTUN
B Kapakace n 22 wTtaTtax cTpaHbl U3 23. bes
3N1EKTPMYECTBA Ha NPOTAKEHUU HECKOJIbKUX
[IHEN ocTaBanacb 60/bLLIAA YaCTb CTPAHbI.

YnpaBieHne BOAHbIX PecypcoB NOATBEPAUIN
¢daKT aTaku. BogocHabxeHue He nocTpanano
n oHo paboTano u npogo/mKaeT pabortatb 6e3
nepeboeBs. Bcex cOTPYAHMKOB OTBeYatoLMX 33
X/IOPUPOBAHUE CKBAXKWUH MOMNPOCUAN

9 mas rpy3onoToKn B MPaHCKOM NOPTOBOM
TepmuHane LWaxua Paarkan BHe3anHo
ocTaHoBU/cA. KomnbloTepbl, KOTOpble
PErynmpyoT NOTOK CYA0B, IPY30BUKOB U
TOBapOB, BCE CPa3y BbILWAN U3 CTPOA,
Co3/4,aBasA OrPOMHbIe 3aTOPbl HAa BOAHbIX
NyTSX U AOporax, Beayliux K obbekTy.Yepes

NPU3HaAKU, 4TO NopT Obl1 OCTAaHOB/IEH B
pe3ynbrate Knbepartaku.

MHCTPpYMEHTbI aTaKyloWmX He MHCTPYMEHTbI aTaKyoLWmX He MHCTPYMEHTbI aTaKyoLWmX He
yCTaHOB/EHbI! yCTaHOB/EHbI! yCTaHOBAEHb!!

MapTt 2019 Anpenb 2020 Main 2020
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2019 - 2020

e INTELLI &
8 TIMES

e [GROuRP|B

ATaKa Ha UpaHCcKunu
paKeTHbIX 3aBOA,

Shahid Hemat Industrial Group (SHIG) - Hemmat Missile Industries Factory khojir, Tehran

nogpasaeneHve MpaHcKoi opraHn3auum WA NIRRT TR | R
aspoKkocmmuyeckon npombiwneHHoctn (AlO),
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10 o 60MbLUNX, CPEAHUX N MaSlbIX KOMMaHWM,
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KapTa colo30B: srourli

Koonepauus onepaTopos WidpoBanbLMKOB
N pacnpocTpaHnTenen BpeaoHoOCHbIX nporpamvm B 2020 roay

(I;yu::(_ ProLock
RCI;n'II Egregor DoppelPaymer ClOp
Vi
RansomExx DoppelPaymer
Ryuk RansomEXxX Maze
Maze Ryuk
Egregor Ryuk

Egregor

Wctourmk: “TNMporpammel-Beimoratenn 2020-2021", Group-IB, 2021



[Mporpammbl-BbimoraTtenun 2020/2021
O630p TaKTUK, TEXHUK U npoueayp (TTPs)
onepaTopos BbiMmoratesnen no matpuue MITRE ATT&CK®




2.0 = aTaKyeT KTO nonano



YTO neyanbHeu Bcero,
B OONbLWIMHCTBE C/N1y4aEeB BCE

HaYMHAETCA C O4eHb NPOCTbIX
BELLEW
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Drive-by Compromise



External Remote Services



Spearphishing Attachment
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™S DE 46.16...
Schleswig-holste..., Tangstedt | ZIP: 22889

Checked Uptime
13.06.2016 25 Days

10.00%

Payment Systems

1. B paypal.com

Internet Shops

1. a amazon.com
2. i ebay.com
3 © target.com

Windows 7 | x64 | DE Admin Privilege: Yes
Intel(R) Core(TM) i5-4670 CPU @ 3.40... Direct IP: No
Ram: 3.86 GB | CPU Cores: 4 Antivirus: Unknown
Browsers: ev
¥ 6.7 Mbits T 3.63 Mbit/s Blacklist: 1/ 178

Opened Ports: 80, 25

Virtual: No
Check IP-Score (0.208)

Poker Systems

Not Found.

Dating Sites

1. 2 meetic.com



FXMSP: HEBUANMbIN BOT CETU GROUP|IE

NccnepoBaHMe 3BONKOLMM OAHOTO M3 CaMblX
M3BECTHbIX NPOAABLOB AOCTYMNa K KOPNOpPaTUBHbIM
CETAM Ha aHAeprpayHAaHbIX Popymax, KOTOpPbIn
aTtakoBan 6onee 130 KomnaHUI U3 pasHbIX OTpacaen
no scemy mupy. B 2018 roay nonb3osaTtenb
aHaerpayHgHoro ¢opyma ¢ HuKkom Lampeduza
onyb6anKoBan NocT, peKNaMUpyoLmin YyCayrm no

EI""'

B3/IOMY KOPMOPATMBHbIX CETEN U Npogarke AOCTyna K '
HUM. B nocTe oH nucan: “...Y Bac 6yaeT nonHbIN AocTyn Fxms

KO BCEWN CeTU KoMNaHuW. Bbl cTaHeTe HeBUAUMbIM

6orom ceTtn”. Kak yaanocb yctaHoButb, Lampeduza ” ‘

pabotan B nape ¢ FXmsp B KauecTse MeHeaKepa no HEBHHHMMH -

npoaa*kam. HecmoTtpa Ha npeKkpaweHmne nybanyHom
aktueHoctn B 2019, Fxmsp ocTtaetca Ha cBoboae m
NpoAo/IKaeT NpPeacTaBNATb Yyrposy.

Bor cern™

-2k
@*E
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Honda and Enel impacted by cyber
attack suspected to be ransomware

Lampeduza

megabyte
(11}

Joined

OOCTY

KOMNaHus ¢
dizucar.com

https://www.

1 K 6aHKy B Hurepun ATM - 25k
liforniaoliveranch.com okono 1000 IMK, TaM ecTb LWOMN BHYTPU LeHa 5 K
0Koso 500-900 nK u cep)- 4K

nel.com - 10k
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MHOIOOTPAC/IEBbIE KOMIMAHIA
ABWAMNEPEBO3KW

ABTOMOBW/IbHAA NMPOMBILLNEHHOCTDb

HEOABMXKMMOCTb
MMOPHAA NMPOMBILLUNEHHOCTBE U METANTYPI A

CMWK

IOPNONYHECKWE ®UPMbI
OBOPOHHBIE MPEAMNPUNATIAA
CTPAXOBAHWE

OAPMAKONOINA

MHBECTWLII

BAHKW

YINPABNEHWE BU3HEC-TIPOLUECCAMMA
CTPOWTENBLCTBO

NOr’MCcTUKA

OPYTME COEPHI

OHAHCOBbDIE YCIIYT W

T3K

FOCTUHWYHBINA CEKTOP
OBPA3OBAHWE
rMCYOAPCTBEHHBIE YYPEXOEHINA
PO3HMN4YHASA TOPIroB/A
MH®OPMALIMOHHBIE TEXHONOIMK
NErKA{ rNPOMbILLNIEHHOCTD

W 0.74%
H0.74%
W 0.74%
W 0.74%
H 0.74%
M 0.74%

Bl 1.48%
Hl 1.48%
Il 1.48%
Bl 1.48%

I 11.11%

N 14.07 %
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EKANS/SNAKE — CMMMCOK YEMBAEMDbIX

TEXHOJIOITUHECKMNX NMPOUECCOB

Process

Description

bluestripecollector.exe

BlueStripe Data Collector

Process

Description

ROUR|IB

ccflicO.exe

Proficy Licensing

prlicensemgr.exe

Proficy License Server Manager

ccflicd.exe

Proficy Licensing

proficy administrator.exe

Proficy Related

collwrap.exe

BlueStripe Data Collector

proficyclient.exe

Proficy Related

fnplicensingservice.exe

FLEXNet Licensing Service

proficypublisherservice.exe

Proficy Related

hasplmv.exe

Sentinel Hasp License Manager

proficyserver.exe

Proficy Server

hdb.exe

Honeywell HMIWeb

proficysts.exe

Proficy Related

ilicensesvc.exe

GE Fanuc Licensing

pralarmmgr.exe

Proficy Related

prcalculatilonmgr.exe

Proficy Historian Data Calculation Service

prconfigmgr.exe

Proficy Related

prdatabasemgr.exe

Proficy Related

prprintserver.exe Proficy Related

prproficymgr.exe Proficy Plant Applications

prrds.exe Proficy Remote Data Service

prreader.exe Proficy Historian Data Calculation Service
prrouter.exe Proficy Related

premailengine.exe

Proficy Related

prschedulemgr.exe

Proficy Related

preventmgr.exe

Proficy Related

prstubber.exe

Proficy Related

prftpengine.exe

Proficy Related

prsummarymgr.exe

Proficy Related

prgateway.exe

Proficy Secure Gateway

prwriter.exe

Proficy Historian Data Calculation Service

THREAT HUNTING FRAMEWORK INDUSTRIAL

prlicensemgr.exe

Proficy License Server Manager
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DARKSIDE GF%DUF’|iB‘

Maintain Presence Move Laterally

« TeamViewer « BEACON
* Legitimate « RDP
Credentials .+ plink

e F-Secure

||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||
L)

Initial Establish Escalate Internal . .
: . . : Complete Mission
Compromise Foothold Privileges Reconnaissance
e ' N . N ' N ' N ' N
* Suspected password « BEACON « CVE-2020-1472 » PowerView - Data exfiltration via
attacks on perimeter « SMOKEDHAM « Mimikatz + Built-in Windows rclone or WinsCP
infrastructure e F-Secure C3 e LSASS process utilities « Data theft extortion
memory dumps « BLOODHOUND « DARKSIDE
« CVE-2021-20016
N L « Advanced IP Scanner ransomware
« Malictous emails with deployment
links (generally via PsExec)
\ /\C AN AN AN J
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FILES - FPAYMENT INFO

i s 5
J Remaining to pay
Bi1C [+20 Rate
XMR Rate: %

- Fixed rate:

0 GCB 0 0
Enable BTC:
Enable XMR:
=ots Ot Touno LANDING INFOD

Transactions [ O] ‘

10 days , 00:00:00



DARKSIDE

Timeline attacks
20
0
Sep Nov
DARKSIDE DARKSIDE
2020-08-01—2021-05-14 darksupp, FIN7
§ Attacks info  ATT&CK
gple1312 - possible partner of Darkside —

Ransomware affiliate program

@ First seen
2020-12-022021-05- Published General 2020-08-01
— 14

Attribution

DaFOx - possible partner of Darkside
Ransomware affiliate program

@ Target countries
2020-11-232021-05-  Published General

B 14 == United States of America s Germany I France
3% United Kingdom @ Canada * Australia
Brazil I Italy == Netherlands

vmore
wazawaka - partner of Darkside Ransomware

Network

Malware Tools CVE Contacts Partners & Accounts on Sk,
matrix [48] indicators [22] [45]

[6] [0] [1] Clients [5] forums [2]

@ Last seen
2021-05-14

Spoken languages

GRO

G ra p h koliz.xyz

4104..1986

Mar May |

/
/

/ /
/
mehdi.com /
= s [,
Gileus | fy
| /
2a26-5ad360f9e20c6 \ I i /
\l / / 4
\| /
= \| «
‘\

y 2 |
vy
y/ //

//
I/
/ /
f J
S5 N |
7 ﬁ |/
SS |
13a6...eo7a. &/
58e4...eae8@

2867...4a41

mgu}z |

www.kolli.;(yz

@ Target sectors : ‘\;;:,,-

manufacturing, heavy-industry-and-engineering, @ sonn optass@leta.rs
law-and-government, retail, & )
business-and-consumer-services, energy, food-and-drink, QO A&" osssono

172.67.130.139
vmore

2606:4700:3034::681c:629
mail.koliz.xyz

reg-p33vbpnb7edg
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ALL AMERICAN ASPHALT GROUP|IB

2021-05-11 Darksitde ransomware
attacked All American Asphalt.

2021-05-11 Darkside ransomware attacked All American Asphalt .

All American Asphalt - more than 125gb of sensitive data

All documents are fresh and will be stored on our servers for the next 6 month if you don't pay.
Included:

Accounting
Contracts

Deposits
Deposit checks
and many other documents

CALIFORNIA ALL-PURPOSE ACKNOWLEDGEMENT CIVIL CODE §
1189

Mpounssoautens acdanbra B bepamHrroHe, wrat Hbto- 12576 yyBcTBUTENbHBIX AaHHbIX. ACY TI1
[xxepcun. 12 3aBogoB NO NPoOU3BOACTBY. He nocTpagana
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HEL|-UN|ON GROUP|IB

@ First seen @ Last seen URL to source of info

HB //' ; Uﬂ/'(]ﬁ 2021-05-11 2021-05-11 http://snq25srmzscac5r5.onion/198/H
ELIUNION

Expertise tags

Leak Ransomware

@ Target countries @ Target sectors Target companies
I France travel-and-tourism:air-travel HELI-UNION,

Targeted Partner & Clients

2021-05-11 Darkside ransomware attacked HELI-UNION .
HELI-UNION - more than 45¢gb of sensitive data

Included:
Contacts

Pilot licenses
ID'S

corporate mails with conversation with clients

Komnanua Heli-Union npeanaraet ycayrn no TeXHUYECKYO0 U onepaTUBHYHO
noaAepKKe rparkaaHCKUX U BOEHHbIX OpraHM3auunii, BEpToNeTHbIE onepauun, yCayru
Mo 0by4eHUIO NUIOTOB U UHMKEHEPOB.

Screenshot from Darkside DLS

THREAT HUNTING FRAMEWORK INDUS TRIAL GROUP-IB.COM ~




COLONIAL PIPELINE

Colonial Pipeline system map

— Pipeline system — Sublines
® Main weekend delivery locations

Linden,
Us New Jersey

Greensboro
@

= Charlotte
Atlanta\ w Opartanburgh

Meridian

Houston, 200km

Jexas 200 miles

Mo Tpybonposoay npoxoaut 2,5 mmunnmoHa bappeneit B aeHb - 45% nocraBok
AN3EeNbHOro TonaMBa, 6eH3nHa M aBMaKepocuMHa Ha BocTouHoe nobeperKbe.

Colonial Pipeline Bbinnatna Bbikyn B pasmepe 75 6UTKOMHOB B TeUeHME HECKObKUX
YyacoB nocsie ataku. OnepaTopbl BbiIMoOraTesielt OTNPaBUAKN KepTBam Aewndpatop, HO OH
paboTan o4eHb MeaseHHO.

THREAT HUNTING FRAMEWORK INDUS TRIAL

IGROUP|iB]

Darkside Ransomware attack on Reporttype:  Type Specify company if its a tailored report  Severity
Colonial Pipeline Threat Public - Orange

AR

Reliability: 80%  Credibility: 80%  Admiralty code: TLP:

= = B2 [ ]

Attack ATT&CK matrix Files Network Malware  Tools CVE Contacts  Partners & Accounts on
info [o] [0] indicators [0] [1] [0] [0] [o] Clients [0] forums [0]
m First seen m Last seen URL to source of info

2021-05-07 2021-05-07 -

Expertise tags

@ Target countries @ Target sectors Target companies

Z= United States of America energy Colonial Pipeline Company,

Targeted Partner & Clients

In May 2021 Darkside Ransomware attack on Colonial Pipeline Company became publicly known. As a result of this attack, the data was encrypted
and the work of many gas stations was suspended.

Colonial Pipeline paid the requested ransom 75 bitcoin within several hours after the attack. Operators of ransomware sent a decrypter to the
victims, but it operated very slowly.

Mpynna nepeyncnseT Bce TUMbl YKPaAEHHbIX AaHHbIX U oTnpasnaseT xepteam URL-agpec
«JINYHOW CTPAHULbI YTEUYKM», TAE OAHHbIE Y}KE 3arpy*KeHbl U 0XKNAAT aBTOMATUYECKOM
nybaunkaumm. DarkSide Takske coobuiaeT skepTBam, YTO NPeAoCTaBUT AOKa3aTe/IbCTBa
NOJIYY4EHHbIX AAHHbIX U FOTOB YAANUTb UX BCE U3 CETU KEPTBbI.
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BRIEFING ROOM

Remarks by President Biden on the
Colonial Pipeline Incident

MAY 13, 2021 «- SPEECHES AND REMARKS

Roosevelt Room
12:27 P.M. ED'T

THE PRESIDENT: Hello, folks. T want to update everyone on the

ransomware cyberattack that impacted on the Colonial Pipeline over this past

week.






DARKSIDE

MoveFileExW(example.txt,
example.txt<extension>

FileName
Y

CreateFileW

Y
GetQueuedCompletionStatus

J EEE e e e e

Y
Y

FileHandle Encrypted
random bytes

FileHandle Random bytes EndOfFile

Y

CreateloCompletionPort

Random bytes
FileHandle

Random bytes
Random bytes

Y

RSA encryption

Encrypted random byteé

Y Y Y

IpOveriapped

Y

PostQuedCompletionStatus

“—LpOverlapped

‘ Plaintext (buffer)

l

ReadFile

\ 4 Y

WriteFile

v

Salsa20 encryption

Ciphertext

h 4 A4

WriteFile

=T

Encrypted File

Log "File Encrypted Successful
[Handle XXX]"
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N3BUPATE/IbHAA TEOIPADUA

c"
>3

88 01000000

FF15 4EB91200

8BFO

FF15 4AB91200

pusn

mov €DX

mov es

Cd] 1 d'.‘.'OT'L Dtr-

call dword ptr

GROUP|IB

: [<&GetSystemDefaultuILanguage>)

: [<&GetUserDefaultLangID>]

Mcnonb3ya oyHkumm GetSystemDefaultUlLanguage ()
GetUserDefaultLangID (), DarkSide npoBepsieT mectononoxeHme malmHbi,
4yTobbl N36€eXKaTb WNdPOBAHUA CUCTEM, PACMNO/OMKEHHbIX B CTPaHax bbiBLLero

CoBeTtckoro Coto3a.

Russian - 419
Ukratnian - 422
Belarusian - 423
Tajik - 428
Armentan - 42B

-

Azerbaiant (Latin) - 42C
Georglan - 437

Kazakh - 43F

Kyrgyz (Cyrillic) - 440
Turkmen - 442

Uzbek (Latin) - 443

Tatar - 444

Romanian (Moldova) - 818
Russtan (Moldova) - 819
Azerbaijant (Cyrillic) - 82C
Uzbek (Cyrillic) - 843
Arabic (Syria) - 2801
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«Y MEHA BO34YLUHbIN 3A30P»

OueHb YacTo «Bo3aywHsbii 3a30p» = Security through obscurity, T.k.
KaKaAa-nMbo CBA3HOCTb M3 KOPM. CETU 40 TEXHONOTMYECKON BCe-TAaKM eCTb.
Echu ceTb aenictBUTENBHO GU3MYECKM U30/IMPOBAHA, 3TO BCE eLe He

rAapaHTNA 3alLUTbl

CBA3HOCTb LEeno4YKku byaer
peann3oBaHa yepes:

JTiobble ycTpoiictea: goBepeHHble USB, HoyTOyK
COTPYAHWKA, BEPHYBLUErOCA M3 KOMAaHAMPOBKMK U T.M.
Moaem BCTaBNEHHbIA B KOHEYHYIO CTaHLUUIO
Raspberry Pie, noakntoueHHbIN K ceTu

HoBbli cepBep, CKOMNPOMETUPOBAHHbIN

(npum.: TposaH B UEFI) ewe Ha aTane npounssoacTsa

/ HacToAawasn

THREAT HUNTING FRAMEWORK INDUS TRIAL

\ n3onaumn

TeXHONoOru4yecKnm cermeHTp

BepxHun ypoBeHb ACYTIT

—| APM
NHXKeHepa

CpegHunu yposeHb ACYTTI

= dpyrune
KOHTpOANepbl

GF%DLJFJ|iB‘
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TyHHEeNn yepes LLenoYvYKM XOCTOB U cROUP|B|
NPOTOKO/IOB

gatevvgy @
&

2

. @
cha rI|e . @'élphaNeg
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external internal - computer

.

Z c3testd
! c3testéd
z channell Today
% channel100
B dave
— # channel1400
Event Log X 3eacon 192.168.147.135@3424 X ! channel2
# channel22

slackc3

beacon> getuid
[*] Tasked beacon to get userid

[+] host called home, sent: 8 bytes

[*] You are DESKTOP-QK16)1I\tim

beacon> portfwd 192.168.147.133 8686

[*] Tasked session to forward 8080 to 192.168.147.133:8080
[+] started port forward on 8080 to 192.168.147.133:86080

! channel23
-

# channel3
¢t channel341

channel34?

2 curl -v localhost:8080 N |
curl -v localhost:8080 117x27

[DESKTOP-QK16]]I] tim/3424 (x01 last: 124ms

bheac on>
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YIPO3bl /19 OT-CETMEHTA K
2021 B LINDPAX

Hanbonbluee konnyectso ysassmmocten ACY TI1
Bo BTopom nonyroamun 2020 pacKpbiTo B
CeKTopax:

BoaocHabxeHue u
BOAOOTBeAeHue

Kommepueckoe

npon3soacTtso

]
AN

<>70%>

obHapyKeHHbIX ya3sumocTten ACY TM
MOXHO UCMO/1Ib30BaTb YA4a/1€HHO

(Ha 25%)

B rof, pacrtet KOAnM4ecTBo
obHapyxunBaemblix yassumocten ACY TIM

( Okono 45% )

BbISIBJIEHHbIX YA3BMMOCTEW 3aTParmsaroT
cpeaHunmn yposeHb ACY TI1

GP%DUP|iB\

(78% )

BblABNEHHbIX ya3Bumocten ACY Tl He
TpebytoT ayTeHTUGUKaunm
ONA SKCnayaTauum

( 70-80%)

yaszsumocTten ACY Tl nony4atoT BbICOKUM
YPOBEHb KPUTUYHOCTU NpPU OOHapPYKEHUN

(ao 60%)

npeanpUATUIA 3aKPbIBAOTCA Nocne
yCMewHOoN UeneBon aTaku
lWNPpPoBaNbLLMKA

THREAT HUNTING FRAMEWORK INDUS TRIAL
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OBLLAA APXUTEKTYPA GROUP|
GROUP-IB THF

dr%qs} - Tpadpduk / - BpepoHocHoe N0 ((0)) - Aromanuu @ - WNaonauwna
‘h:;o - @awnnsl K,_] - TakTukn, TEXHUKN, }EP\ - PeTtpocnexktuea - bBbnokunpoeka pannos
- Pa6ouas craHuuns : npoueAypbi - MNepemewenns _ M NPOLECCOB
. Opyrue ceTesbie | +  3NOyMbIWNEHHUK 5 BHYTPMW CeTH | + Yenyrn no MOHUTOPUH
06beKTbI "+ WHopacTpykTypa . - no6anbHbie rpadsl U pearuposaHuio ¢ CEIKT'GIB
: araxkyloLwmx . CBA3KA B MHUWAEHTbI + WNHTerpauwa cncremamm
. WHavkaTops ynpasneHna n pearnposaHus
B (SIEM/SOAR)
® N B (]) °
O6HapyxeHune (Q > XaHtTmHr Q- | PaccnepoBaHue O >| PearmpoBaHue
GROUP-IB THREAT INTELLIGENCE &a ATTRIBUTION
Huntpoint Industrial Sensor Polygon Huntbox Decryptor
AHanna cobbiTniA, AHanna AHanwns ceTesoro NosepgeH4yecknn PearnposaHwe, Pacwwdpoeka
BbiABNEHWe yrpo3 NPOMBILWNEHHbIX Tpaduka, BoiInBNEHWE aHanua o6vekToB XxpaHeHne aHHbIX SSL-wudpoeaHHOro
n pearmvposaHune CUCTeM ynpasneHus aHoManun B N30NMPOBaHHOW W KOppenauua Tpaduka
Ha xocTe W 3apakeHnn cpepe cobbITUA

GROUP-IB THREAT HUNTING FRAMEWORK




INDUSTRIAL

KOoHTpOAb TONONOrMU U
KapTbl cOeAUMHEHUM

[leTekTnpoBaHue
HOBbIX YCTPOWCTB

HenpepbiBHaA MHBEHTApPU3aLMsA KOMNOHEHTOB
M NpPOLLEeCcCcoB

O6Hapy»XeHne aHoOManui B Tpadpuke

OTCcnerkKMBaHME HOBbIX MOAKAOYEHUMN

Mcnonb3oBaHMe camoybyvyaembix mogesnen

THREAT HUNTING FRAMEWORK INDUS TRIAL

BO3MOXHOCTW GROUP-IB THF

KOHTpOAb nporpamm
ynpasaeHuA

* [laccusHoe onpegeneHne sepcun MO un
MN1K

KOHTpOAU n3meHeHUn 3arpy*KeHHbIX

NporpamMmm yrnpaBaeHus

e Ob6HapyrKeHue
He 33a40KYMEHTMPOBAHHbIX BO3MOXHOCTEMN
NPOMbILLNEHHbIX NPOTOKO/10B U
HeCcTaHAAPTHOM aKTUBHOCTK B ACY TT1

GROUP|IB

Nopaep)XKa NPOTOKONOB U
cneuyudPUYHbIX NONAUTUK

* [loaaepKKa KAUYEBbIX NPONPUETapHbIX U
OTKPbITbIX TEXHONOTMYECKUX MPOTOKONO0B

e JleTeKTUpPOBaHME aTaK M MOUCK aHOMaMUM Ha

OCHOBAHUU KAUEHTO-CNEeUUPUUHbIX NONNUTUK,
HacTpauBaemblix B MHTepdelice pelieHus
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GROUP-IB THREAT

HUNTING FRAMEWORK

EanHbin nHTEepdenc

YnpaBneHne BCEMU MOAYASMU CUCTEMbI N UX
AVHAMMYecKana KoHpUrypauyms

ynpasieHue MHUUAEHTAMM

Koppenauma n rpynnnupoBKa cobbITUiM B MHUMAEHTbI, ANA
COKpaLLEeHNA BPpeMEHU nx 06paboTKu

'MbKMe onuuM NOCTaBKMU

JloKanbHaA yCTaHOBKa AN1A XpPaHEHMS BCeX AaHHbIX BHYTPU
nepumeTpa

Ob6nayHaa MHOPACTPYKTYpa

C HacTpaneaembimun cnyxbamm 6e3onacHoOCTH

GF%DLJFJ|iB‘

[TONIHOCTbIO aBTOMATU3UPOBAHHbIN MOUCK
BHYTPEHHUX U BHELIHUX YrPOo3 U
ONTUMM3NPOBAHHOE PearnpoBaHme

O GROUP I8
M) 4
= Threat Hunting Framework
s cotrpreheraive sch e 10 grotet (o dte atmod hat Tor e eets end respored Vo even B inost Corrgdes cyler ot achs
FR  westigation v
Huntbox Sensor Polygon Huntpoint
ragh « matn A ANALY g -
n _'> 2 amvrn
£ Settiogs > m 98 4
nes
SPAN Integration Statistics Alerts by classifier
This Month s ApagrI2qgioh) 2 4 Thin Yo
Carrent L osd 0.02 Mbit/s Polygon
* Free Channed 249,98 Mbivs . * Trafic Sgnatires
/7 o
Al Everts
Collapse menu License Lienit 250 Mbivs 41 872 Lateral Moverment
N L cu 0.02 Mbit/s OB O
----- {S0C)
F—— 1.67 Mbivs s
)} Group-iB Products DGA Arcemalies
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[TPOEKTbl N BHEAPEHWUA

GROUP-IB THF INDUSTRIAL

NMpoussoacteo CYB PP

[1pOTOKONbI

« Modbus
« OPCUA
« Modbus proprietary

J

NPC KasaxcraH

[1pOTOKONbI

« OPCUA
* FINS (OMRON)

THREAT HUNTING FRAMEWORK INDUS TRIAL

NoacraHuuum MK B UTanum

KoHTpoAnnepobl

« 57-1200
« 57-300

J/

JHeprokomnaHuu PP

[1pOTOKONbI

* OPCUA
* OPCDA

o S7Comm/S7CommPlus

GF%DLJFJ|iB‘

KoHTponnepsbl

 Emerson DeltaV MD
* Modbus custom
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[lpepoTBpallaem U paccaeayem 2
knbepnpectynnenuma ¢ 2003 roaa

CycnvH AHppeu

PykoBoguTenb otaena no paspabotke
peweHnn ana ACY TN Group-IB

Of X, g S e R

www.group-tb.ru info@group-ib.com twitter.com/groupib t.me/group_ib
group-tb.ru/blog +7 495 984 33 64 facebook.com/groupib instagram.com/group_ib
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