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Bo3HuKaloLwme CnoXXHOCTUN y npeanpudaTtnum

YcrapesLune HyxHa 3awmTa He xBaTaert brogxer
peLlueHns HOBbIX TEXHONOINM pecypcoB orpaHu4eH




[laHOemMnsa Bce MeHseT

@ @

YAANEHHAS POKYC

LIMGPOBASA

TPAHCOOPMALUMUA

PABOTA HA K/IUEHTE




Kak naHgemua nosnuana Ha IT

Aoctyn VPN

CpepncrBa COBMECTHOM

PaboTta U3 goma pa6oTH!

MHOro mMobunbHbIX

O6n3auHble TEXHONOrnK MepumeTp pasmbit

busHec Ba)kHee

LlMCprBaﬂ CeTb M goctyn
6e30nacHOCTU

«Mpocto caenan»
TpaHcopmMaLus

Pa3pabotKa «LLlopTKaTbI»
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HoBble cepBUCbl — HOBbIE BEKTOPbI U «NEPUMETPbLIN

NANO AGENT PUBLIC CLOUD
CeHcop, NPpMMeEHeHne CepBucbl 6e3onacHOCTH
NONUTUKMN

PRIVATE CLOUD

ba3a yrpo3, obHOBNEHMSA,

|0T MHCNeKkuunA KOH(I)M,EI,EHLI,MaIIbeIX
NAHHbIX
Mobile
laasS
PaaS

SaaS




KonnyecTtBO BEKTOPOB aTaK pacTeT

l MobunbHbIi

MNoBepxHOCTb ‘ 5 CeTb ‘ AreHT 6 O6nako
BeKTopbl
Moura @ []] @ [E[8 Exchange | & [E[8 Exchange | & [E8 Exchange
6 | 2BEG RLEG RLWES
wapanr | 3 oo N | oo & | B bax & | & lbox &
OULINHF J d J d
pasle e B N B Nowews
[MpunoxeHus é ”ﬁ”

(<) Check Point

OOOOOOOOOOOOOOOOOOOO




HoBas moaenb notpebneHnsa petuennn b

TpaANLMOHHbIE «CnepytoLLero noKosieHUa»

38,

[MpoABUHYTbIE CEPBUCDI
No NoAanucke

| 2019 | 2020 2021

TecTupoBaHue
[MpoeKTHUpoBaHue

3aKynKa 1 NocTaBKa

BHegpeHwue

A L

ATTectauus
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b Kak cepBucC

CepBuc-npoBanaep HaxoguTca B Hauny4llen no3mumm
4YTOObI MOMOYb 3aKasymkam 3aWnNTUTb MHADPACTPYKTYPY

[ocTynHa OIS 3aWnThbl OT BCEX Yrpo3

MO>XHO MCNOMb30BaTh , OCYLLIECTBMNATb BHEAPEHNE U
JKcnnyaTaumto

[locyntartb CTOMMOCTb BJ1lageHUn4d

AymcopcuH2 3mo e8bi200HO
: _ckPbigt-SoftwareTechnologies Ltd. 8




Mo>kHO nonpoboBaTb «CBOWU MyTb»

CeTeBasa 6e3onacHoOCTb O6na4yHasn 6e3onacHocTb [lonb3oBaTenu n ycTpoucTBa
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MakcumarnbHasa 6e30nacHOCTb C KOHCONMUANPOBAHHOM

apXUTEKTYPOW
QUANTUM CLOUDGUARD HARMONY
SECURE THE SECURE SECURE
NETWORK THE CLOUD USERS & ACCESS

Infinity-Vision

Real-time Threat Prevention




Pa3Hble moaenu

NMpoAaykKTbl

PewleHue

[lepcoHanbHbIE
aHHble, KN, TanH

[1pouyee

Infinity Total
Protection

Bce npoaykThl

OHnpemunc nHppacTpykTypa

CepTndonumpoBaHHbLIN NO
TpeboBaHUAM perynaropa
LOO4/MSSP B Poccun

Bce npoayKThl

OHnpemMuc MHdpacTpykTypa
LIOO/MSSP B Poccun /BeHaop

Bce npoaykTbl Mo
noanucke

LleHa 3a nonb3oBaTend
[1penckasyemeoie TpaThbl
[locTyn Ko BCeM npoayKTam
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Ot CAPEX nokanbHo go OPEX B obnake

MSSP

[MybnanyHoe
obnako

S OPEX
OHu/mec.

JIOKanbHoOe
obnaKo

SSS CAPEX € VEraA®oH | AHTUB3IOM SS OPEX

| o MpenynpexaaiTe yrposbl
S O P EX CkaHWpyWTe CBOE YCTPOWCTBO Ha Hanu4ne ﬂl H M/M e C
Ffoabl

BO3MOXHbIX YTpO3 besonacHoOCTH

13 M BUPYCOB HE OBHAPYIKEHC Cnepute 3a 6e30nMacHoOCTbIO
wwwwwwwwwwwww wazan YCTpolﬁCTBa

MNposepalTe gocTynHble 0BHOBNEHUA ANA I (( L-l M CTa ﬂ pr6 a ))
BBBBBB neBaWca U ygansiTe BpefoHOCHbIe

COOSLL[EHVIH NPAMO W3 NPUNOXEHWA. - 3a mMTa n OquI
@ [noverairempunoxesua va — [leco4yHMUa KaK cepBuC

CnenuTte 3a YCTaHOBNEHHBIMU NPUNOXEHWAMM

W nonyuame ONOoOBELWEHWA, CNK YTO-TO He TaK. — 3a LI_LMTa pa 60q M X CTa H I_IIM ﬁ
I @ (orronpyime caoe — 3awmTa MOBUNbHbBIX YCTPOUCTB

nogKnwoyeHune
[Mpw obHapyxeHuM HosoW Wi-Fi ceTn SO C IVI D R I R
yBeauTecs, 4To OHAa He NPEACTABNAET YIPo3kl — ) ) ) oo

mmmmm OaHHBIM.
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CKornbko obopyaoBaHUA HY>XXHO OHNPEMUC?
5 3akas4yunkos, no 500 nonb3oBareneun, Wwn3+necovyHnua
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Ckonbko o0bopyaoBaHUA HY>XXHO CEpPBUC- EE'E

npoBavaepy?

5 3aka34umkoB, rno 500 nonb3oBaTerneu, Ww3+necoyHuua




BCE no noanuicke (Y [NEINITY

ool

L g

®

24x7

CtommocTb 33
KaxXaoro
NO/b30BaTENA B roj,

YacTtb broaKkeTa Ha
obyyeHune n cepsuUChl

YacTb broaykeTa Ha
obopyaoBaHue

Premium Support

BCE NMPOCTO, BCE BK/IKOYEHO
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YHudomnkaumna peieHnn n Koppensaumsa codbiTum

<

QUANTUM
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p ,i  Bcecepsucbl 6esonacHoctn
- : YNpaBAAOTCA LEHTPANN30BaAHHO

CLOUDGUARD

()

HARMONY
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CEMENCTBO HARMONY

BE3OMNACHOCTb YOANEHHbLIX COTPYOHUKOB

Q/.\’
3awura —
o becknventckoe (@) VPN ) &
paboyeit MOAKMoYEHNe Y OaneHHbIil DOCH
CTaHUum A i n . ( |
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EAVHDBIN NOPTAJ/1 CO BCEMU CEPBUCAMM

Smart-1C

INFINITY

Devices Endpomth

s QUANTUM CLOUDGUARD
the N S e the |

Smart-1 Cloud

End Point

loT Protect

' ' HARMONY

Connect
End Point
Mobile

Email &

a9+ | jotnsoow (- | ZH pdemo -~ | [EICheck Point

TR TEG HIGLOB ES LTEL

CHECK POINT LABS

Product Name 1
Product Name 2

Product Name 3
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YHunduunpoBaHHble nor-gaunnel Ha Infinity portal

“eQuHbIN UHTepdenc” ana noncka n aHanm3sa

g Check Point Infinity Portal b4 -+

&« c 0 @ g.portal.checkpoint.com/dashboard/aggregated-events

QUANTUM SMART-1 CLOUD 3 LsasDemo v © vnceratade | @ M Tomernoy (@) v

X Ousery Syni Mownck no

i Last 30 Days ~

Q johndoe AND severity:Critical

norib3oBarerito
Time ” Destination User Card
Feb 15, 2021 1:41:02 PM SandBlast Agent 229, Farensics . m— Critical 192.168.11.12 Log Inf
og Info -
© Feb 15, 2021 1:40:52 PM SandBlast Agent g Anti-Bot . — Critical 192.168.11.12 101.23.3643
Origin: £ 192.168.73.35
© Feb 15, 2021 1:40:51 PM SandBlast Agent g Anti-Bot . m— Critical 192.168.11.12 101.23.3643
O Feb 15,2021 13855 M @) Smart-1 Cloud € s @ = Critical 192.168.11.12 192168132 johndoe me O Feb 15, 20211:41:02 P
) 7 )
© Feb 9, 2021 12:1346 PM SandBlast Agent @&, Forensics @ = Critical 192.168.11.12 Blade: &, Forensics ﬂeTanM
HaGOp BCex @ Feb 9, 2021 12:13:35 PM SandBlast Agent @ Anti-Bot § = Critical 192.168.11.12 101.23.36.43 Triggered By: Endpoint Behavioral Guard 6
10roB © Feb9, 2021 12:13:34 PM SandBlast Agent @ Anti-Bot W = Critical 192.168.11.12 101.23.36.43 Product Family: @ Endpoint CO bITVI;I
@® Feb 9, 2021 12:12:51 PM @ Smart-1 Cloud & IPS . m Critical 192.168.11.12 192.168.13.2 johndoe Type B Log
© Jan 26, 2021 5:13:22 PM SandBlast Agent 5@, Forensics W = Critical 192168.11.12 Attack Status: Active
® Jan 26, 2021 5:12:10 PM SandBlast Agent g Anti-Bot . m— (Critical 192.168.11.12 101.23.36.43 Event Type: Forensics Case Analysis
@ Jan 26, 2021 5:12:09 PM SandBlast Agent g Anti-Bot . — Critical 192.168.11.12 101.23.36.43 Protection Details
© 1an26,2021508290PM (@ Smart-1 Cloud € rs O = Critical 192.168.11.12 192162132 johndoe Policy ~
© 1an 26,2021 44448 PM @ Cloud MTA B2 ThrestEmulation W e Crtical 194.29.32.133 action: @ Prevent Severity. — Critical
’.ﬁ- @ lJan 26, 2021 4:44:10 PM © Cloud MTA ) Threat Emulation m— (Critical 194.29.32.133 Policy Date: Feb 26, 2030 Confidence B Medium
. 091 £440 D - A - e EEERE Level:
@® lan 26, 2021 44410 PM © Cloud MTA EJ Threat Emulation — Critical 194.29.32.133 Forey Name: Default Farensics settings
INAMNITY LOGS @ Jan 20, 2021 7:14:31 PM @ Smart-1 Cloud | #ES W = Critical 192.168.11.12 192.168.13.2 johndoe . Folicy Version s Malware Action: Communication with C&C
& EVENTS ,
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PaboTta SOC cnyxK6bl KaXabin AeHb
NUuwem Uronky B ctore ceHa

TunnyHaa nHgpacTpykTypa
cpefnHero pasmepa
2,000 nonb3oBaresneu

4

10 MunannoHos
3anuceun B N0r-
dannax B AeHb
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TOYHOCTb
OT MUANNOHOB 3anucein — K peasbHbiM UHLUUAEHTAM

B cpegHem 3a Hegento:

59,000,000

3anucen B nor-parnax — paboumre ctaHumm, w @ wewnvsoc
ceTb, 06/1aKka, MOBUbHbIE YCTPOMCTBA,
NHTepHeT Bellen

11 =
3 ) 00 0 INFECTED DEVICES

BpeaoHOCHbIX aKTUBHOCTEM

40

3aTPOHYTbIX
XOCTOB

11

3apaxKeHHbIX
XOCTOB
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YnpouleHne n ymeHblleHne CTOMMOCTU BlaAeHUA
C eAnHOoU ueHTpanmn3oBaHHon SOC nnaTtdgopmon

BHYTpeHHMe yrpossbl

BHewWwHMe yrposbl

BoccTtaHOBAEeHUe

PaccnepgoBaHue

YnpasneHune

INFINITY SOC

1919das54b6dddaf328d1ce3ecOe and 1 more

cc8fd2dddf219322e1087c03302f08279c60b19190254bsdddaf328d 1 ce3ecle

NDICATOR INFORMATION

1500
cc8fd2ddaf219a:

macros

File Names
ork activity
DNS resolutions
® Execution paren
\rchive parents
Source URLs
Subjects

® Campaign Files

b1919da54béddd:

runfile attachment

Not available

5272020.xism

72020.xIsm

Government g Manufacturing

)_05272020.xism
05272020.xism

.05272020.xIsm

are Family

TWEETS |

rojan that targets the Windows platform, ¢

banking credential
sends information about the infecte

additional modul

ebinjects to

er. Dridex cor
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