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Have | Been Pwned (HIBP)

»--have i been pwned?

Check if your email or phone is in a data breach

lemail or phone (international format)

*https://haveibeenpwned.com/



Have | Been Pwned (HIBP)

Check if your email or phone is in a data breach
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Oh no — pwned!

Pwned in 3 data breaches and found no pastes (subscribe to search sensitive breaches)
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YBeagomneHuns ans MMYHbIX aKKayHTOB

Notify me

Subscribe to breach notifications

Get notified when future pwnage occurs and your account is compromised.

Fap

1 He po6oT
reCAPTCHA

KoOHDMASHUMENEHOCTE - YCNOBMA MCNONLI0SaHWA

notify me of pwnage




YBegomneHus Anst KOpnopaTtuBHbIX aKKayHTOB

Domain search

Search for pwned accounts across an entire domain and receive future notifications

Domain search allows you to find all email addresses on a particular domain that have been caught up in any of the data breaches

currently in the system. You can also receive notifications if they appear in future breaches by providing a notification email. Before you

can perform a domain search, you need to verify that you control the domain you're searching. If you cannot verify that you control the
domain, you will not be able to search for breached email addresses on it.

Would you like to be notified of any future breaches of accounts on this domain? After the verification process is complete, you'll receive
a summary email regarding impacted accounts if anything on this domain shows up again in the future. You will only be notified of
breaches after you successfully complete the domain verification process.

Subscribe me
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YBeOgoMIneHusa Ansa KopnopaTuBHbIX aKKayHTOB
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Breach

Adapt, Apollo, Data Enrichment Exposure From PDL Customer

Apollo

Apollo, Data Enrichment Exposure From PDL Customer
Adapt
Apollo, Data Enrichment Exposure From PDL Customer

Data Enrichment Exposure From PDL Customer

Apo
Apo
Apo
Apo
Apo
Apo
Apo
Apo

0
0

0, Data Enrichment Exposure From PDL Customer

0

0

o, Cit0Oday, Covve, Data Enrichment Exposure From PDL Customer
0

0, Data Enrichment Exposure From PDL Customer



[loanucka Ha KopnopaTUBHbIe YBeOOMJIEHUA
APOLLO

Apollo

In July 2018, the sales engagement startup Apollo left a database containing billions of data points publicly
exposed without a password. The data was discovered by security researcher Vinny Troia who subsequently
sent a subset of the data containing 126 million unique email addresses to Have | Been Pwned. The data left
exposed by Apollo was used in their "revenue acceleration platform” and included personal information such as
names and email addresses as well as professional information including places of employment, the roles
people hold and where they're located. Apollo stressed that the exposed data did not include sensitive

information such as asswords, social security numbers or financial data. The Apollo website has a contact form
for those looking to get in touch with the organisation.

Breach date: 23 July 2018

Date added to HIBP: 5 October 2018

Compromised accounts: 125,929,660

Compromised data: Email addresses, Employers, Geographic locations, Job titles, Names, Phone numbers,
Salutations, Social media profiles

Permalink

*https://haveibeenpwned.com/PwnedWebsites



Anroputm padboTbl C OTYETOM

® yaanuTb HECYLLECTBYIOLLME NMOYTOBLIE afpeca

e yaannTb 3annucu o basax yTeuvek, rge He ObIfi CKOMMPOMETUPOBAHbI Naposnun

® BbIMOSIHUTB MOYTOBYHO PACCHINKY A5 CKOMMPOMETUPOBAHHbLIX NMOMb30BaTENEN

® HACTPOUTb Ha NOYTOBOM cepBepe/LLN3e OIIOKUPOBKY
@mail.haveibeenpwned.com, 4TOObI MOXXHO ObINIO CAMOCTOSATENBHO YOANUTb

email ¢ 6asbl HIBP

e yaoanutb email c "Have | Been Pwned" (https://haveibeenpwned.com/OptOut)
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[lpoBepKa naponewu
Pwned Passwords

Pwned Passwords are 613,584,246 real world passwords previously exposed in data breaches. This exposure makes them unsuitable for
ongoing use as they're at much greater risk of being used to take over other accounts. They're searchable online below as well as being
downloadable for use in other online systems. Read more about how HIBP protects the privacy of searched passwords.

123456

Oh no — pwned!
This password has been seen 24 230 577 times before

This password has previously appeared in a data breach and should never be used. If you've ever used it anywhere before, change it!



[lpoBepKa naponewu

cloudflare

cloudflare

cloudflare

cloudflare

Format

SHA-1

File

Version 7
(ordered by prevalence)

Version 7
(ordered by hash)

Version 7

(ordered by prevalence)

Version 7
(ordered by hash)

Date

19 November 2020

19 November 2020

19 November 2020

19 November 2020

Size

12.50GB

SHA-1 hash of 7-Zip file

5¢779265d89b80a86349a805894189fd510f8d18

dba43bd82997d5cef156219cb0d295e1ab948727

0599805fdc50b3cd32a01be82alcabfa86d28b36

7b79e9c¢32b2cd43362ea119886b56f37e124b195




[lpoBepKa naponewu

Title User Name Password URL Creation Time Last Modification .. Expiry Time Have | been pwned?
Main

-/ ® 5 Offline Check X
oesdereom | e
2 \“ﬁ HIBP Offline Check Options

Manage plugin settings.

Actions

Check All Passwords Clear Status

Pabota

Options

Check mode: @ Offline (O Online (O Bloom Filter

Pwned passwords file: | ~ Browse...

Bloom filter: Browse...
Obuwwe ' Generate Bloom Filter...

Column name: [Have | been pwned? | (Enable new column in: View - Configure Columns...)

Secure text [HIBP_Secure |

Insecure text [Pwned |

Excluded text [Excluded |

Automatically check new or updated entries

Include breach count details for insecure passwords
[ ] Exclude Recycle Bin entries from Find results

[ ] Exclude expired entries from Find results

[ ] Display warning message after editing insecure passwords:

WARNING - INSECURE PASSWORD

This password is insecure and publicly known

OK ‘ Cancel




PekomeHaauuuv ansa Microsoft 365

TpeboBaHUA K OKOHUAHUIO CPOKa AENCTBUA Napoien

TpeboBaHMs CMeHUTL Napoab NPUHOCAT Boble Bpeaa, YeM NOAb3bl, TaK Kak U3-3a HUX NOAb30BaTENN
BbIDMparoT Npeackasyemblie napoaun, COCToAlme U3 NocaesoBaTelbHbIX CI0B U Yncen, KoTopble 611M3KO CBA3aHbI
ApYr C Apyrom. B Takux cayyasx creayrowmn napoab MOXHO /1erko yragaTb Ha OCHOBe NpeablayLero.
TpeboBaHMA K OKOHYaHUIO CPOKa AENUCTBUA NAapOoen He CAePXXMBAKOT aTaky, TakK Kak 3/1I0YMbILUIEHHUKN MOYTH

BCerjga Ncroaib3yrOT yYeTHblIEe AaHHbIE Cpa3y nodie Ux B3J1IOMa. ﬂOﬂOﬂHMTe}leble cBedeHNA CM. B CTaTbe ﬂopa

OTKa3aTbCA OT 0bA3aTe/IbHON CMEeHbI naponef/i 4"

*https://docs.microsoft.com/ru-ru/microsoft-365/admin/misc/password-policy-recommendations




PekoMmeHaauuwu

® HACTPOWUTb CPOK OENCTBUS Naponsd Yepes rpynrnoBble NOofMTUKK (6 MecsLEB U
bonee)

® BKIMHOYUTb MHOIFOaKTOPHY ayTEHTUMUKALNIO

® 3anpeTuTb UCMOSb30BaTbh KOPNOPATUBHYIO NOYTY ANA pernctpaumnm Ha Beb-
cepBucax, He CBsA3aHHbIX C NPON3BOACTBEHHON HEODXOAMMOCTbLIO

® MPUHYOUTENBHO CMEHUTbL Naponb B Beb-cepBuce/AD, ecnn akkayHT NpUCYTCTBYET
B CcBeXeW base yteyek

e MOBbILWATbL OCBEAOMSIEHHOCTbL Nosib3oBaTtenen B cdpepe Vb n nposognTtb y4ebHbIe

doULLNHIOBbLIE pacChIfkK



[JJononHuTenbHbIE pecypchl

e http://spbsecurity.blogspot.com/2018/08/HIBP.html
e https://www.troyhunt.com/pwned-passwords-now-as-ntim-hashes/
e https://snusbase.com/

e https://leakedsource.ru/
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