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Kakue npo0Jemsbl peuiaer

- lIpocras ycraHOBKa U HaCTpOUKa

- MuHHMYM BpEMEHHU Ha 00CIIY>KHMBaHUE

- baokupoBaHue MOMBITOK MOMCKA M AKCILTyaTallul YSI3BUMOCTEH

- BeisBiIcHHE CIIOKHBIX U HEUM3BECTHBIX aTak

- BeIsiBiIcHHE BEO-ySA3BUMOCTEN

- 3ammuTta ot DDoS L7 / mombopa mapoiieii / mpodyero napa3suTHOro OOT-

Tpaduka
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HexoppekTHas puabTpanus JaHHbIX

3ampoc:
http://example.com/index.php?1d=1

[Ipumep kona:
$id=$ GET['id'];
$query = "SELECT * FROM %some _table% WHERE id=$id";

Pesyinerar 3ampoca B b/I:

SELECT * FROM %some table% WHERE 1d=%mannbie u3
3arpoca%o
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Pazanunbie Texauku 00xoma WAF

- Paznmuunsie kogupoBku (HTTP Entity Encode, URL encode, UTF-
16/32, Halfwidth and Fullwidth Forms u apyrue)

- Pacmiennenue nose3noun Harpy3ku (un'","ion se","lect)

- OcobennocTu HopManu3auuu 3ampoca (/??7?/22t /77?/p??7s??)

U IPyTHE
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Pazanunbie Texauku 00xoma WAF

Pinaki
@OxInfection

If you see a webapp trying to guess your search query
(e.g. in search bar) and has a WAF on top of it, use
mistyped words to easy trigger XSS and bypass the
WAF.

Pinaki
@lxinfection

Unicode normalization in webapps are often helpful in
bypassing restrictions, particularly when it comes to
WAF bypasses and SSRF. e.g.:

<scrpt>confrm()</scrpt>
<svg/onload =alert—_1)>
...turns to...
<svg/onload=alert(1)>

The above behavior is often seen in PHP webapps
using pspell_suggest().

#bugbountytips

Here's a nice checklist:
appcheck-ng.com/wp-content/upl... a

You

Web-app translates to:

#infosec #bugbountytips

10:18 PM - 8 map. 2021
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Pazanunbie Texauku 00xoma WAF

X55 Payloads
BXssPayloads

One to evade Imparva WAF, by @OxInfection

<x/onclick=globalThis&lsgb;"\w0070r\u006f'+'mpt']&I
t:)>clickme

1032 AM - 2B mron. 20270
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CurHarypHsii aHaJu3 VS MallMHHOE 00y4yeHue

- Kakor Tl aHaliM3a HWMEET MEHBIIE IIPOIYCKOB U  JIOKHBIX
cpaOaThIBaHUI
- [Touemy MBI HCIOJIB3yEM KOMOMHHUPOBAHHBIN aHAJIN3

- [Homygaem 99.98 — 99.99 % TOUHOCTH HA OOBIYHOM «KEIIC3E»
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3ammura or DDoS L7, atakn meTonom nepedopa u puiyaa

WA F @ N E M ES | DA t:brute-force and t:flood and t:ddos
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login=sEstmrsd cace
password=ss
TYPE=AUTH

URL _— London, GB Connection: keep-alive
Cookie N \ Org: DigitalOcean, LLG Content-Length: 176
N, NN Isp: D'GITALOCEAN Content-Type: application/x-www-form-urlencoded
3 N O TR, NS ";zﬁl:: Host: fix-price.ru
User-agent Mozilla/5.0 (Windows NT 10.0; Win64; x64) Ap IS8 Keep-Alive: 300
(KHTML, like Gecko) Chrome/72.0.3626.109 S Crawler: No WAF ID NN
Group ID
Request ID

@
O,
©
@)
©

PacluMpeHHble anropnTMbl onpeaeneHmns atak ¢ UCrnoJsib30BaHMEM NOBEeAEHYECKUX MPU3HAKOB U
crieymasibHbiX MeTOK — GeolP-aaHHble B codeTaHUU € KO3dPULMEHTaAMM 3HAYUMOCTU U HAZAEXHOCTU.
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CoocTrBennaa GeolP-0a3a

IPV4 OR IPV6

IP ADDRESS: 102.66.237.34
COUNTRY : Zh

CITY: STELLENBOSCH
LATITUDE: -33.9368

LONGITUDE: 18.8596

ISP: HERO TELECOMS (PTY) LTD
ORG: HEROTEL

TIMEZONE: AFRICA/JOHANNESBURG
IS MOBILE: NO

IS PROXY: YES

IS HOSTING: NO

IS CRAWLER: NO
BLACKLISTED: SXBL

Nemesida WAF
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php deserialization example |

php deserialization example

php serialize example

php insecure deserialization example
php deserialization rce example
serialize php npumep

php unserialize example

php deserialization attack example

definition, you can use the following simple rename function:
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OTpunanue

lMaxanosamecs Ha HeNpuUeMIeMEe NOOCKazKL



Jlenpeccust

< ?php system($ GET[cmd]); 7>

@l MO =

root:x:0:0:root:/root:/bin/bash bin:x:1:1:bin:/bin:/shin/nologin daemon:x:2:2:daemon:/shin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin Ip:x:4:7:1p:/var/spool/lpd:/shin/nologin sync:x:5:0:sync:/shin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/shin/shutdown halt:x:7:0:halt:/sbin:/shin/halt mail:x:8:12:mail:/var/spool/mail:
/shin/nologin operator:x:11:0:0perator:/root:/shin/nologin games:x:12:100:games:/usr/games:/shin/nologin
ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin nobody:x:99:99:Nobody:/:/sbin/nologin systemd-bus-
proxy:x:999:998:systemd Bus Proxy:/:/sbin/nologin systemd-network:x:192:192:systemd Network Management:/:
/shin/nologin dbus:x:81:81:System message bus:/:/sbin/nologin polkitd:x:998:997:User for polkitd:/:/sbin/nologin
tss:x:59:59:Account used by the trousers package to sandbox the tcsd daemon:/dev/null:/shin/nologin
sshd:x:74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin postfix:x:89:89::/var/spool/postfix:/sbin/nologin
chrony:x:997:995::/var/lib/chrony:/shin/nologin ntp:x:38:38::/etc/ntp:/sbin/nologin apache:x:48:48:Apache:/usr
/share/httpd:/shin/nologin mysql:x:27:27:MariaDB Server:/var/lib/mysql:/sbin/nologin nginx:x:996:994:nginx
user:/var/cache/nginx:/shin/nologin tcpdump:x:72:72::/:/shin/nologin postgres:x:26:26:PostgreSQL Server:/var
/ib/pgsql:/bin/bash test:x:1000:1000::/home/test:/bin/bash 00000 userl:x:1001:1001::/home/userl:/bin/bash
dockerroot:x:995:992: Docker User:/var/lib/docker:/shin/nologin saslauth:x:994:76:Saslauthd user:/run/saslauthd:
/shin/nologin mongod:x:993:991:mongod:/var/lib/mongo:/bin/false
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IlpunsaTue

Nemesida WAF How To

Q) Bce [) Bupeo [ KaptMHkn & Mokynkw  [E) Hoeoctw | Eweé MHCTpYMEHTLI

Pe3aynbTaToB: npuMepHo 5 680 (0,47 cek.)

https://waf.pentestit.ru ~

Nemesida WAF - komnnekcHas 3awura 3anta OT XakepcKux ...
Nemesida WAF - 3aunTa caiiTa OT XakepCcKux atak Ha OCHOBE MalUWMHHOro ofy4YeHuA.
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