KOA .
UHPOPMALMOHHOHU
BE3ONMACHOCTHU




ABOUT ME

PomaH >KyKoB OKcnepT No Knbepbe3onacHOCTH

Connect me:

Of--A0
I-: <

12+ JIET B COEPE Vb

3AHUMAIOCbH MPOYKTOBOW BE3OMACHOCTbIO
BbIBOAWJ1 HA PbIHOK MNMPOAYKTbl N CEPBUCHI

PYKOBOAWJ1 KOMITJTEKCHbIMW UB-TTPOEKTAMHI

ex. Y1EH POCCUNCKMX SKCMNEPTHbIX FPYMI
(®CTIK, baHk Poccuu, MunLindpa, PKH, APIMM)

BEAY BJ10I': ROZHUKOV.BLOGSPOT.COM
N KYPCbI IO b B BY3AX N YHEBHbBIX LEHTPAX


rozhukov.blogspot.com

O HEM CEFOAHA MOTrOBOPUM

3auem b B koMnaHuu

Kak oLeHMBAaTb PUCKU N MPpUYEM 34eCb MOAENb YIrpPo3
[Togoxoabl K MOOAENTMPOBAHUIO YIrpPo3

[logrotoBKa K MOOenpoBaHUIO

[MpakTuka: MoaennMpoBaHne yrpos

YeK-NNUCT 1 NoONe3HbIe CChINTIKU




CETO4QHA HE BYAET

[lepecka3sa kakoro-nnbo crtaHaapTa

MeTtoankm OCTIK

«30ecb HYy>XXHO kKynutb FW, a Tyt yctaHoBUTL EDR»

NaoeanbHoW nnmn tem 6onee yHMBepcaabHON MOAENN Yrpos.
Halla uenb — NoHATb «Kak»

OueHKH PUCKOB. nogcydeTa BeEPOATHOCTU N OMNAaCHOCTHU




SAHEM Nb B
KROMITARNI




[MTOMOYDb YOAOBJAETBOPUTDH PA3SHbBIE MHTEPECDI

AKLMOHEPOB
N°1: C6epeub 1 3apaboTaTb

MeHemKMmeHTa (UToObl AoCTnYUb N°1)
CHU3NTb pUCKHU Compemys
YBenmuntb gonto pblHKa UM BbINTU HA HOBbIE S
BHeapuTb nydwine NnpakTukm B MHOQYCTPUN

LindbpoBaa TpaHchopmaLns Eam money Safemoney
YnydiweHne/coxpaHeHne penyraumm

Pe ryn ATO p OB Improve Improve dev Increase Reduce Reduce dev Reduce
@ TT™M clarity reputation claims costs direct secrisk

KnneHToB, NapTHEpPOB
YpoBneTtBOpPEeHHOCTb, KAYEeCTBO
IloBepue, yBepeHHOCTb

CoTpyaHMKOB
YpobcTtBO



KAK
OLIEHMBATb
PUCKM U
MPUYEM 3AECh
MO/IE/b YIPO3




| [pakTnKa

€



JTAlbl PABOTbl C PUCKAMW

Mannuur PUCKOB "
yrpos

OnucaHue cuctem
N BbIGOp 0OBbEKTA

OLEHKM
OueHka pUCKOoB:
BeposTHOCTb +
OnacHocTb +
CtoumocTb
[MepecmoTp
PUCKOB

BbiGop MTOroBbIX
Mep 3aLuThbl

MopgenupoBaHue
yrpo3 u
nepBUYHbIX
3alUUTHBIX Mep

PekomeHaauum no
pearmpoBaHuio Ha
pucku: N3bexarb,
MpuHATb,
[MepenoxnTb,
MwuTturnposatb

OnucaHune
3almaeMbix
akTuBOB ANA
oOBbeKTa OLUEHKU



JTAlbl PABOTbl C PUCKAMW

OnuncaHune cucrtem
n BblIbop 0bbekTa
OLIeHKMN

Onuncanvne
3almLaemblx
aKTUBOB AnA
obbeKkTa OLeHKM

MopgenupoBaHue
yrpos u
NnepBUYHbIX
3aLlUTHBIX Mep

Mannuur PUCKOB "
yrpos

OueHka puCKoB:
BepoaTHoCTb +
OnacHocTb +
CtoumocTb

PekomeHgaumm no
pearmpoBaHu1IO Ha
pucku: N3bexaTb,
MpuHATB,
MepenoxuTsb,
MuTurnposaTtb

BbiGop ntorosbix
Mep 3aLnThbI

MepecmoTp
PUCKOB



YPOBHU PUCKOB NbB

NIST SP 800-30. Guide for Conducting Risk Assessments.

STRATEGIC RISK

TIER 2
MISSION | BUSINESS PROCESSES

TIER 3
INFORMATION SYSTEMS

- Traceability and Transparency of - Inter-Tier and Intra-Tier
Risk-Based Decisions Communications
. - Feedback Loop for
- Organization-Wide
Rick Awareness Continuous Improvement

SK MANAGEMENT HIERARCHY

Ina kaxxaon kateropum pmuckos Nb
MOryT ObITb Pa3Hble NOAXOAb! K UX
OLEHKE 1 MOAENNPOBAHUIO YIrpos3,

CBOW YPOBEHb TEXHNYECKOW
oetannsaumm n gaxke pasnyHble
OTBETCBEHHbIE NoapasaeneHunq.




[[AE UCKATb TEXHUYECKUE PUCKU UB?

NIST SP 800-30. Guide for Conducting Risk Assessments.

Threat Threat , -
Snurce initiates Event exploits Vulnerability causing Impm:t
with

with .I'..-.Im.'.-hnnd of Likelihood of with Sewverity with Risk
Characteristics  jnitiation SEIIHEHEE of Success as a combination of
(e.g.. Capability, Infent. and actions, activities, In the context of Frapact irid Lislhood
Targeting for Adversarial ar scenanos : )
Threats) Predisposing |
Conditions producing
Inputs from Risk Framing Step Pervasiveness -
(Risk Management Strategy or Approach) i iﬁ;ﬂﬂiﬁ ::Eﬂ-'; [iﬁfr
- - S Security Controls - I
Influencing and Potentially Modifying Key [Hd"’m] s e e o
Eﬁk Fm fha Mabon.
with N v,
Effectiveness




3AHEM HYAHRHA MOZEJIb YIPO3

3/10YMbILLJTIEHHUKN 4Ee/1at0T (y>Ke) 3TO 3a HAC.

NCTOUYHMK ONa OUEHKWN PUCKOB.

Ina Vb - noHATL, Kak yCTpoeHa 1 paboTaeT CUCTEMA HA
camMom pgene.

Ol'lpe,ﬂ,el'll/lTb MaKCMMaJ/IbHOE YNC/O YyIrpo3, HEKOTOpPbIE U3
KOTOPbIX HE HAWTWX C MOMOLLLbIO CKAHOB WU/TN MEHTECTOB.

o B WO DN

BbicTpanBaTtb U MPUOPUTE3NPOBATL CUCTEMY 3aLUNTLI U TexHnyeckoe MoaenMpoBaHme
KOHTP-MepbI. (BbigBNeHune) yrpos Vb v oueHka

PUCKA (BEPOATHOCTL*OMNACHOCTbL) —
BocnutbiBaTh Security mindset cpean nHxeHepos. pPasHble Npouecchl.




NOAXOAb K
MOOE/TMPOBAHMIO
YTPO3




RARKUE BCTPEHAKOTCA MOAEJTA YIPO3

BbICOKprOBHeBbIe MoaesmmpoBaHNE PUCKOB AJ14 NpeanpudaTmngd).

OtpacneBble (PMHAHCOBLIN CEKTOP, TenekoMm, putenn, TIK).

[Tog3akoHHble (nog INAH, noa ' C, noa KNWN).

Ilna onpegeneHHon texHonorum (web, container, net).

Ilna onpeneneHHoOro npouecca uim ero yactum (paspabdotka 0O,
nponssoacTteo [NAK, BbinyCckK npoaykKuun).

o B WO DN



METOAMKM MOAENMPOBAHUA YIPO3 (Pd)

HoKkymeHTauma OnucaHus LWabNoHOB aTaK 13

Mogenb yrpos KCUW, 2007 rog, @CT3IK (ACI). o e
«bazoBas moaenb yrpo3 ana NCrAnH», 2008 roga, PCTIK. e e é’o

ITpaBnia oTHeceHns yrpo3sl 0e3omacHocTH I1J[H K akTyanbHOII

npoueccos
BoiMoXKHOCTE IHokaszaTe/ib ONACHOCTH YIPO3bI &é
peaTn3anuA Huzkan Cpeannas Bricokan
}Tl] 03kl Cucrtemsbl 1 cetu
Hizkas HeakKTyajJbHad HeaKTyaJbHad AKTYa/IbHaA I
|CpeaHan HeaKTyaJIbHasd AKTyaJlbHas AKTYa/IbHad U os
BricoKas AKTyaJbHad AKTyaJbHad AKTyalbHad e E [ firents AorymenTaLim cucrem u cere ]
Emo
|OueHb BhICOKASA aKTyaJabHas aKTyaJbHas aKTyallbHasd I g - .
AeneHe HeratTmBHblX Nocneacresmm
Mg o S [ e T peanmsaumm yrpos ]
crx©
(@] =

«MeHepxmeHT pucka Ub», TOCT (ISO) 27005, 2009 roga.

CTO bP — oueHka puckoB Vb ana dpuH. chepbl, 2009 roa, baHk
Poccuw.

«MeTtoanyeckune pekomeHgauuum ansa NCIHAH npw
ncnonbsosaHum CK3N», 2015 roag, OCB.

«MeTtogmnka oueHkmn yrpos 6esonacHoctn», 2021 roa, PCTIK.

ob6beKToB
BO34,eMCTBUM

AHanus AORKYMeHTal M cucTtem 1 ceTen n

N BEHTAPU3IaAUWMA CHUCTEM M ceTei

dran 2.
OnpepeneHue

OnpepeneHue rpynn MH(I)OpMElLI,MOHHbIX pecypcoB
M KOMMNOHEHTOB CUCTEM W ceTeil

OueHka cnocobos peanusauum yrpos
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METOAWMKM MOAENVMPOBAHMA YIPO3 (MUP)

STRIDE (Spoofing, Tampering, Repudiation, Information disclosure, Denial of service, Elevation

of privilege) + DREAD (Damage potential, Reproducibility, Exploitability, Affected users,
Discoverability), 1999, Microsoft (SDLC).

‘ Threat Modeling Process |
Threat #1

‘ i Cotaining authentication

1. ldentify Assets credentiale over the
’ network

2. Craata an Architectura Cvarview |
1 and
3. Decompose the Application I 1.1 1.2 ‘

Claar 1axl cradantials Alacker uses nalwork
3 sant ower tha neteark manitenng tools
4. Identify the Threats I 9

5, Dacument the Thraats
121
Attacker recognizes
/ 6. Rate the Threats I cradential data

Table 3.7 DREAD rating

.

Threat

D R E A D Total Rating
Attacker obtains authentication credentials by monitoring the network, 3 3 2 2 2 12 High
50L commands injected into application. 3 3 3 3 2 14 High



METOAWMKM MOAENVMPOBAHMA YIPO3 (MUP)

°* NIST SP 800-30 (Guide for Conducting Risk Assessments),
2011, NIST.

* OCTAVE (Operationally Critical Threat, Asset, and
Vulnerability Evaluation), 1999, Carnegie-Mellon University.

* OWASP (Open Web Application Security Project), 2001,
OWASP.

° TRIKE (OcHoBaHa Ha pUCK-TPeBboBaHUAX K KaXXA0OMy aKTUBY U
nx nposepke), 2006, Open Source.

° P.A.S.T.A. (Process for Attack Simulation & Threat Analysis),
2012, Versprite.

° MITRE ATT&CK (14 Tactics, Y200 Technics), 2013, MITRE.

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion
Development Escalation

10 techniques 7 technigues 9 techniques 12 technigues 19 technigues 13 technigues 39 technigues

Credential Discovery Lateral Collection = Command and Exfiltration Impact
Access Movement Control

15 technigues 27 technigues 9 technigues 17 technigues 16 technigues 9 technigques 13 techniques

PekoMeHOyo CMMONOTUYECKNN
noaxo4 K MoaenmpoBaHUIO yrpos,

4TOObI HE NpeBpaLlaTb NpoLecc B
6eckoHe4YHbIn. N ele ana ogHoun
Lenu.
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‘ |
£
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MOATOTOBKA K * PREPARA‘HON

MOOE/IMPOBAHMIO
YIPO3 15 THE KEY




Onuwute 1 NnpeanoXxeHneMm Kaxxkabli TEPMUH:

* Asset (akTnB) °* Threat (yrpo3a)
* Trusted * Vulnerability
(DOBEpPEHHbIN) (Y93BUMOCTD)
* Trust boundary * Mitigation
(KOHTpONMpyemas (3aWwmMTHAA Mepa)
30Ha) °* Model (mogenb)
* Attack surface * Threat Modelling
(MOBEPXHOCTb (Moaenb yrpos) |_| pa KTU Ka
aTakm)

* Threat Modelling
(Mogenb yrpos)

g



OJOTOBOPUMCA O TEPMWNHAX

® Asset (akTnB) — BCe, 4UTO TpebyeT 3alUunThI.

®* Trusted (goBepeHHbIN) — BCe, UTO BeaeT cebd, Kak 3adyMaHo.

® Trust boundary (KoOHTpONMpyeMasi 30Ha) — 1ornyeckada nnm pusnyeckas rpaHuua
“BOKpPYr’ oObekTa, B KOTOpon obpaboTka 1 nepenada AaHHbIX BbIMOHAKTCS HA
OOHOM M TOM Xe ypoBHe K, Ll nnun L.

® Attack surface (NoBepXxHOCTb aTakn) — ABHOE U/ HEABHOE “OTKPbITUE” rpaHunLbl
ooBepud, N03BOMAOLIEE MEHEE JOBEPEHHOMY OOBLEKTY B3aUMOOENCTBOBATL C
CUCTEMOMN.

® Threat (yrposa) — noteHunanbHoe HapyuweHune K, Ll nnn [1 aktuBa (asset), BbI3BaHHOE
OENCTBUAMM 3/10yMbILLUIEHHMKA (adversary), C MOMOLLbIO HEKOTOPOM NMOBEPXHOCTHU
aTaku (attack surface).

®* Vulnerability (yazBnmocTb) — gedekr, 6ar, npocyeT B CUCTEME.

® Mitigation (3aWwmTHaa Mepa) — TEXHNYECKUA UM OPraHnU3auMOHHbIA Wwar ans
HEeNCTpann3aunm yrposbl, CHUXXEHNA BEPOATHOCTN peanmnsaumm nam NoTeHLManbHOro
yuiep6ba oT Hee.

®* Model (Mogenb) — HarnNga4Hoe NNn yrnpoLleHHOoe NpeacTaBleHNE CUCTEMBI B
HEKOTOPOM YypOBHE abCcTpakuUunu.

®* Threat Modelling (Mogenb yrpo3s) — npouecc 3To KOHLUEeNTyasrlbHOro npeacraB/ieHns
CUCTEMDI, €€ PYHKUMOHUPOBAHNSA N BbIABEHUS YIPO3 A9 Hee.



B3SAUMOCBA3b TEPMWNHOB

. . apply threat actor/threat uses , ,
tactics and techniques tools and information
source

leads to
can allow to
implement
threat vulnerability
aimed at violation C,
1, A
may lead to
attack surface and have .
. assets impact
entry points
protect from

mitigations and
safeguards




HEOYEBUAHbBIE BOIPOCDI

Q: KTO 0O/MKeH CcoCTaBNATb MOAENb Yrpo3?
A:. Apxntektop (M ero komaHga) cuctembl/MHpacTpykTypbl/cetn/I'N0O. besonacHOCTbL — coBeTyeT. He
ob6asartenbHO ObITb akcnepToM Nb, uToOblI MOgennpoBaTh Yrpo3sbi.

Q: Korga cospgaBatb MoAefb Yrpo3?
A: Ha aTtane npoektupoBaHund. Ecnn cncrtema yxe sanylieHa — npsgMo cemnmyac, Moo HMKorga He
No34HO. PerynapHbi nepecMoTp O0/KEH ObITb MHTErPUpOBaH B KOpNopaTuBHLbIE npaBuna.

Q: Ha uben nonke goskHa nexaTtb Moaesb yrpos?

A: BMmecTe c gokymMeHTaumenm Ha CUCTEMY, KaK HeoTbemieMasa 4Yactb. M ObiTb OOCTYNMHOW Kak
nHxxeHepam (AT, paspaboTumkin), Tak U 6e3onacHmnkKam. ['lepecMoTp apxXnTeKTypbl UM COCTABA
peLlleHnin AONMKHbIH ObITb TPUITEPOM ANIA MePECMOTpPa.

Q: Cncrtema HMKyda He rogunTcs, MOXHO €€ MNMOJIHOCTbIO nepenenaTb?
A: [ naBHas uenb — CHUXEHUE PUCKOB, NPWY 3TOM CUCTEMA A0/1KHA BbIMOJIHATE CBOU 3a4auM.

Q: Hy>XHO N1 yunTbIBaTb 3aLUMTHbIE MEPbI Nepea HavyasnioM MOAeIMPOBaHNA?
A: HeT, HO Bcerpga XXenaTtenbHo aepXaTb UX B ronoBe.



APXUTERTYPHbIE MPUHUWIBI N SECURITY BY DEFAULT

Defense In-
depth: protect on
each layer

Complete
mediation: check
every access

Psychological
acceptability:
protection should
be easy to use

Least Privileges:
only allow the
minimum

Permission
based: deny by
default

Secure by
default: turn on
all, do not rely on
user

Economy of
mechanism:
keep it simple

Separation of
duties: multiple
checks

Fall secure:
make sure no
access If app

falled

Open Design:
avoid security
through obscurity

Compartmentaliz
ation: isolate and
avoid sharing

Economy of
mechanism:
minimize
protection code




RAR AOJIHA BbITMALAETE MOLE/Tb YIPO3

yrp03a (¢CT3 K, 2 0 2 1) — DTO BEKTO p B B M,El,e . Threat Damage Countermeasure Evaluation Passed

Spoofing attacker acts as server and semls own sending an update package YES

Identity software to the device. with a wrong signature,
Tampering attacker imentionally manipulates YES
yBM. — [ with Data the update package,
1 © update package is damagedby — ~ 7 YES

N device is useless since wrong signing the update
mn ) Ne 1 6 . i.n“:jmf[' = TsTion of ihe software is executed. package™s payload. sending a manipulated update YES
piACKeHMHE M3HecC-npoLecc; ot niion o e package.

incompleie transmission of the YES

YTBEPX/EHA pVICKVl (HeraTM BHble NMOCN e,ﬂ,CTBMﬂ); update package(due to server failure,

border-router failure, node failure),

npuxazom MBY/J10 | Domerronter ! L - ———

N manual manipulation of the firmware undefined behavior of the device. not part of this work. programm the device via seria not part o
or 18.11.2019r. Nu 145 0 6-be KTbl B 03 e l‘/’l CTB " ﬂ . due to physical access w the device. interface with a wrong firmware.  this work,
ﬂ\ ’ Repudiation  the sender demies the sending of the not part of this work. authentication of the server send vpdate package with not part of

update package. at the client. wrong authentication, this work.
. Information  the version number of the firmware old versions of the firmware can be  signing the update sending an outdated YES
NMCTOYHUKH yrp03 bl (a KTya-ﬂ bHblE€ Ha pyLU UTen M) 5 Disclosure s manipulated.or read from the update header.  installed on the device (fallback).  package’s header. | firmware. o e
the Key 1Ds are manipulate conclusions about the keys can be signing and enerypting the sending an update package with. ~ YES
or read from the update header, drawn from key [Ds; update package’s header, manipulated key 1Ds

Crl OC06bI peaﬂ M 3a LLVI M yrp03 bl ; wrong keys could be used by
the device, rendering signature and
encryplion useless

C L||e Ha p nn pe ain3a L|| Z71% y rp O3bl. the payload size is manipulated attackers can damage the update signing the update package’s  ~sending an update package with™ ~ YES

or read from the update header. package. header. manipulated payload size value,
" the payload is manipulated” ~— ~ T T T 7 attacker retrieves dataand ~ ~ ~ signing and encryption
//aon nap aMemp bl or read from the update header, information of customers, etc, ick
" keysare being retrieved from key siorage.” ~ ~ “allacker relrieves keys for signature — nol part of this work. nol part of this work. nol part o
and encryption. this work.
] Denial mialware 15 sent instead of the device useless signing the update package, sending an update package YES
of Service update package. with an invalid signature.

attacker intentionally manipulates I pulated” — 7 " YES
the update package. update package
update package Is manipulated or~ ~ ~ ~ T 7 . o L sending manipulated YES
damaged by accidemt device uscless. signature. update package.
YACTHAS MOAE/Tb YTPO3 - Eodectce lnaples ~~ """~~~ - MiEup TR~~~ " YES
data transimissiom. transmission by server/client.
GezonacnocTn NEePCOHANBLHBIX JAHHLIX NIPH HX 069360’“‘9 8O i l_lr_la'.i_ln.‘_rla.\_u E@ﬂnmﬁpﬁlfu&i __________ device unreachable, ~ ~ T T 7 T 7 signing the update header. ~ ~ ~sending faulty firmware. ~ ~ ~ ~ YES™ ~
«Buytpenneii undopmanmonnoil cucreme . Sl the nsvmtion of DoS emacks. _ _ _ _ _ .. S .
. manually deleting the firmware device useless, not part of this work. deleting the Tlash memaory nol part of

nepcoHanbHLIX Jannsix Byxrarrepun. Kagpu

due to physical access 1o the device. via debug interface. this work.

Llenb MogenunpoBaHUs yrpo3 — He COCTaBUTb HEKUM
KOHEUYHbIN CMUCOK YIrpPo3 1 MNOMIOXNTb Ha MOJIKY, a ObITb

Yoy o | e z I~ _
o Copoaasioon vy | < e ) e v ey
[P el \ l | J

NCTOYHNKOM ON1F MPUHATUSA PELLEHNA O COCTAaBE PUCKOB
N ONTUMAIbHbIX BApMaHTax pearmpoBaHna Ha HUX.
CoBeT — nsberamte «6eCKoOHeYHbIX» TabnunL.




MHCTPYMEHTBI MOAE/TMPOBAHUA YIPO3

° Jlnct 6ymaru, oocka. Threat Dragon
°* 2DNEeKTPOHHble Tabnnubl 1 JOKYMEHThI.

* Microsoft Threat Modeling Tool
* OWASP Threat Dragon Tool.

* OWASP CheatSheet.

* ThreatPlaybook.

* ThreatSpec.

°* SeaSponge.

* Draw.io, Ariz, Bizagi.

Generic Trust Border Boundary,

: ‘ Meonitor Data Fln&

A Qemu Process f,

Ceph RED Data #

Store (OSD) ™ % Ceph Monitor

* (controller)




JTAlbl MOAE/TMUPOBAHWA YI'PO3

Adam Shostack 4 questions.

Hapucyinte, kak

What are we working yCTpO€eHa 1 pabotaert
on? cucrema (Kaxabli
KOMMOHEHT).

dymanTe, Kak
3/10YMbILUNEHHUK,

What could go YUUTbIBASA TAKTUKU U
wrong? TEXHUKMW,
NPUMEHUTENBHO K
aKTMBaM.
CTe MeDL) Adam Shostack, Microsoft.
What are we going to & € Mep .
o 3aLNTbI, NEPBbIM Cozgaresnib Threat Modelling tool, oguH
Aenom — by design. n3 cosgarenei CVE.

Mbl yBEPEHbI, YTO
caenanu Bce
npaBuUbHO?

Have we done a good
job?



JTAlbl MOAE/TMUPOBAHWA YI'PO3

Subject: Onpegenutecb € YypOBHEM U geTann3aunen n BolbepeTte 0ObeEKT/CUCTEMY.
Context: N3yunte cyTb cucteMbl U o6a3aTeIbHO OU3HEC-KEWCHI.

Diagram: NoarotoBbTe ONMMUCaHMNE U CXEMY/CXEMbI, OTPa)XaloLWmne apxMTeKTypy 1 B3anMoaencieme.
Trust boundaries: OTpasnte KOHTPO/IUPYEMbIE 30HbI (4OBEPEHHbIE FPaHULbI).
Assets: OnunwnTe 3almaemMble aKTUBbI.

Adversaries: CoctaBbTe CMUCOK TUMOB HapyLInUTENEN.
Attack surface/Entry points: Onpegennte NnoBepXHOCTb aTaku.
Threats. CoctaBbTe CNMCOK BCEX YIrpoO3 C YKa3aHMUEM HapyLueHns cBONCTB 6e3onacHocTb (KLL).

Mitigations: [Ing kaXxgon yrpo3bl onuwnte Mepbl 3awnTtol. He 3abbiBanTe npo by design.

Validation: [1na ka>xgon Mepbl 3alWnTbl YKaXUTe KakK NpoBepsAeTCcs peannsaung.
Optional: [lo6aBbTe gononHUTEbHbIE MapaMeTpbl: protection statement, severity, impact
Review: YT0-TO 3a0bINin (Kak NpaBuio — Aa)
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SUBJECT




[MPUMEPBI ObbEKTOB MOLAE/TMPOBAHWNA

NCI1OH «<byxrantepusa n Kagpbl» nnm NC «Otgena npogax».

o B WO DN

Cuctema yganeHHoro goctyna ans CoTpyaHUKOB.

O6nay4yHbIV cepBuUC.

[Mpunoxenune (IMO).

- Traceability and Transparency of

STRATEGIC RISK

Risk-Based Decisions TIER 1

ORGANIZATION

Risk Awareness

TIER 2
MISSION / BUSINESS PROCESSES

= Inter-Tier and Intra-Tier

Communications

- Feedback Loop for

Continuous Improvement

TIER 3
INFORMATION SYSTEMS

TACTICAL RISK

FIGURE 4: RISK MANAGEMENT HIERARCHY




«Mcnonb3dyume KapmuHKU. 9mo cmoum
MmbICAYU C/108. »
Tess Flanders, 1911

MODEL
SYSTEM




4TO PUCOBATDL?

/

"

KoHuenuuna «4+1»

End-user Programmers
Functionality Software management
: . Development
Logical View View
( Scenarios )
Y L
Process View Physical View
Integrators System engineers
Performance Topology
Scalability Communications
Figure 1 — The “4+1" view model

/

Close door Open door

Transition
condition

Transition /
State /

Figure 2-7: A state machine diagram

Lock deadbaolt

Unlock deadbott

/.El.marpamma COCTOSIHUM (state machin&

[Inarpamma notokoB gaHHbIX (flowchart)

Web Clients

S0L Clients

DE
DBA {Hurman) Users
{Humany)

OB Cluster N "““"“5

Original SOL Account | i

DB Admin

i i Acme i i
:+ | Front Endis) ]‘ "[ Database

External Entity [ Process ] data flow

e

Figure 2-1: Data flow diagram of the Acme/S0L database
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N

Swimlane-rpad \

Client Server

SYN-ACK

/NS

Figure 2-6: Swimn lane diagram (showing the start of a TCP connection) /




HTO OBA3SATEJIBHO OJ/1XKHO bblTb HA CXEME

JNOI"MYECKHUNE KOMNOHEHTbI CUCTEMBI, MOHMMAaeMbI€ KaK
eanHoe goBepeHHoe uenoe. Micnonb3ymnte HeobxoanMbIin
YPOBEHb rPaHyNApPHOCTU, YTOOLI He 3a0bITb MPO BCE
3almaemMbix o6bekTtbl. — Components

[TomeyvanTte oObekThbl - In scope and Out of scope.
KOHTponnpyemble 30HbI - Trust boundaries

[TOTOKW AaHHbIX, BK/OYaa MPAMON UM HEMPSAMOW
KOHTPONb, ynpasneHune, APl n 1.n. — Data Flows

YKaXute 3anpochkbl 1 OTBEThI A/19 KaXXa0ro
B3anmogencteud. — Interconnection’s labeling
Onpepennte NCTOYHUKKU U NofydaTenn gaHHbIX ansg
Ka>XJoro B3aMMoaencTBma: He 0oKHO ObITb
3arnpoCcoB/OTBETOB «B MYyCTOTY>.

Cnpocute ceb4q, BCe N1 OTPAXEHO, N eC/IN YTO-TO eLle, 4YTo
MOMOXXET NoAYyMaTb «4TO MOXET MOUTU HE TaK».

Customer

Withdrawal
Request
Identification

Trust boundary
Money

Transaction.
details

Withdrawal
Policy

Audit log Policies

New balance

Account balance

Account




* Components
* In Scope/Out of scope

* Trust boundaries
CXEMA o
* Interconnections’ labeling

1. BaHkoBckoe npunoxenue (OB0)
2. KnueHTbl 3axoast yepes 6paysep, NIMO0 MOOUIbHOE NPUTOXKEHME.
3. Bce cepBepa 6aHKa pacrnosioXeHbl B 1 3gaHnm (KOHTpONMpyemasa 30Ha).
4. He paccmaTtprBaeM aHTPOMOreHHbIe yrpos3bl (T.e. A4o/MKeH OblTb HAPYLUUTESD).
5. He paccmaTpuBaeMm oLWNBKU NepcoHana.
0. Bonpockl kK cxeme? [NNepepucynTe.
I/ Bank / \\
_ { MFA, Fraud :
Client | detection :
I I
User (Web : § : : |
browser or | Web App | Auth store \ tr::;a:cctli?)ln :
mobile app) : Server Server TRl and :
: processing :
I Messaging I
: Bus |
\ /
\\ //

s e e e e e e o S e S S S D B e e S SEe G G G B e SEe SEe G G EEn S B S GEe Gae G G S e e S Gae G G S S e S Gae Gae G G e e Sae Sae Sae G mae e e

a B <
Out of scope '

In scope




OONMONHUTENBbHbBIE BOTMPOCHI (HA BYAYLIEE)

Key management?

Key storage?

If mobile app — why out of scope?
MFA breakdown?

g - - o . o o
- o o S e S S e S e e e .

f \ ’ XML/https \ 7
i DMz I / LAN P £ MFA Fraud \ /  Restricted Segment
| I I , Frau \ [
. I .
Outside |P(FW/|DS) xX.Xx 1P:X.X : IR (FW): X.X.X.X XML/https | detection : : P (FW):
Port|80 443 Port: 4|43 22 Port: 443, 4848 SQL Query I : 5 ( . 2% X.1 ron
User (WEb https req [ App Calls [|.d01 (JDBC) § [ [ ort: - =
b ' Web ! : A Auth store 1 Financia
rowser or | e | | Jy (MysQL) | Binary transaction
: | .
mobile app) J https-resp : 2erver : App resp L_Server Auth data L P ' : and
I CX XXX )
REST, API | | XML/IMS . Port: 443, 5670, processing
Port: 11000 : I Messaging i |
: ' : Msg state Bus ,' :
\ ,' \ service /. \
N , N response _sBinary
( D Y S

Out of scope

In scope




ASSET (3almuiaemMblt 0O0beKT) — NtoOON pecypc, KOTOPbIN KOHTPOJIUPYET U
KOTOPbIM B/lageeT KOMMaHUSA U KOTOPbIN MOXET ObITb MCMO/Ib30BaH a1
CO3aHNsA sKOHOMMYeckomn LieHHocTn (business value).

SQL Query
(JDBC) |<Auth store
* Device (MysQl)

Auth dat
* Web session, cookies Hih data
* Proper System function (system integrity)
_ . Assets:
* System Availability 3.User credentials

* Data integrity

* Local execution
* Meta data

* Collected and Processed Data

* Passwords, Keys, Certificates

* Config Files, Startup Scripts

'SI8111181 * Personal Data

TITENTT * Publicly Available Data (Potential Integrity Issues)

* Intellectual Property
* Source Code and Secrets in Build and Deployment Pipeline
* Logs, Alerts

* Confidential company data



ATTACK SURFACE

ATTACK SURFACE (noBepxHOCTb aTtakun) — nyTn, 4epes KoTopble
310yMbILUNEHHUK (adversary) aTakyeT CUCTEMY U aKTUBbI (assets).

Vaadatd

P

*DB Port

* Network port

* File system

*Web browser

*Resp API

* Any external interface

IP(FW/IDS): X.X.X.X

Port: 80, 443
https-r

- N
https-rsgl Server



[MTPUMEP

1. AKTUBBbI?
2. ['loBepXHOCTb ataku (ToOUku Bxoaa)?

Proper System function (system integrity)

System Availability

Data integrity

Collected and Processed Data

Passwords, Keys, Certificates

Publicly Available Data (Potential Integrity Issues)
Data

| \ 4 XML/https \ ’ >
| DMz ! / LAN i - \ / Restricted Segment Y
| | . | MFA, Fraud \ : |

' | | _ : |
Outside IP(FW/IDS): x.x.x.x IP: XXX X IR (FW): x.x.x.x | XML/https detection | | | |
Port180, 443 Port: 4:43,22 Port: 443, 4848 SOL Query : | IP (EW). X. %% X I
User (Web hitps-req 1,  App Calls [.do} DBS) [ : | Port: 280@1, 36987 !
: : ( ) Auth store | : Financial !
browser or Web : : App | Binary : |
bil ) I S ' 1S | (MysQl) ' : transaction :
moblle app) hitps-resp | == |Appresp | —2EE At data . and |
| LXXX _

REST, AP | ! XML/IMS _ Port: 443, 5670 processing |
Port: 4000 | | Messaging : : :
: ' : Msg state Bus i | |
\ ,' \ service , /
’ N response _7 Binary < - !

Out of scope

In scope




1. User’'s web session
2.DB credentials

3. User credentials

4. Client data

5.Web server availability
6. APl tokens

/. Service integrity
8.Bank property (data)

[MTPUMEP

g - - o . o o

/7 N s T TEEEEEEEEE Ty V= —---== ~ AT TEEEEEEEEEEES
\ XML/htt ’ ©
I' DMZ I // LAN PS L \\ / Restricted Segment \\
| | { %MFA' Fraud | ! |
Outside IP(EW/IDS): x.xx X 1P: XXxX R W) XML/https detection | SR, |
Port180, 443 Port; 443,22  Port: 443, 484 SOL : | W): X,
User (Web https-req | App Calls Ld }_— QBg)ue g F ! | Port 280d1 30987 |
VY7 — Auth store l | Financial
browser or Web App | Binary , |
e J ] | erver (MySQL) | | transaction .
MODbITE app nttps-resp [ERH{EAF "™ ! App resp | Auth data | B -nd |
| I / IP: x.x.}<.x : : |
REST, API : ! XML/IMS - Port: 443, 5670, [_Processing |
Port: 11000 : I Messaging | , :
: ' : Msg state 8 Bus ,' : !
\ l' \ service /. \ /I
.~ , N response _sBinary _ .
f | | TRUST BoUNDARY Ele Bonpoce::
I °
| Outofscope | | T ) 1. Insider threats?
Attack surface .
r - 2. Vendor-specifics?
In scope .. .
. > J 3 Update/prOV|S|on|ng systems?




1

4

5

ASSET VIEW

User’'s web session Session logs and cookies User’'s machine, non- Confidentiality,
stored on local machine controllable Integrity
Client data User’s personal and payment e Public Internet Confidentiality,
Info « Web Server — App Integrity
Server

MFA/Fraud detection,
Messaging bus
Messaging bus —
Financial transaction

Web server availability 24/7 any authorized user Web server Availability
should be able to use the
service from the wide Internet

Low

(only one user
compromised without
direct impact)

Medium

(only one user
compromised, but
Impact may be)

High

(huge impact if the
service is not
available)

User, User’s browser,
System OS, web server

User, MFA/Fraud
Server, Financial server

User

Client/Web Browser after auth,
Server during session lifetime

During all communications, on
servers-at-rest

Web server external
IPs/interface

B 3aBMCMMOCTM OT MOHUMAHUSA CUCTEMbI N AN yA0OCTBA MOXET ObITb MONE3HO COCTABUTL
TabNnLUbl, OTTANKNBAACh OT APYrux NPeacTaBneHnin («pa3BEPHYTbY):

° System element view
* Attack surface view

NMeHHO MO3TOMY «O1HA MNOPTAHKA» MOXET ObITb HE NyYunMm peleHneM.



FIND THREATS




ADVERSARIES (HAPYLLUUTE/IN)

Outsider Ad hoc Competitor
Insider Established Supplier
Trusted Insider Partner I\Ilgglec;'gg{' S
Py
Privileged Insider Customer
Personal Fastest
Gain growing
segment
1 Malici . . . - . . Tools created
alicious Insider who wants to exfiltrate data. High privilege level Highly skilled, Personal by experts
System administrator dedicated Fame n“o,w tfsed by
_— less-skilled
- attackers and
2 Malicious external user Wants to increase amount/bonuses for  User-level privileges Unskilled, gives up Curiosit criminals
themselves (service account only) easily 4 Vandal Author
&, 4
Script-Kiddy Hobbyist Expert  Specialist
3 Hired hacker Works for competitor, wants to harm No privileges, access to Highly skilled, Hacker
the service published service dedicated -

MO>XHO ncnonb3oBaTb /1t0bon knaccmdmnkaTop (gaxe Hi,

H2...), HO Ba>XXHO COCTaBUTb YNOpPSAA0O4YEHHbIN CINCOK
HapyLumnTeneun.




KAR COCTABJIATb INEPEYHEHD YI'PO3

MO>XXHO Mcnonb3oBaTh MIOO0ON KNacCupmnkKaTop yrpos gng
BOOXHOBEHUS (pacCMOTpuM ganee).

Kaxabln akTuB (asset) kaxxaas Touka Bxoaa (attack surface)
OOJ/1IKHbI ObITb PACCMOTPEHHLI.

®epepanbHas cnyxda No TeXHUYECKOMY W AKCNOPTHOMY KOHTPOMIO
GCTIK Poccwmt

FOCYRapPCTEEHHbIA HAYYHO-UCCNEA0BATENbCKMA UCNBITATENBHEIA MHCTUTYT
npoBnem TeXHU4YeCKOoM 3aLMTL MHOPMaLMK

QAY «HAMK NT3U OCTIK Poccusts

YuutaBasa Kaxabln TUM HAapPYLWUTENS, ero BO3MOXHOCTU U
MOTUBALINKO, uto oH MmoXeT caenaTtb nNaoxXoro?

InemenTh ¢ 1 no 10 13 162

YIPO33 ABTOMATINECKOND PACNPOCTPAHEHIA
BPEAOHOCHOMD XOAA B IPUA-CHETEME

YIpo3a arperMposaniti Janselx

[enavite npegnonoxeHua (assumptions): gaxe ecnu He e e
HaLLMM B KnaccudukaTopax Kak 3To NpaBUIbHO

ANropUTMOE M X peannzaynn

Yrposa annapathoco cOpoca napons BOS

C $ O p M yn M p O B a T b B B M ﬂ' e y r p O 3 bl . ::3 'V‘:l ::e"i"'-"""“" YEW. 005 YIPO3a BHEAPEHNA BPEAOHOCHOTO KOA B

8IOS

o B WO DN

[locTapanTtecb nsderatb «MOPTAHOKN.



[E UCKATb BAOXHOBEHWE

Spoofing

Tampering

Repudiation

Information
Disclosure

Denial of Service

Elevation of Privilege

CnyduHr

He3zakoHHOe
U3MeHeHue

OTKas

PackpbiTue
nHcpopmauyummn

O1Kka3 B
ob6cny>xnBaHumn

HecaHkUunoHnpoBaHH
oe rnosiy4yeHume
npuBUNEernmn

I'Ipe.quonaraeT HE3aKOHHbIN AOCTYN K JaHHbIM MNO/1Ib30BaTENA (BK}'IPOLIaFI nmM4d
nosib3oBaTesid n naponb), NCrosib3yeMbiMn a4 ayTeHTVICbMKaLI,MM, n nx
nocrieayrouiero npuMeHeHmn4A.

Npegnonaraet BpeAOHOCHOE U3MEHEHME AaHHbIX. [TpuMepbl BKAOYatoT
HECAHKLMOHNPOBAHHbIE N3MEHEHUS, BHECEHHbIE B MOCTOSHHbIE AaHHbIE,
HanpuMep xXpaHdawmecs B 6a3e gaHHbIX, @ TakXXe MSMEHEHMEe JaHHbIX NPU nX
nepegade Mexay AByMaA KOMMbIOTEPAMU Yepes OTKPLITYIO CETb, HANpPUMep
NHTepHeT.

Peub nget o nonbsoBaTtensx, KOTOpble€ OTPMLAIOT BbINOSIHEHNE OENCTBUINA, €CNN
apyrue rnosibsoBartesin He MOryT 0Ka3aTb 06paTHoe. HaanMep, Nnosib3oBaTe/1b
MOXeET BbIMNOJ/IHNTb HE3AKOHHYIO ornepaunto B CUCtemMe, rge oTCytCciByeT
BO3MOXXHOCTb TPACCUPOBKM 3aMpeLLEHHbIX OrnepaLui. HenooaenbHOCTb 03HaYaeT
CMOCOOHOCTb CUCTEMBI YUNTbIBATb YIrpO3bl OTKAa3a. HaanMep, Nnosib3oBaTe/lb,
KOTOPbIN NOKYMaeT ToBap, AO/IKEH pacnmcaTbCAa Ha KBUTAHLUMW NPY MOSyYEHUN
TOoBapa. I'Ipo,aneu, MOXET MCMNOJIb30BaATb 3TY KBUTAHLNIO KaK AOKa3aTe/1IbCTBO
TOro, 4YTO NOKYyMNaTesib y>XXe nosydynn toBsap.

MpeanonaraeT packpbiTMe CBeAEeHUI Nob30BaTeNsaM, KOTOpble He AO/XKHbI UMETb
K HUM AOCTYIM, Hanpumep BO3MOXHOCTb Mpo4YMTaTh (haiisl, K KOTOPOMY 3TUM
No/b30BaTeNsaM He NpeaocTaB/ieH AOCTYM, UM BO3MOXHOCTb A/S
3/10yMbILUIEHHMKA CYMTaTb AaHHbIe NPU UX Nepegaye mexay AByms
KOMMblOTEPAMMU.

DoS-ataka — 310 6yKBasibHO OTKAa3 B OOCY>XXUBAHUWN AN OMYCTUMbIX
nonb3oBaTenem, Yto Aenaet Beb-cepBep BPEMEHHO HEQOCTYMHbIM UN
HENPUrogHbIM ANs ncnonb3oBaHnsa. CnegyeT 3aWnwaTbCs OT onpeaeneHHbIX
TMNoB yrpo3 DoS-atak, NPOCTO YTOObI MOBbLICUTL AOCTYMHOCTb M HAAEXHOCTb
CUCTEMBI.

HenpuBnnernpoBaHHbIn NoNb3oBaTeb NOAyYaeT NPUBUNErMPOBaHHbI AOCTYM, T.
€. 4OCTATOYHbIE NOTHOMOYMA ANA HapyLeHUa paboTOCNOCOBHOCTM UK
YHUUTOXEHUSA BCEWM CUCTEMBI. YTpO3a NOBbILEHUSA NPUBKIETUIA BKNKOYAET
CUTYyaLWnKn, B KOTOPbIX 3/10yMbILUEHHUK 3 (HEKTMBHO 06X0AMT BCe CpeacTBa
3aWMTbl CUCTEMbI, CAM CTAHOBACH YaCTblo HaAEXHOW CUCTEMBbI. TEM CaMbIM OH
CO3[a€eT AENCTBUTENBHO OMaCHYo CUTyaLuIo.

STRIDE

Tampering Information

with data

Spoofing Repudiation

identity disclosure

Failure to prevent users creating weak credentials
Use of shared accounts and credentials Weakness in
offline process to reset credentials

Failed to properly assign and check permissions
It is possible for attacker to tamper with cookies
File upload feature fails to block malware

Lack of integrity signatures on logs for sensitive actions
Lack of logging sensitive user actions, such as delete
account

Lack of logging of administrative activities

Secrets are stored in plain text in source control
Configuration of TLS is vulnerable to a ‘downgrade’
attack

Possible for malicious process to read sensitive
information from logs

Exposure of unnecessary services to the Internet
Lack response plans to block traffic from a particular
source

A known vulnerability in infrastructure component is
exploited due to failure to apply patches in production
Possible to escalate privilege from another system
Developer mode tools or default admin credentials are
enabled

Denial of
service

Escalation of
privileges



[E UCKATb BAOXHOBEHWE

Reconnaissance
10 techniques

Resource
Development

7 techniques

Initial Access
9 technigues

Execution

12 technigues

Persistence
19 technigues

Privilege
Escalation
13 technigues

Defense Evasion
39 technigues

Credential
Access

15 techniques

Discovery
27 techniques

MITRE

Lateral
Movement

9 techniques

Collection
17 technigues

Control
16 technigues

Exfiltration

9 technigues

ATT&CK

Command and

Impact
13 technigues

Active Scanning -,

Gather Victim Host
Information .,

Gather Victim |dentity
Information .,

Gather Victim Network
Information

Gather Victim Org
Information .,

Phishing for
Information -,

Search Closed
Sources ;.

Search Open Technical
Databases , -,

Search Open
Websites/Domains .

Search Victim-COwned
Websites

Acquire
Infrastructure -

Compramise
Accounts -,

Campramise
Infrastructure
Develop

Capabilities

-]

Establish
Accounts -,

Ohbtain
Capabilities , .

Stage
Capabilities , .,

Drive-by
Compramise

Exploit Public-
Facing Application

External Remote
Services

Hardware
Additions

ohishing [l

Replication
Through
Removable Media

Supply Chain
Compromise -

Trusted
Relationship

Walid
Accounts

Command and
Scripting
Interpreter .,

Container
Administration
Command
Deploy Container

Exploitation for
Client Execution

Inter-Process

Communication , .

Mative AP

Scheduled
Task/Job e

Shared Modules

Software
Deployment Tools

System Services .,

User Execution . -,

Windows
Management
Instrumentation

Account
Manipulation .

BITS Jobs

Boot or Logon
Autostart
Execution ...

Boot or Logon
Imitialization
Scripts | 05
Browser
Extensions

Compromise
Client Software
Binary

Create
Account 0/3)
Create or Modify
System
Process .,

Event Trlggered
Execution ..

External Remote
Services

Hijack Execution
Flow /1)

Implant Internal
Image

Modify
Authentication
PrDcess T

Dffice Appllcallon
Startup [0/6)

Pre-0S Boot

Scheduled
Taskﬂol:u o)

Server Software
Component 0/3)

Traffic
Signaling

{041

valid Accounts T

Abuse Elevation
Control
Mechanism .

Access Token
Manipulation .,

Boot or Logon
Autostart
Execution ..,

Boot or Logon
Initialization
Scripts e,

Create or Modify
System
Process ..

Domain Policy
Modification -,

Escape to Host

Event Triggered
Execution 0/15)
Exploitation for
Privilege
Eccalation

Hijack Execution
Flow A1)
Process
Injection 011

Scheduled
Task/lob -

Valid Accounts .

Abuse Elevation Control
Mechanism .

Access Token
Manipulation -,

BITS Jobs
Build Image on Host

Deobfuscate/Decode
Files or Information

Deploy Container
Direct Volume Access

Domain Policy
Maodification o,

Execution
Guardrails .,

Exploitation for Defense
Evasion

File and Directory
Permissions
Madification .

Hide Artifacts

Hijack Execution
Flow ;.11
Impair Defenses

Indicator Rermoval on
Host e

Indirect Command
Execution

Masquerading , ..

Modify Authentication
Process ;.

Modify Cloud Compute
Infrastructure .

Modify Registry

Modify System
Image .,

Metwork Boundary
Bridging .,

Brute Force .

Credentials from
Password
Stores ...

Exploitation for
Cradential
Access

Farced
Authentication

Farge Web
Credentlals

Input
Capture 0/4)

Man-in-the-
Mlddle

Mt}dl‘fy
Authentication
Process .,

MNetwark
Sniffing

OS Credential
Dumping /%)

Steal Application
Access Token

Steal or Forge
Kerberos
Tlckets. 0/4)

Steal Web
Session Cookie

Two-Factor
Authentication
Interception

Unsecured
Credentials ,

Account Discovery .

Application Window
Discovery

Browser Bookmark
Discovery

Cloud Infrastructure
Discovery

Cloud Service
Dashboard

Cloud Service Discovery

Container and Resource
Discovery

Domain Trust Discovery

File and Directory
Discovery

Metwork Service
Scanning

Metwork Share
Discovery

Metwark Sniffing

Password Policy
Discovery

Peripheral Device
Discovery

Permission Groups
Discovery . .o,

Process Discovery
Query Registry

Remote System
Discovery

Software Discovery .. n

System Information
Discovery

System Location
Discovery

System Metwork
Configuration

Exploitation of
Remote
Services

Internal
Spearphishing

Lateral Tool
Transfer

Remaote Service
Session
Hijacking -,

Remote
services o o

Replication
Through
Removable
Media

Software
Deployment
Tools

Taint Shared
Content

Use Alternate
Authentication
Material

Archive Collected

Data -,

Audio Capture

Automated
Collection

Clipboard Data

Data from Cloud

Storage Object

Data from
Configuration
Repository .,

Data from
Information

Repositories . ..
LY ('.I

Data from Local
System

Data from

Network Shared

Drive

Data from
Remaovable
Media

Data Staged .,

Email
Collection -,

Input Capture .,

Man in the
Browser

Man-in-the-
Middle ..

Screen Capture

Video Capture

Application Layer
Protocol .,

Communication
Through
Removable
Media

Data
Encoding .,

Data
Obfuscation o

Dynamic
Resolution -,

Encrypted
Channel .,

Fallback Channels

Ingress Tool
Transfer

Multi-Stage
Channels

Mon-Application
Layer Protocol

Mon-Standard
Port

Protocol
Tunneling

ProXy oy

Remote Access
Software

Traffic
Signaling .,

Web Service P

Automated

Exfiltration .

Data Transfer
Size Limits

Exfiltration Over

Alternative

Protocol -,
Exfiltration Owver
C2 Channel

Exfiltration Over
Other Metwork
Medium ...
Exfiltration Over
Physical
Medium ...

Exfiltration Over

Web Service .,

Scheduled

Transfer

Transfer Data to

Cloud Account

Account Access
Remaoval

Data Destruction

Data Encrypted for
Impact

Data
Manipulation .,

Defacement -,
Disk Wipe -,

Endpoint Denial of
Service ..,

Firmware
Corruption

Inhibit System
Recovery

Network Denial of

Service -,

Resource Hijacking

Service Stop

System
Shutdown/Reboot



TRIPLE “A” MATRIX

Asset-Attack surface-Adversary Matrix

1

4

5

Client/Web Browser after auth,
Server during session lifetime

User’s web session

Client data During all communications, on

servers-at-rest

Web server external
IPs/interface

Web server availability

OTBeTbTe Ha Bonpoc: Kak kaxabli Asset moxeTt
ObITb ATakoBaH Yepes kaxayto Attack Surface
KaknM-nnoo Adversary. Bnmwunte ID Adversary
Ha nepecevyeHun.

User’s web session
Client data

Web server availability

1 Malicious
System administrator

2 Malicious external
user

3 Hired hacker

1,2,3

2

Insider who
wants to exfiltrate
data.

Wants to
increase
amount/bonuses
for themselves

Works for
competitor, wants
to harm the
service or steel
data

High privilege
level

User-level
privileges
(service account
only)

No privileges,
access to
published
service

Highly
skilled,
dedicated

Unskilled,
gives up
easily

Highly
skilled,
dedicated



TRIPLE “A” MATRIX

Asset-Attack surface-Adversary Matrix

1

4

5

Client/Web Browser after auth,
Server during session lifetime

User’s web session

Client data During all communications, on

servers-at-rest

Web server external
IPs/interface

Web server availability

OTBeTbTe Ha Bonpoc: Kak kaxabli Asset moxeTt
ObITb ATakoBaH Yepes kaxayto Attack Surface
KaknM-nnoo Adversary. Bnmwunte ID Adversary
Ha nepecevyeHun.

User’s web session
Client data

Web server availability

Malicious
System administrator

Malicious external
user

Hired hacker

Insider who
wants to exfiltrate
data.

Wants to
increase
amount/bonuses
for themselves

Works for
competitor, wants
to harm the
service or steel
data

High privilege
level

User-level
privileges
(service account
only)

No privileges,
access to
published
service

Highly
skilled,
dedicated

Unskilled,
gives up
easily

Highly
skilled,
dedicated



CMUCOK YIPO3 (M3 MATPULIbI)

Client cookie/session hijacking

Session hijacking from Web server

Account fraud

Client’s data snooping internally

External DDOS attack

Web server damaging from internal network

MaTpuua — N1lb 0auH M3 CNOCOOO0B Nepeceyb «BCEX CO

Hired hacker

Malicious
System administrator

Malicious external user

Malicious
System administrator

Hired hacker

Malicious
System administrator

User’s web session

User’s web session

Client data

Client data

Web server availability

Web server availability

XSS, CSRF, Cookie Theft, Click Jacking on the web browser.

Stealing session directly from Web server filesystem

Use bugs or vulnerabilities of the service to manipulate with data

Sniffing traffic between Financial transaction and Messaging bus

Using tools, bot-net, etc., ruined the service

Utilizing access to web server, damaging OS or applications

BCceMu». Heobxoammo gobaBuTb Yrpo3bl U3 KnacCudpnkaTopos
M BalUM NpeanosioXxeHus (assumptions).




ADDRESS
THREATS




MITIGATIONS (KAK 3ALLMLLATBHCA)

MO>XHO ncnosfib3oBaThb OO0 KNnaccumkKaTtop Mep 3aLUUThbl
0149 BOAOXHOBEHUS.

[lOoKa pa3MbIWIgeM Hag KaXxon MUTUraymen, asTo XopoLUni
LLIAHC UCKMIOYNTb HEKOTOPbIE Yrpo3bl.

Mepbl MOryT ObITb M OpraHM3aunoHHbIe, gaxe gnga rnyoboko
TEXHNYECKOW Yyrposbl.

Bonpoc ntorosoro Bbibopa Mep 1 3alMLLaTbCA N BoooLwe
— Nly4ylle NPOBOAUTb Ha 3Tarne OLEHKN PUCKOB.

3awmnTHaa Mepa MOXET NoB/edYb HOBbIV aKTMUB (MOMHUTE,
Cp3WU Bceraa Bxogunu B coctas NCITH).

o B WO DN



YI'PO3bl N SALLUNTHBIE MEPDI

Client
cookie/session
hijacking

Session hijacking
from Web server

Account fraud

Client’s data
snooping internally

External DDOS
attack

Web server
damaging from
internal network

Hired
hacker

Malicious
System
administrat
or

Malicious
external
user

Malicious
System
administrat
or

Hired
hacker

Malicious
System
administrat
or

User’s web
session

User’s web
session

Client data

Client data

Web server
availability

Web server
availability

XSS, CSRF, Cookie Theft, Click
Jacking on the web browser.

Stealing session directly from
Web server filesystem

Use bugs or vulnerabilities of the
service to manipulate with the
data.

Sniffing traffic between Financial
transaction and Messaging bus

Using tools, bot-net, etc., ruined
the service

Utilizing access to web server,
damaging OS or applications

Utilizing a web framework that
provides the defenses. Do not
store sensitive data in cookies
without encryption.

Follow least privilege principle.
Capture logs.

Follow least privilege principle.
Capture logs.

Encrypt traffic. Capture logs.

Enable default system protection
(fail to ban, etc.).

Follow least privilege principle.
Capture logs.

Implement WAF (M)

Implement PAM (R)

Implement VM tool (R)
Continue using Fraud detection
system.(M)

Implement PAM (R)

Implement anti-DDOS system (M)

Implement HA hot reserving.(M)
Implement PAM (R)



VALIDATE




3AHEM TPOBEPATDb

o B WO DN

Bce HangeHHble yrpo3bl MOryT (4O/KHbI) ObITh
NPOAEMOHCTPUPOBAHLI, @ IMYNAUNA aTaK — XOPOLUUA
cnocob npoBepuUTb 3alUNUTHbIE MEPLI.

Mogenb yrpo3s — XopoLwni MICTOYHUK TECTOB A4
nuxxeHepos (Test-Driven Development).

MHOrume Tectbl MOryT (4O/1KHbI) ObITb aBTOMaTU3NPOBAHbI
B paMKax pa3paboTKn/MpuemMKmn CUCTEMbI.

[lonpobyinTte 060MNTKN 3aLNTHbIE MEPLI (MEHTECT).

Xopowunn cnocob obHapy>XnUTb HOBbIE YrPO3bil.

OO0Luiee NoKpbITUE CUCTEMBDI
Tectamm/npoBepKamu

TecTbl MO UToram
MOOENNPOBaHNSA

TecTbl
6e30nacHOCTU

Yyrpos




BCE /I Mbl COAEJTAT NMPABUJIBHO?

Y Hac ObI/I0 4OCTAaTOYHO BPEMEHNT

Bce HeobOxoanMble pecypcChbl 3a4eNCTBOBaHbI UMK
OblNO Obl XOPOLLO BOB/I€Yb KOIO-TO eLle’?
HackonbkKo CNoXXHO Obl/10 NPUCTYNUTL (OPr. UK
MHble NpPo6iemMbl)?

3agayun n ckoyn Obl/IM NOHATHbLI BCEM?

Mbl BEPUM, UTO HALL NMepeyYeHb yrpo3 XopoL?
[[OTOBbI T Mbl OO BACHUTb MOHATHbLIM A3bIKOM
NHXeHepam?

A OoCTa/lbHbIM?
[[OTOBbI /I Mbl KOHBEPTUPOBATb YrPO3bl B PUCKUN? S S




NN X X X AN

AN

threat

[ONE3HbIE CChI/IKM Pl

designing ir SeCUri

https://www.microsoft.com/en-us/securityengineering/sdl — Microsoft SDL

and Threat Modeling tools

https://owasp.org/www-community/Threat Modeling - OWASP TM
approach and links

https://github.com/mozilla/seasponge - TM tool

https://owasp.org/www-project-threat-dragon/ - OWASP TM tool

“Threat Modeling. Design for Security”, book by Adam Shostack
https://www.nist.gov/cyberframework - NIST CSF

https://www.cisecurity.org/controls/cis-controls-self-assessment-tool-cis-
csat/ - CIS Controls and Assessment tool

https://attack.mitre.org/matrices/enterprise/# and https://d3fend.mitre.orqg/



https://www.microsoft.com/en-us/securityengineering/sdl
https://owasp.org/www-community/Threat_Modeling
https://github.com/mozilla/seasponge
https://owasp.org/www-project-threat-dragon/
https://www.nist.gov/cyberframework
https://www.cisecurity.org/controls/cis-controls-self-assessment-tool-cis-csat/
https://attack.mitre.org/matrices/enterprise/
https://d3fend.mitre.org/

———scooes ———
CIMTACNBO 3A BHUMAHWE

FACEBOOK.COM/R.0.ZHUKQOV

ROZHUKOV.BLOGSPOT.COM

LINKEDIN.COM/IN/ROZHUKOV



