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Worldwide Security Spending by Segment, 2019-2020 (Millions of U.S. Dollars)

Market 2019 2020 Growth (%)
Worldwide Security Spending by Segment, 2017-2019 (Millions of U.S. Dolla [Application Security 3.085 3,287 6.2
Market Segment 2017 2018 2019 [Clouid Security 439 585 333
. : Data Security 2,662 2,852 1.2
Application Security 2,434 2,742 3,003
: ldentity Access 9,837 10,409 2.8
EIGUd SE‘GU“t? 185 304 459 Management
Data Security 2,563 3,063 3,024 Infrastructure Protection 16,520 17,483 5.8
dentity Access Management 8,823 9,768 10,578 Integrated Risk 4,555 4,731 3.8
Management
nfrastructure Protection 12,583 14,106 19,337 _
Metwork Security 13,387 11,694 -12.6
ntegrated Risk Management 3,949 4,347 4,712 Equipment
Network Security Equipment 10,911 12,427 13,321 [Other Information 2,206 2,273 31
Security Software
Other Information Security Security Services 61,979 64,270 37
Software 1,832 2,079 2,285
IConsumer Security 6,254 6,235 -0.3
Security Services 52,315 58,920 64,237 Software
Consumer Security Software 5,948 6,395 6,661 Total 120,934 123,818 2.4
Total 101,544 114,152 124,116

Source: Gartner (August 2018)
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OTOEN Ub

» Firewall/Proxy-server
> Antivirus
» Device Control

» Data Loss Prevention

» Security information and event management
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»Next Generation Firewall/CASB
»Network Access Control/Zero Trust Access
» Cloud Security
OTOEN UB »Privileged Access Management
» 2 Factor authentication
» ldentity Management
» Security information and event management
»Risk Management
»Vulnerability Management
»Web Application Firewall
»DevSecOps
»Incident Detection and Response
»User Behavior Analytics
»Deception Grid
»Antivirus/EDR/XDR
» 0T security
»Users Awareness Program
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Next Vulnerability Management

Generation
Firewall/ CASB

Cloud Security

User Behavior Analytics

ldentity Management

EDR/XDR

Incident Detection
and Response

SGRC

Web Application
Firewall

NAC/Zero Trust Access

Deception Grid

Privileged Access

Data Loss Prevention

Security Orchestration,
Automation and
Response

Security information

Management

and event Mmanagement
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DXL - Data Exchange Layer

N £23

— o

OTKpbITbIN ABCTPaKTHbII MpocTol BbiCcTpbIN
DXL nonHopynnekcHas DXL cTaHaapTM30BaHHbII DXL npegensHo ynpoLiaeT braronaps BbICOKO
KOMMYHWKaLIMoHHaA KOMMYHMKaLIMOHHbIV MHTErpaLMOHHbIE CLEeHapuu, NPOMSBOANTENBHOCTH,
nnargopma ypoBeHb abcTpakuum ans ABMNASACH MPW 3TOM OTKPbITON rbKocTU U
obbeamHatoLLas NoBbIX NPUNOXEHNIA BHE NNaToOpPMON A BKIHOYEHUS MacLITabupyemocTy
pewwenns Vb B eanHyto 3aBUCMMOCTM OT UX HOBBIX MPUNOKEHMIA, YKPEnmnsieTcss OCHOBA /s
SKOCHCTEMY. COBCTBEHHOM apXUTEKTYPb! OBHapy>xeHus 1 pearnpoBaHns

Ha MHUMOeHTb! b.
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VIHTerpmpoBaTh!

DXL — oTKpbITaa nnatgopma

The Data Exchange Layer (DXL) framework Obirnn co3gaH 4Tto Obl ObITb OTKPbITLIM
SDK nosBongdeT coBepllaTh NPOCTLIE “1:many” nHTerpaummn ons nepegaym gaHHbIX 1 BbI30OBOB

[ocTyn K JaHHbIM B peXume pearibHoro BpeMeHn 1 obMeH 3anpocamu Ha obcny»KuBaHue

>IA Competitors Full Open Source Solutions Partners
Partner

2014 2015 2016 2017 2018 2019
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MHTerpupoBaTtb - OBontouma DXL

Haw onbIT - McAfee

&

Endpoint Data
[lepBOHa4YanbHO DXL Protection === Protection
MCMOJ1b30BariCa UCKIIYUTENBHO ANg — I
pelleHnn McAfee (“Security
Connected”).
Compliance J
McAfee Endpoint Security (ENS)

MVISION ePO

MVISION EndPoint

McAfee ePolicy Orchestrator (ePO)
McAfee Threat Intelligence Exchange (TIE)

McAfee Active Response (MAR) Network
McAfee Investigator (Ml) IPS

McAfee Enterprise Security Manager (ESM)
McAfee Advanced Threat Defense (ATD)
McAfee Web Gateway (MWG)

McAfee Application Control (MAC)

McAfee Network Security Platform (NSP)
McAfee SiteAdvisor (SAE)

McAfee Data Loss Prevention (DLP)

Intel Internet of Things (loT)

@ Firewall
Analytics E Mobile

I McAfee
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MHTerpupoBaTtb - IBontounsa DXL — Solution Partners

SIA

Partners Connected Today In Testing or Development Today In Design

Advanced ‘?5339 Avecto () BIGFIX b surrerzoNe  Cloudera

Cyber Security* n IBM Company

Sewen s ANOMALI ttiv

NETWORKS.

B4 BeyondTrust’ boldonjames *-
o i . CYBERARK Q:_\(PHORT,

A
pocaa L Dayehu A DEMISTOD

[= Extreme’  [Trorcepoint & =H=-SH-
Connect Beyond the Network o c o ﬁy

§"é § BM Security  Infoblox g (intel,’) ForeScout NIKSUN palomwom

HUAWEI

O INTERSET BLumeta NIMINERVA @Y Mobilelron

cpphontom“ proofpoint> RAPIDF) servicenovw

€s SWIMLANE 5 tenable =0 .
Hsas LD ey '1| SYNCURITY =203 THREATCOMECT

THREATQ /™ TYCHON ~ (T)mrrus

S@FTWVWAR

0 eclecticiq F::ERTINET.

juniper  (O)Indegy

NETWORKS

Industrial Cyber Security

@ SECURONX THALE S

<A
SIEMPLIFY
X

twosix ~ vmware airwatch

https://www.mcafee.com/enterprise/en-us/partners/security-innovation-alliance/directory.htmi
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BoamoxHoctn OpenDXL?

[MpocnywwmsaHme cobbiTuim oT Check
Point

MAR 151 moucka nporeccos (110
COBIAJICHUIO IOPTa U aJpeca Ha3HAYCHHUS )

OpenDXL OnpeneneHue penyranuu J1Jis
Malicious Check Point Infected Orchestration ooHapyskeunbIx mpoieccos (KC) 8 b TIE
Site Firewall Endpoint Script

MapkupoBka cuctem B ePO

 TIE Client Module

« MAR Client Module 3amyck ckaHMpoBaHuUs cucteM B Rapid7

Nexpose

OOHOBJICHHE CHCTEMHBIX aTPUOYTOB B
Aruba ClearPass (mpuMeHeHHE HOBBIX

TIOJTUTHK)
Data
Exchange | | ; |
Layer /_\
McAfee McAfee Threat McAfee Active Rapid7 Aruba ClearPass
ePO Intelligence Response (MAR) Nexpose Policy Manager

(TIE)

I McAfee
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Next Vulnerability Management Incident Detection
Generation User Behavior Analytics and Response

Firewall/CASB
ldentity Management EDR/XDR

Cloud Security SGRC

Security Orchestration,
Web Application Deception Grid Automation and
Firewall - Response
Data Loss Prevention
Security information
. and event management
NAC/Zero Trust Access Privileged Access
Management

I McAfee
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Next Vulnerability Management

Generation
Firewall/ CASB

Cloud Security

User Behavior Analytics

ldentity Management

EDR/XDR

Incident Detection
and Response

SGRC

Web Application
Firewall

NAC/Zero Trust Access

Deception Grid

Privileged Access

Data Loss Prevention

Security Orchestration,
Automation and
Response

Security information

Management

and event Mmanagement
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