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Open Source. HEMHOro CTaTUCTUKMU

77% pecrnoHAEHTOB CUMTAIOT, UTO A0NA

95% pecnoHAEeHTOB CYMTaloT open open source Ha pblHKe ByfeT pacTu
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CoctosaHue Enterprise Open Source, cornacHo onpocy RedHat 2020 roaa.
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Open Source. HEMHOro CTaTUCTUKMU

[naHble NnpenmyLecTsa open source
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CoctosaHue Enterprise Open Source, cornacHo onpocy RedHat 2020 roaa.
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[naHble Heg4OCTaTKU open source
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[Mpumepbl ncnonb3losaHma Open Source. YaaneHHbIn

[OCTYN ANA KOHTPAreHTa.

3ajava:
Kak obecneynTb yaasieHHbIXN AOCTYN COTPYAHUKA KOHTPAreHTa K MHQPACTPYKType
cybbekta KNN?

MyHKT 31 Mpurkaza PCTIK Ne 239 o1 25 aekabpa 2017 r. coaepKuT:

«B 3Ha4umom obvekme He 0onycKaromcs:

Hanu4yue yoaneHHo20 0ocmyna K rnpo2pammHbIM U NpoepammHO-annapamHysim cpedcmeam, 8 mom Yucsae cpedcmeam
3awumel UHghopmayuu, 8719 06HOBAEHUA UAU YyrpasaeHUs CoO CMOPOHbI AU, He A8AAWUXCA pabomHUKamu
cybveKkma KpumuyecKol UHGOpMaUUOHHOU UHGPAcmpyKmypbl, @ makie pabomHUKamu e2o 00YepHUX U 308UCUMbIX
obwecmes;»



[Mpumepbl ncnonb3losaHma Open Source. YaaneHHbIn

AOCTYN ANA KOHTPAlreHTa.

Yto TpebyeTcs:

Kommepueckoe pelleHune

° 3a|<yn|<a CUCTEMDBI YOANEHHOIo AO0CTYnMAa
* E)erogHaA 3aKylKa an4a npoaneHumAa
A0CTyNna

Open Source peweHune

MpunoxeHue Ana TPaHCNALUM BUAEONOTOKA

no npoToKkoay udp

» ffmpeg (https://ffmpeg.org/)

* OBS Studio (https://obsproject.com/)

MpunoxeHne Ana otobpaxkeHMa NoAy4YeHHOoro

BMAEOMNOTOKA

* VLC media player
(https://www.videolan.org/vlic/)

[iBe paboune ctaHUMN.




[Mpumepbl ncnonb3losaHma Open Source. YaaneHHbIn

AOCTYN ANA KOHTPAlreHTa.

= ( —

'éaprnaﬂ cems cybbvekTa KUA Een, VHTEpHeT ,
“." l;" '.\
/ | )

_~ Pabouas cTaHuMa KOHTpareHTa

]
_— Pabouas ctaHuMa agMuHUCTpaTopa

i
._ |
L] T MOTOK CUCTEMbI yAaNIeHHOr O |. " é
f T ynpaeneHus \



[Mpumepbl ncnonb3losaHma Open Source. YaaneHHbIn

AOCTYN ANA KOHTPAlreHTa.
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[Mpumepbl ncnonb3losaHma Open Source. YaaneHHbIn
AOCTYN ANA KOHTpAareHTa.
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[Mpumepbl ucnonb3oBaHua Open Source. ObmeH

MHPOPMaLMEN C KOHTPAreHTOM.

3ajava:
KaKk obecneuyntb obmeH OoTKpbITON MHGOPMALMEN MEXKAY N30JNPOBAHHBIM CETMEHTOM

CETU N KOHTPAreHToOM, Yepe3 CeTb MHTEPHET?



[Mpumepbl ucnonb3oBaHua Open Source. ObmeH

MHPOPMaLMEN C KOHTPAreHTOM.

Yto TpebyeTcs:

Open Source peweHune KommepuyecKoe pelleHue

[lBa Linux cepBepa B Pa3/IM4HbIX CermeHTax 3aKyr|Ka N exerogHble TpaTbl Ha
CeTH. Tex.noanepHKy.




[Mpumepbl ucnonb3oBaHua Open Source. ObmeH

MHPOPMaLMEN C KOHTPAreHTOM.
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[Mpumepbl ucnonb3oBaHua Open Source. ObmeH

MHPOPMaLMEN C KOHTPAreHTOM.
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[Mpumepbl ucnonb3oBaHua Open Source. ObmeH

MHPOPMaLMEN C KOHTPAreHTOM.
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[Mpumepbl ucnonb3oBaHua Open Source. ObmeH

MHPOPMaLMEN C KOHTPAreHTOM.
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[Mpumepbl ucnonb3oBaHua Open Source. ObmeH

MHPOPMaLMEN C KOHTPAreHTOM.
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CpepactBa 3aWwuTtbl MHGopmaunm Open Source

pfSence
IPFare
OPNsense Clair
Endian Firewall Anchore
MerKkceTeBOW 3KpaH Community Encryption At Rest VeraCrypt Container Security Dagda
Nagios Core
Snort OSSEC Zabbix
IPS/IDS Suricata Host IDS Wazuh Network Monitoring Incinga 2
ModSecurity Amanda
IronBee Identity and Access Kaycloak UrBackup
Web Application Firewall WebKnight Management OpenlAM Backup and Recovery Bacula
SIEMonster MailScanner
SIEM Elastic Stack Multi-Factor OrangeAssassin
Log Analytics OSSIM Authentification LinOTP Email Antivirus Gateway MailCleaner
Elastic Stack Privileged Access OSSEC
Log Management fluentd Management (PAM) N/A File Integrity Monitoring Tripwire
Threat Intelligence MIPS ClamAV
Platform/Feeeds YETI Email Antivirus Armadito NetFlow ntop
ClamAV Vistumber

Data Loss Prevention (DLP) N/A Endpoint Protection Armadito Wireless IDS/IPS Kismet




CpepactBa 3aWwuTtbl MHGopmaunm Open Source

E2guardian EJBCA Network Security
Web Filtering ClearOS PKI OpenXPKI Monitor (NSM) Zeek
Tpot
Reverse Proxy Mitre ChopShop Modern Honey
Load Balancer Nginx SSL Decryption ModSecurity Deception Honeypots Nettwork
OPenVPN
SoftEther
VPN Freelan SSL Certiticates Let's Encrypt Patch Management OPSI
Open-AudIT BIND
Snipe-IT PowerDNS KaliLinux
Asset Management Kuwaiba Secure DNS (DNSSEC) Penetration Testing Commando VM
Vault by HashiCorp OpenVAS Cuckoo Sandbox
Key Management StrongKey Vulnerability Management Nikto Sandbox Drakvuf
Coverage Risk and Secutiry Patrowl
Change Management N/A Complaince Monitoring  Eramba Orchestration TheHive
Security Onion LGTM.com
PacketFence Prelude Application Security Burp Suite

Network Access Control openNAC Security Controls Bundles Caldera Testing OWASP ZAP




Cnacunbo 3a BHUMaHuel

TexHn4eckum cneymnanmnct no MHGoOpPMaLMOHHOM Be30nacHOCTH
CemeHblyes A.M.
a.semenychev@gardatech.ru




