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BEKTOPA ABMXEHNA

« Australian Cyber Security Centre

« hitps://www.cyber.gov.au/acsc/view-all-content/publications/strategies-mitigate-cyber-
security-incidents

« Strategies for Mitigating Advanced Persistent Threafts

« hitps://encyclopedia.kaspersky.com/knowledge/strategies-for-mitigating-advanced-
persistent-threats-apts/

* SANS Top 20 Critical Security Controls

o https://www.sans.org/blog/cis-controls-v8/
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Effectiveness RN 2 User g Intrusion Intrusion Intrusion
2 Mitigation Strategy Security 2 Equipment, Cost Detect
Rk Effectiveness| RE5SBN%® | 1o hnical |(Mainly Staf)| Intrusions | S8 1 Stage 2: Stage 3:
for 2014 c esity) Code Network Data
(and 2012) ompk Execution | Propagation | Exfiltration
1 (1) |Application whitelisting of permitted/trusted programs, to prevent execution of malicious or unapproved programs including .DLL files, scripts and installers. Essentia High Yes Yes Yes Yes
2 (2) |Patch applications e.g. Java, PDF viewer, Flash, web browsers and Microsoft Office. Patch/mitigate systems with "extreme risk” vulnerabilities within two days. Use the latest version of applications. Essent Low High High Yes Possible
3 (3) |Patch operating system vulnerabilities. Patch/mitigate systems with "extreme nsk" vulnerabilities within two days. Use the latest suitable operating system version. Aveid Microsoft Windows XP. Essentia Low Yes Possible
4 (4) |Restrict administrative privileges to operating systems and applications based on user duties. Such users should use a separate unpnvileged account for email and web browsing. Essentia Low Possible Yes

Once organisations have effectively implemented the Top 4 mitigation strategies, firstly on workstations of users who are most likely to be targeted by cyber intrusions and then on all workstations and servers, additional mitigation strategies can then be selected to address security gaps until an acceptable level of residual risk is reached.

5 (18) |User applicati figuration hardening. disabling: running Intemet-based Java code, untrusted Microsoft Office macros, and unneeded/undesired web browser and PDF viewer features. Excellent Yes

6 (N/A) |Automated dynamic analysis of email and web content run in a sandbox to detect suspicious behaviour including network traffic, new or modified files, or other configuration changes. Excellent Low Low Yes Yes Possible
7 (21) |Operating system generic exploit mitigation e.g Data Execution Prevention (DEP), Address Space Layout Randomisation (ASLR) and Enhanced Mitigation Experience Toolkit (EMET). Excellent Low Low Possible Yes Possible

8 (11) |Host-based Intrusion Detection/Prevention System to identify anomalous behaviour during program execution e.g. process injection, keystroke logging. driver loading and persistence. Excellent Low Yes Yes

9 (5) |Disable local administrator accounts to prevent network propagation using compromised local administrator credentials that are shared by several workstations. Excellent Low Low Yes

10 (7) |Network segmentation and segregation into security zones to protect sensitive information and critical services such as user authentication by the Microsoft Active Directory service. Excellent Low High Yes Yes Possible
1 (6) |Multi-factor authentication especially implemented for remote access, or when the user is about to perform a privilegad action or access a sensitive information repository. Excellent High

12 (8) |Software-based application firewall, blocking incoming network traffic that is malicious or otherwise unauthorised, and denying network traffic by default. Excellent Low Yes Yes Yes

13 (9) |Software-based application firewall, blocking outgoing network traffic that is not generated by a whitelisted application, and denying network traffic by default Excellent Yes Yes Yes
14 (10) |Non-persistent virtualised sandboxed trusted operating environment, hosted outside of the organisation's internal network, for risky activities such as web browsing. Excellent High High Possible

15 (12) |Centralised and time-synchronised logging of ful and failed computer events, with automated immediate log analysis, storing logs for at least 18 months. Excellent Low High High Yes

16 (13) |Centralised and time-synchronised logging of allowed and blocked network activity, with automated immediate log analysis, storing logs for at least 18 months. Excellent Low High High Yes

17 (14) |Email content filtering, allowing only whitelisted business related attachment types. Preferably analyse/convert/sanitise hyperiinks, PDF and Microsoft Office attachments. Excellent High High Yes Yes

18 (15) |Web content filtering of incoming and outgoing traffic, whitelisting allowed types of web content and using behavioural analysis, cloud-based reputation ratings, heuristics and signatures. Excellent Yes Yes Possible
19 (16) |Web domain whitelisting for all d ins, since this approach is more proactive and thorough than blacklisting a tiny percentage of malicious domains. Excellent High High Yes Yes Yes
20 (19) |Block spoofed emails using Sender ID or Sender Policy Framework (SPF) to check incoming emails, and a "hard fail" SPF record to help prevent spoofing of your organisation's domain. Excellent Low Low Low Possible Yes

21 (22) |Workstation and server configuration management based on a hardened Standard Operating Environment, disabling unneaeded/undesirad functionality e.g. IPvB, autorun and LanMan. Low Possible Yes Yes

22 (25) |Antivirus software using heuristics and automated Intermet-based reputation ratings to check a program’s prevalence and its digital signature's trustworthiness prior to exacution. Low Low Low Yes Yes

23 (24) |Deny direct Internet access from workstations by using an IPvB-capable firswall to force traffic through a split DNS server, an email server, or an authenticated web proxy server. Low Low Low Possible Yes
24 (23) |Server application configuration hardening e.g. databases, web applications, customer relationship management, finance, human resources and other data storage systems. Low High Yes

25 (27) |Enforce a strong passphrase policy covering complexity, length, expiry, and avoiding both passphrase reuse and the use of a single dictionary word. Low Possible Yes

26 (29) |Removable and portable media control as part of a Data Loss Prevention strategy, including storage, handling, whitelisting allowed USB devices, encryption and destruction. High Yes Yes
27 (28) |Restrict access to Server Message Block (SMB) and NetBIOS senvices running on workstations and on servers where possible. Low Low Yes Yes

28 (20) |User education =.g. Intemnet threats and spear phishing socially engineerad emails. Avoid: weak passphrases, passphrase reuse, exposing email addresses, unapproved USB devices. High Possible

29 (26) |Workstation inspection of Microsoft Office files for potentially malicious abnormalities e.g. using the Microsoft Office File Validation or Protected View feature. Low Low Low Yes

30 (25) |Signature-based antivirus software that primarily r=lies on up to date signatures to identify matware. Use gateway and desktop antivirus software from different vendors. Low Low Low

<3| (30) |TLS encryption between email servers to help prevent legitimate emails being intercepted and used for social engineering. Perform content scanning after email traffic is decrypted. Low Low Low

32 (32) |Block pts to bsites by their IP address instead of by their domain name, e.g. implementad using a web proxy server, to force cyber adversaries to cbtain a domain name. Average Low Low Low Yes Yes

33 (33) |Network-based Intrusion Detection/Prevention System using signatures and heuristics to identify anomalous traffic both intemally and crossing network penmeter boundaries. Average Low High High Possible Possible Passible

34 (34) |Gateway blacklisting to block access to known malicious domains and IP addresses, including dynamic and other domains provided free to anonymous Internet users. Average Low Low High Yes Yes
35 (35) |Capture network traffic to/from internal crtical asset workstations and servers as well as traffic traversing the network perimeter, to perform post-intrusion analysis. Average Low High Low




HAMPABAEHMSA MPEOBPA3OBAHNM
MHPPACTPYKTYPbI

* PeaAmsaums npuHumna Least Privilege BO BCeX NPOU3BOACTBEHHbBIX CUCTEMAX

« KoHTpOoAMpyemas cpeAd YCTAaHOBKM OC U npmAoxeHun (Application
Deployment)

« KOHTpOAMPYEMAT CPEAQ OOHOBAEHUM CUCTEM M MPUAOXKEHMIM (WIndOws
Update)

* Peaamsauma Application Whitelisting Ha BCex KOMMbIOTEPAX KOMMAHMM

« ObecneyeHme HOAEXHOTO PeE3EePBUPOBAHMI AOHHbIX

* TpaHCOOPMALMA NPOCTPAHCTBA IPv4
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NPEANPURATBIE LUATU: ACTIVE DIRECTORY

* YNOpPSAOYMBAHME YYETHBIX 3AMUCEN MOAb3OBATEAEN, AAMUMHUCTOATOPOB M BHELLIHEM MOAAEPXKKM.
TOTAAbHAOS NEPCOHAABHAS MAEHTUAOUMKALIMA CYObEKTOB BE30MNACHOCTU (HET KOAMMH2), (TECTY,
«noaAepP>XKa_1Cy)

BkAIOYEHME ABYXAOAKTOPHOM AYTEHTUAOMKALLMM (CMAPT-KAPTbI AAYT AAMUHUCTPATOPOB, PUsSh-yBEAOMAEHMUS
AAS RDP)

« Pectpykrypmsaumgd AD C LEABIO AEAETUPOBAHMA MOAHOMOUYMIM COTPYAHMKAM UT (M HE TOABKO)
PasHeceHme Y4€THbIX 3ArMMCEM KOMIMbIOTEPOB, MOAB3OBATEAEM U TPYIMN MO UEPAPXMM KOHTEMHEPOB
AEAETMPOBAHME TPEDYEMOTO YPOBHI MOAHOMOYMIM HA HYXKHbIE KOHTEMHEPBI COOTBETCTBYIOLLLEMY
NEPCOHAAY
CO3AQHME CUCTEMbI ABTOPUM3ALMKM AOCTYMA MNMOAb3OBATEAEM M KOMIMBIOTEPOB YEPE3 YAEHCTBO B rpynnax

*  30BA3KA BHELLHMX CUCTEM HAO AD-QyTEHTUAOMKALLMIO
TOTAABHAS LLEHTPAAM3AUMSI MAEHTUADUKALMM/ayTEeHTUdOMKAUMKM Yepe3 LDAP (Linux Mail, VPN, Printers etc)

AVKBUAQLIMA AOKOAbHbIX Y‘-IéTHbIX 3anmMcen B MPEOMN3BOACTBEHHbBIX CUMCTEMAX
bE3OMACHAA GPE[IA
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NPEANPURATBIE LUAT: PABOYME CTAHLUNIN
CETb

* BHeApeHue cnctembl pAcrpOCTPAHEHUT U OOHOBAEHMA MPUAOXKEHMIM Yepe3 AOMEHHbIE rpymnnbl (WSUS)
CTtaHAQPTM3ALUMA OOPa30B paboymx ctaHumm (WDS), 3anpeTt Ha MCnoAb3oBaHMe USB cotpyaHmKamm AT
PacnpoctpaHeHmne noantnkn Application Whitelisting Ha Bce KoMmMbloTEPS
BkAloyeHme Bitlocker Ha Bcex MOOUAbHBIX KOMMbIOTEPAX, TMNEPBU3OPAX M PADOYMX CTAHLLMAX NT
OTCbIAKO MOYTOBbLIX YBEAOMAEHUM O HOMOOAEE BAXKHbIX COObLITUAX B XXYPHAAE Security

« Co3A0HME eAMHOTO IPV4-NPOCTPAHCTBA AAS BCEX MOAPA3ZAEAEHUA KOMMOHUM
PasaeaeHne yctponcts no VLAN-OM COFAQCHO AOYHKLIMOHAAY (MPUHTEPDI, CEPBEPA, CEHCOPDI)
N30ALUMS MPOM3BOACTBEHHbBIX KOMMbIOTEPOB (peakTopbl, SCADA-CUCTEMDI)
AyTEHTUdOMKALMS 1 KAQCCUdomKaLMa AoCTynoB K VPN, Wi-Fi, Internet yepe3 AoOMeHHbIE rpy bl
BHEAPEHME BUAMMOCTU YCTPOMUCTB M SAEMEHTOB ceTn (Dude, Zabbix)
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NPEAINPUHATBIE LLUATU: AAHHbBIE

OT XAOCA K ZERO TRUST
PETER GUBAREVICH, 2021

MOHATUSA KAEPXKATEAL NPOLLECCAN M KAEPXKATEAD PECYPCAON AAS ODLLIMX MAMNOK M BCEX MPOM3BOACTBEHHbIX
CUCTEM

LLEHTPAAM3ALMI COBMECTHbIX MPOEKTOB M NEPCOHAABHbIX AOKYMEHTOB MOAb3OBATEAEM HAO CDAMNA-CEPBEPAX
KOHTPOAb AOCTYMA K OOLLIMM MANKAM YePE3 AOMEHHbLIE TPYMMbl, ACAETMPOBAHHbBIE AEPXATEAIM MPOLLECCA
LLIndopoBAHME NEPCOHAABHbLIX AOKYMEHTOB HA BCEX MODUABHbBIX KOMIMblOTEPAX (Work Folders Encryption)
TeHeBOEe KOMMUPOBAHME BCEX DAMNA-CEPBEPOB M PADOYMX CTAHLUMM, MOCTPOEHUNE CUCTEMbI PETYAIPHOIO
©akana

3ameHa Linux-noYTbl HO MHTETPMPOBAHHbLIM C AD Exchange
HacTmyHAg uHTerpaumsg ¢ cepsmcamm 0365

BeeAeHME NPUMHUMNA APXMBALMM MOYThI YLLEALLMX COTPYAHUKOB
YCTAQHOBKQA CTOPOHHETO KOMMEPHECKOTO CMNAM-CPUABTPA
AUKBMAQLMS KBOT 1 PST-doamaoB
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EPIC FAIL SECTION

Ao Zero Trust HOM — KAK AO
AYHbI

OT XAOCA K ZERO TRUST
PETER GUBAREVICH, 2021

[Moeobpa30BAHUA HE ODOPMAIANCH AOKYMEHTAABHO
HeTt NOAUTUK, MPABMA; HE NMPOBOAMAOCH OBy4YeHMe
MOAb3OBATEAEMN.

Deep Inspection pyKOBOACTBO 3AMNPETUAO
BUAMMO, ONACAAMUCH 30 HEKOTOPbLIE CBOU ACHHbIE.

HeaoBepUue paAd AEMNAPTAMEHTOB COTRYAHUKAM UT.
OAHM NPAYYT AOKYMEHTbI HO CbEMHbIE HOCUTEAM,
APYIMe NOAHMMAIOT KPUK «MOM dOAMABI YKPAAEHDI!)

[MbITA9Cb OOBbIATE HEOOBIATHOE, 4 YTOHYA B ONEPATUBHbIX
30A04ax. OKQA3bIBOAETCH, HUKTO APYIon HE CODUPAETCH
YMTATb OTYETHI OIKAMA M YTO-TO MCMPABASTH.

AOQAEKO HE BCE BAXKHbIE AAT KOMMNAHMM MOCTABLLIMKM FOTOBbI
K COTPYAHMYECTBY AAS NPEOOPA3OBAHMSA CBOMX CUCTEM.




LESSONS LEARNED

4TO ABAJETCHA APAMBEPOM MPEOBPA3OBAHMMZ MOYEMY HYTO-TO HE
[MTOAYHAETCA?
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+ Ycnex (MAM HeyAQ4a) peaAmsaumm NpoekTtoB UMb, KOK MPABMAO, 30BUCUT OT OAHOIO KOHKPETHOIO Y4eAOBEKA.
He oT UMEHU MAM PA3MEPA KOMMAHMK, O OT BOAU, BUAEHMS, MOHMMAHUE MUCCUM OAHOTO YEAOBEKQ.

* be3 NOAHOM NOAAEPXKKM PYKOBOACTBA HO BCEX YPOBHAX OOABLLIMHCTBO NPOEKTOB HE DYAET PEAAM3IOBAHO.
B no cytm cBoen — 310 orpaHmyeHms. OBMXKEHHbIE DYAYT XXOAOBATLCA M MbITATLCS ODOUTU OTPAHUYEHMS.

*  AA9 peEAAM3ALMM AKODBIX NPOEKTOB MB MOTPEDYIOTCS Y4EAOBEKO-4OCHI COTPYAHMKOB PA3HOMO YPOBHS. [1pom 3TOM
BHYTPM KOMMNAHMM AOAXEH ObITb AEPXXATEAL MPOLLECCA, CMOCOOHbIM B3Tb HO CE09 BCE CAOXHbIE BOMPOCHI.

* MHOMMM MePOMPUITUIM MB HY>XXHO KYABTYPHAS TOTOBHOCTb KOMMAHMMU. TEXHUYECKME PELLIEHMS HE MOTYT
MOAHOCTBIO 30KPbITh MPOBAEMbI HEAOBEHECKOTO CODAKTOPA, O BE30MACHOCTh — 3TO AUCLMMNAMHA KOXKABIM AEHb.

« Security Manager He 3ameHseT cobom Security Engineer-a, 1 HOO60pOoT. [epBbi BEAET AMAAOT C ODUM3HECOM U
KAQCCUAOULIMPYET AOKYMEHTbI, BTOPOM YUTAET XXYPHOAbI AYAUTA M PEAAM3OBBLIBAET KOHJoMrypaumio IPSec.

* [MPOAYKTOBbIE PELLIEHNT AOAXHbI YIPOLLLATh CYLLLECTBYIOLLIME MNPOLLECCHI, O HE MbITATLCA MOPOXAATb MX.
ECAM TAKOBbIX MPOLLECCOB HET, MPOAYKT OYAET 300POLLIEH.
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PEKOMEHAALMNA

A Bbl Y XXE YMEETE KOPPEKTHO MNMOACHUTBIBATbL TCO+ROI CBOKUX
PELLIEHMIN®
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* Bce orpaHm4eHmnsa 1 HOCTPOMKM B MEPBYIO O4EPEAL MCMbIThIBAMTE HO cebe 1 Ha UT-OTAEAE.
Hanpumep, UT He CMOXET peLuaTts Npodaembl ¢ MultiFactor Authentication, eCAM OHU 3TO HUKOTAQ HE BUAEAM.

* HaumHamte BHEAPSATb BE30MNACHOCTh C HOMBOAEE NPOCTLIX YHACTKOB CETM, MOCTEMNEHHO HAPALLMBAS CAOXHOCTb.
oy 3TOM HE TEPAMTE BPEMEHM, MbITAACH AOBECTU BCE AO MAEOAOQ — MHOTME MPOEKTbI MOXXHO CYUTATL YCMELLHO
30BEPLUEHHbBIMM MNP AOCTMXKEHMM 95% MOKPbLITUS.

* [lpeACTaBbTE COTPYAHUKAM BE30MACHbIE PeLLEHM KOK BoAree YAODHbIE, Hay4mTe paboTaTh boree 330FEKTUBHO,
M UM HE 3aX04ETCH OOXOANTb OTPAHMYEHMSA MAM BBIMCKMBOTb HEAETAAbHbIE MYTU PELLEHMS CBOMX 30AQN.

o AEAETMPYUTE, AEAETUPYUTE, AEAETUPYMTE. [TYCTb AEPXKATEAM NPOLLECCA CAMM PELLAOT, KOKME AOCTYMbl KOMY
NPEAOCTABUTL; ITSEC NpKm STOM HAMPABAJET, COBETYET U ODYHAET, PA3AEAIT OTBETCTBEHHOCTb.

¢ ABTOMATM3UPYUTE BCE, YTO PAIYMHO. Hanpmmep, CKOHAOUTYPUPYUTE NMOAKAIOYEHME NPUMHTEPOB Yepe3 GPO,
M OOAbLLIE HE MPUAETCH BOPOTLCH C PYYHOM MHCTAAAILMEN 3APAXKEHHbBIX APOMBEPOB.
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