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Cob6cTtBeHHbIN CERT

PearmpoBaHue Ha
MHUMAOEHTbI
Kn6epb6e3onacHocTu

PaccnepoBaHus

Akagemusn
Kn6epb6e3onacHocTn



KaTtann3aTtopbl Knbepbe3sonacHoCTH

NHpoycTprnanbHble
cTaHpapThl
Pa3snunyHbie
6u3Hec TexHonoruu
BepTuKanum
> KnbepnpecTtynHocTb

Knbepbe3zonacHocCTb

Orange Restricted



UHaycTpuanbHble cTaHAApPTDI

K 6u3Hecy npeabaBnAOTCA TpeboBaHUA pPerynsatopos,
3aKoHogaTenbCTBa, UHAYCTPUanbHbIX CTaHO4APTOB U T.A.

Hanpwmep
* Mpukasbl PCTIK 17, 21
« CTO BP UBBC/TOCT 57580
+ ®3 152, 187
+ PCIDSS
+ GDPR

ObGecneyeHne cCOOTBETCTBUA NOPOXAaEeT HEOOXOAUMOCTb
AONONMHUTENbHbLIX (PMHAHCOBLIX 3aTpar.



TexHonoruum

BOoNbLLWWUHCTBO NPUNOXEeHUW/TPaH3aKuMn padoTalroT Yepes
WHTEepPHeT

Nepexon «B 0O6nako» N3IMEeHUINOo npeacTaBreHme o
nepumMmeTpe ceTu

TeHeBon UT ctaHoBuUTCA KopnopatuBHbiMm UT

UHaycTtpusa 4.0 npUHOCUT BbI3OBbI U YIPO3bl HOBbIX
MacLiTaboB



KubepnpectynHoCTb

KnbepnpecTynHuku opraHm3oBaHbl U PMHaAHCOBO
MOTUBUPOBaHbI

KnbepnpecTynHMKuU MeHAIOT CBOU MeToAbl, YTOObI
MCNOJIb30BaTb KaK TeXHUYECKUe, Tak u
yernoBe4vyeckue ysa3BuMble MecTa

Klllsepl'lpeCTynHMKVI, mnMmerwuine He ToJNibKO
(*)I/IHaHCOByIO MOoTUBaLuUroO



KapTuHka Bcerga oyaet AuHaMUYHOM

X | )

AKTUBbI

Bo3moXxHoCcTH

 bBe3onacHocTb — 3TO 6anaHc Mexay y.CIOﬁCTBOM ncnonb3oBaHNA N 3alllULLIEHHOCTbIO, MeXAay
PUCKOM U BO3SMOXHOCTAMMU

« be3onacHocCTb 4YacTo npenAaTcTBYeT NPOCTOTE UCNOJNIb30BaHUA



KoHuenuusa Zero Trust

Zero Trust - 3T0 KOHUEeNuUMs, KOTopyto pa3paboTan
IxoH Knngepsar B 2010 rogy.

KoHuenuusa 3aknioyaeTcsa B TOM, YTO KaXabin
nosnib3oBaTesb UM YCTPONCTBO AOMXHbI MOATBEPXAATb
CBOW [aHHble Kaxabl pa3, Korga OHU 3anpalumMBaoT
AOCTYN K KaKkoMy-nnbo pecypcy BHYTpY Unu 3a
npegenamm ceTu.

daKkTnyeckn JoBepune n3Ha4vasibHoO HyJieBoe.




N3 yero coctouT KoHUenuus

Zero trust
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Zero trust devices

Zero trust data

Zero networks

Zero trust workload

Zero trust people

MDM

SSO

CASB

Compliance

Log analytics



Jlornyeckue YPOBHU KOHUenunu

* b nonutukn
« PeBblo kopa

O

« CKY[
* OxpaHa

* FW, NGFW
« DDoS
*DLP

* TLS
* Proxy
+ MDM
* Vuln, mgmt

WndpoBaHue un
3awmTa
MHdopmMaumm




NMpuHUMNbI KOHUenunu

+Ob6ecneybTe 6e3onacHbIN AOCTYN K AaHHbIM, 060pyAOBaHUIO, CUCTEMAM U T.A.
He3aBUCUMO OT MECTOMNOJIOKEHUS.

[IpumunTe cTpaterno moaenm HamMmeHee NPUBUIIErMPOoBaHHOro AocTyna u
obecneybTe CTPOrMM KOHTPONb AOCTYNa: YeNoBeKy AOMMKEH ObITb
npeaocTaBrieH AOCTYN TONMbKO K pecypcamM, Heo6xoanMbIM A4Sl BbINOSTHEHUS
ero paboThbl, ¥ 3anpeLieH A0CTYN K OCTallbHbIM.

‘[MpoBepsaNnTe N 3anucbiBanTe BCe: aKTUBHOCTb cCrieAyeT NPOBepPATb He TONbKO
Npu AocTyne K CeTU, HO U BHYTPMU, NbITasCb BbIABUTb HEHOPMalbHOe
noBeAeHue.



Kak BHeAPATb KOHUEenuukro

NaoeHTndpuumnpynte cesoun 1

5 BHeapanuTe cuctemol
KPUTUYHbIE aKTUBbI

aBToMaTn3auunum

NMpoaHanuaupyuTte npouecc
NPOXOXAEHNA KPUTUHHOM
MHdopMaLun B KOMMNaHNKU

HenpepbIiBHO

4 3aHUManTecChb
MOHUTOPUHIOM BCeW
3aKocuctembl ZT

3 Bbipenute ZT UB
nepumMmeTpbl



OWASP Cyber Defense Matrix @) unse

Security Project

Identify Protect Detect Respond Recover
Devices
Aopli . Pre-event Post-event
pplications Structural awareness Situational awareness
Networks
Data
Users
Degree of
Dependency Process



Kak pabotaet CyberSOC

HeTtekTupoBaHue 1 pearupoaHne OTYETHOCTb U YAyULLEHUSA

3akKa3uuk
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AHanuTUKn

KoHcynbTaHTbI

KomaHpa
pearmpoBaHusi

Monitoring

Incident handover

Incident qualification
Providing remediation plan

Reducing false positive
Handling complex incidents
Reporting

Usecase setup/tuning

Cybersecurity architect
SIEM expert

Security expert
Solution experts

HoBble pelueHus u
pa3paboTtka

SOC cepBuchl

Log collection

Monitoring and detection
Incident response and
remediation

Customer Portal with Incident
Reports

HNononHutenbHo K SOC

= Managed Threat Response
(Isolation/Takedown)

= Managed Vulnerability
Intelligence (watch)

YnpaBnsiemblie CEPBUCHI

Managed Firewall
Connectivity encryption
Internet Umbrella (DDoS
Protection)

Site Guardian (DDoS

Protection)

Security Awareness
Security Audit

Vulnerability Watch (CERT)



[Mpouecc paboTbl HaA, UHUMAEHTaMU

OnoBelueHne b komaHgbl MNpuHATME nHuMaeHTa B paboTy
C6op nHdopmaumn AHann3 nHUnaeHTa
MNpenocrasneHve pekoMeHaaLui OnoBelueHne NT komaHapl [MpuHATUE NHUMOEHTa B paboTy
[MpoBepka ycTpaHeHus YcTpaHeHue nHuuaeHTa

[MpoBepka ycTpaHeHus Pe3ynbTaTbl yCTpaHeHUs

3aKprTI/Ie MHUNOEHTa Pe3yanaTb| YCTpaHEeHUA




TexHONoOrn4yeckumn cTek, noaun, aKkcnepTmnsa

UHdpacTpykTypa Tools & Software Mogum

SIEM IBM QRadar

Threat Intelligence (multiengine)
Protected Analysts Workspace
Cisco Threat Grid

L1 Analyst (3 roga onbiTa)
L2 Experts (+5 net onbliTa)
L3 Security KOHCynbTaHTbl (+5 netr

Tier lll/Level 3 AL MCK

CBosi nnatcdopma BupTyanusaumm
c ISO27K

Zero trust network segmentation
NuueHsnm ®CTIK (SOC)
BbigeneHHble NGFW nopg kaxagoro

onbITa)
BblgeneHHbIN security manager
CepTudmumpoBaHHbIe 3KcnepTbl

Check Point Sandblast, NGTP
Kaspersky endpoint security
McAfee endpoint security

3aKa3uumka
U3onunpoBaHHbIe cpeabl

Prod/Dev/Demo dkcnepTUsa Delivery
BblgeneHHble events storage node
nop Kaxpaoro 3akasyuka

Cyber resilient Internet Uplinks
MonHocTblo «6enasa»
MHpacTpyKTypa (nuueHsnm)

Full data backups

MPLS/IPSec SOC connectivity
FOCT-wundpoBaHue kaHanoB

Use-case and playbook catalogs
relevant for different business verticals
Design/Build/Run delivery model

Microsoft, Cisco, Oracle, Fortinet,
Check Point, NetScout, Mobile
Iron, Juniper, Huawei, VMware,
DevOps

Global expertise — IBM QRadar
Skill Center, Orange CERT

MSSP Infrastructure ready for
onboarding

PoC SOC ready for onboarding
Project & Service Governance




Cnacubo

KOpun BapmotnH  yury.barmotin@orange.com

. Business
Services




