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busHec onpenenseT uMppoBYO TpaHcpopMaLmto
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[Tonb3oBaTenm n nx [pnnoxeHnsa u [MbpunaHas
yCTpOIZCTBa OaHHblIe I/IHCbpaCpr}(Typa
HocTtyn n3 ntobom Toukn Mrpa ¢ [laHHbIe LOCTYMHbI OFPOMHOMY CepBepa 1 ceTu pacnonararTcs
ntoboro yctponcTea KONMYECTBY NOSb30BaTENEN U Kak B cobcTBeHHbIx O/, Tak 1
NPUNOXKEHWNI nybAnYHbIX obnakax

. B UTOre CA0XHOCTb CHVXaeT 6e30MacHOCTb U noBepune
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HoBble busHec 3agaun n UT-TpaHcdhopmauyus
TpebyoT cMeHbl noaxoga obecneuveHua Vb

LleHTpannsoBaHHas MoBblweHne 3hheKTUBHOCTM Npu AKLLEHT Ha CKOPOCTb peLLeHust
apxXuTeKTypa nepexope B rubpuaHble cpenbl 6busHec-3anau
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MHOrme-Ko-MHormm

MHormne-kK-ogHoOMy OONH-KO-MHOIUM
[aHHble noscroay
MepumeTp oTCcyTCTBYET
OT/I1oT/IT KOHBEpPreHuuns

MporpaMmmHbie
nnatcopmbl b

LleHTpanusaums LaHHbIX PacnpegneneHHble gaHHble

BblgeneHHbin nepumeTp MHO€eCTBO NepuMeTpoB

MpoBogHbie ceTu Mo6unbHblie n Wi-Fi ceTu
HanoxeHHble C3U BcTpoeHHble C3U

Mpennonaraii Llosepsai, Ho npoBeps He nosepsii

osepune Nno yMOJIYaHUIO
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HeobxogmmocTb peanmsaumnm bruaHec 3agad TpebyeT
BHeApeHusa Zero Trust B KNOYEBbLIX HANpaB/1eHUAX

CoxpaHeHue
KOHMOMOEHUMATbHOCTH
BHenperne IDM/IGA
ynpaBneHme MOJTHOMOYNAMMU

BHefnpeHne cpencTs KOHTPONA npu
paboTe ¢ paHHbIMU

CHMXXeHMe pUCKOoB OT
BHYTPEHHMX yrpo3

LOoCTyn C HaMMEHbLLIMMK
NpUBUNErnaMm

BbigBneHne oTKIOHEHUN B
noBeaoeHUN Nonb3oBaTenemn
BHenperne TI/TH

be3onacHocTb B
rmbpunaHbIX obnakax

YnpaBneHue 1 KOHTPOb A0oCTyna
MOHUTOPUHT aKTUBHOCTU U
KOHUrypauum obnakos
BesonacHocTb pabounx cpes
NPUNIOKEHUI

be3sonacHoOCTb
yoasieHHoM paboTb

Peanusauna npuHumnos BYOD
Yxopn oT ncnonszosanmsa VPN
BHenpeHne metonoB
ayTeHTudnKaumm 6e3 napons

“Zero trust helps us enable critical business capabilities while managing secun_

- CISO, Global Chemical Manufacturer



KOHTEeKCT KpUTHU4eH gns
Zero Trust

[lpepocTtaBneHue
npaBuNIbHOMY NoJib30oBaTesilo
npy He06XoAUMbIX YCNOBUSX
npaBuUJIbHOIO pgocTyna

K NpaBUJIbHbIM OaHHbIM

B NpaBUJIbHOe BpeMS

(¥ IBM Security



Peanunsauua Zero Trust: CHOKYCUPYNTECH Ha CLLeHapUaX

JocTyn K KopnopaTuBHOMY CepBUCHbIE KOHTPAKTbI Mepexon B o6naka MHTerpaumsa HeCKoNbKUx
rubpupgHoMy obnaky us o6bnakoB
MHOXXecTBa MecCT KOHTpaKTHMKK, obcnyxmnBatoLime CI/CD, npunoxeHus u

NPOMbILLSIEHHbIE 06BEKTHI NMHpaCTpyKTypa CBA3b MeXay CMCTEMaMu U

MoBbiweHne yoobcTea MpencTaBuTENN BEHO0POB U ynpasfieHue pacnpeneneHHbIMu
yOaneHHoro gocrtyna gns KOHCY/IbTaHTOB WH(PaCTPYKTYypamum
COTPYAHUKOB:
*  MobwunbHble Nob30BaTENM
* YpaneHHble KopropaTuBHble Konna6opauusa npegnpuaTui IoT BYOD
othuchl
lNepeBon, COTPYAHNKOB Ha BsanmogenicTBrne B2B mexay MponsBoacTBo BusHec-nonb3oBartenu,
paboTy 3 goma opraHmsaunamm IoT ceHcopsbl NCNoNb3yoLmne NuYHble
AnekTpoMobunu yCTponcTBa
YMHble ceTu
YMHble 30aHUS

MpuBunernpoBaHHbIN JOCTYN K KoMnaHum ¢ ny6nnuHbiMu u/vnm
KpuTuueckoi uHgpacTpyKType K/IMEHTCKUMU CEPBUCAMM

JlokanbHbIe UNX OOMEHHbIE B2C cueHapum
YyYeTHbIE 3anucu

aAMUHUCTPATOPa, YY4eTHbIe

3anucu cnyxo6

IBM Security / © 2020 IBM Corporation
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BHeppuTe KOHTpPONIU
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PedepeHcHag apxmtekTypa IBM Zero Trust

Enterprise Resources
(Community of Interests)

- 1 In Cloud Enterprise :
8. Device Patch Posture ' Resource I
(MDM) ! !
| CorpDirectory | : | L % :
. . — 1
Corporate ‘gistraﬁon 9. End Point Detection & ' = -
D Providers 2.0 1AM « Federation 30 Identiﬁ and Gov. Response : N?ag? AXDS Eg};{/ prise:
- > obile Apps !
s Federation | (22 1dentity Store | 10. Vulnerability Mgmt. | i e/ pp |
E— » [2.2.Single Sign On | | 3.2 Access Review | . : | e | ]
== [2.3 Multi Factor Auth. ] : | Sef;gr;ty ! - '
v Identity v | 1
. 4.0 Asset & Classification 5.0 SSP 6.0 Access Mgmt. 11. Security Incident ',:::::::_::::::.::::I
Self Registration |4'1 Sanviiee Now Aea! DBl and Event Mgmt. In premise Enterprise
- Access Resource
Users Devices [ 4.2 Planning IT | Povisioning [ 2121 ThreatIntel | =
= —

11.3 User Entity Apps/Mobile Enterprise

Apps services

Authorization

Behavior Analysis

User Asset

[4.2 Asset Certificate - PKI] | 63PUAM [11.2 correlation Engine]
v ; A

Empl icati
ployees Authentication ~Authentication

TU Devi
“Userl Device ™0 1 4 Security

= éﬁ rJ
. NW.PR.PT.21 Blocked Orchestrati can 1\ L 5
1. Zero Trust Core 7. Policy Enforcement rchestration, ras
_ JAutomation & Responsel RD Network Boabrd
Members
4 Context » _ Context Authenticated 2 N 5 Network
Business AUeneEted 9.3 Micro-segmentation =
Parners || T | e L Doy _Web servers
= —
—
Security I :I . —
v Togs Application  Database
Privilege Usere |  Off-site Servers Servers

IoT/OT

% =

—=
On-site  Container,
OT/IoT Platforms!

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Authorized Request I :
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

3 (§ IBM Security




IBM obnapaet akcnepTn3on, KoMaHaoW KOHCY/IbTAHTOB U
peweHmnamm Vb gnga peannsauynm nogxoga Zero Trust

Align
CooTBeTCTBME OueHka | Mpuopwutesauusa | MnaHupoBaHue
Lene 6M;Eeca IBM Security Zero Trust Acceleration Services | IBM Security Risk Quantification Services
3agavaM
Protect IBM Security Implementation, Integration, and Support Services Manage
3almTa AaHHbIX, CospaHue
MPUNOXKEHUN U I 1 onepaLnmoHHon
nonb3oBaTenen Mooenu

YcuneHue ayteHTUMKaumm [leTeKTMpoBaHue u pearmposaHue HETIPEPLIBHOTO

obecneuerus Nb

* KoHTposnb goctyna IBM Security Verify < ”| + BbiiB/IeHNE HOBbIX Yrpo3

* CKOPWHI pyCKOB * MOHUTOPUHI UHLMOEHTOB

¢ MynbTuthakTopHas ayTeHTU(MUKaLMS + PaccneposaHue IBM Security QRadar

1 » PearupoBaHue IBM Security Resilient

NMoHMMaHne puckos

» Be3onacHocTb yCTponcTB IBMS ity MaaS360

» Ob6HapyeHue u knaccug-ms ecur!ty G .

HbopmaumonHbix aktueos LBM Security Guardium

» KOHTposib 06palleHns K AaHHbIM
Modernize .
A — OTkpbiTaa konnabopaunsa | UHTerpupoBaHHblie cpepctea Ub | Tnbkoe nuueHsnposaHune pyHkuum Ub S ‘\f'"
NNaThOPMEHHbIX IBM Cloud Pak for Security @ Q
pelweHun Nb
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Co3pau undpposoe agosepue ¢ Zero Trust

C ye2co Hayams? V3y4yeHune
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IBM Security

N3yuunTe npumepbl
CueHapues
Zero Trust u
onpeaennte uenu

MpouunTaite 60nble
06 IBM Security n
Zero Trust

http://www.ibm.com/sec

urity/zero-trust

[lhaHnpoBaHUe

Onpepenute
cTpaTeruio

Zero Trust anAa
BalLen KOMMaHuu

Co3zpaHue cTpaTterum
no metoauke IBM
Garage

https://www.ibm.com/gar
age

Peanusaumnsa

[MocTpoeHune Zero
Trust ana
BbIOPaAHHbIX
cueHapues 1
KOHTEKCTOB

ObcyauTe ¢
aKcnepTamun IBM
Security aTansbl
3anyckKa Zero Trust

https://www.ibm.com/security
/services/zero-trust



https://www.ibm.com/garage
http://www.ibm.com/security/zero-trust
https://www.ibm.com/security/services/zero-trust

Thank you

Follow us on:

ibm.com/security

securityintellisence.com

ibm.com/security/community

xforce.ibmcloud.com

@ibmsecurity

youtube.com/ibmsecurity
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© Copyright IBM Corporation 2020. All rights reserved. The information contained in these materials is provided for
informational purposes only, and is provided AS IS without warranty of any kind, express or implied. Any statement of
direction represents IBM’s current intent, is subject to change or withdrawal, and represent only goals and objectives.
IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines
Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks
or service marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through
prevention, detection and response to improper access from within and outside your enterprise. Improper access can
result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your
systems, including for use in attacks on others. No IT system or product should be considered completely secure and no
single product, service or security measure can be completely effective in preventing improper use or access. IBM
systems, products and services are designed to be part of a lawful, comprehensive security approach, which will
necessarily involve additional operational procedures, and may require other systems, products or services to be most
effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise
immune from, the malicious or illegal conduct of any party.
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