Shared Responsibility Model

PASLOEJIEHUE
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CUSTOMER

RESPONSIBILITY FOR
SECURITY ‘IN' THE CLOUD

AWS

RESPONSIBILITY FOR
SECURITY ‘OF" THE CLOUD

SOFTWARE TECHNOLOGIES

CUSTOMER DATA

PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DATA NETWORKING TRAFFIC
ENCRYPTION & DATA INTEGRITY e b s PROTECTION (ENCRYPTION,

AUTHENTICATION WHLE S 12T S ARL/OR DIl INTEGRITY, IDENTITY)

SOFTWARE

COMPUTE DATABASE NETWORKING

HARDWARE/AWS GLOBAL INFRASTRUCTURE

REGIONS AVAILABILITY ZONES EDGE LOCATIONS



Responsibility always
retained by the customer

Responsibility
varies by type

Responsibility transfers
to cloud provider

Responsibility

Information and data

Devices (Mobile and PCs)

Accounts and identities

Identity and directory infrastructure
Applications

Network controls

Operating system

Physical hosts

Physical network

Physical datacenter

- Microsoft . Customer ‘Shared
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laaS

Content

Access policies

Usage

Deployment

Web application security
Identity

Operations

Access and authentication
Network security

Guest OS, data & content
Audit logging

Network

Storage + encryption
Hardened Kernel + IPC
Boot

Hardware

B Google’s responsibility

PaaS Saa$

B User's responsibility

©2021 Check Point Software Technologies Ltd.
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. KnueHT

. Yandex.Cloud

CobcTBeHHan

laaS PaaS
UHOpaCTPYKTYpa

YnpaeneHue 0OCTYNOM K AaHHBIM

BezonacHocTb OC 1 npunoXxxeHui

CeTeBas 6e3onacHocTb (Overlay)

PE3EpBHOE KONnpoeBaHWe

LWndpoeaHue

Nlorun ayguta

BezonacHocTb XpaHnnna gaHHBIX K OGOpyﬂDBaHMH

CeteBas 6e3onacHocTb (Underlay)

dusmyeckan besonacHoCTb U KaTacTpodoycToindmsocTs (DR)

Check Point
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Pa3geneHne oTBETCTBEHHOCTM B obnakax

éé [1aHHblE KIMNEHTa

KnueHr
OTBeYyaeT 33 [Tonb3oBaTtenu, ponu, paspeLleHnsd
be3onacHoOCTb
«BHYTPU» 06/1aKa
e [TpunoxeHus
...... [TnaTtgopma
ObnauyHan

oTBeYaeT 3a

: 6e30nacHoOCTb
i «camoro» o61aKa CepBepbl CXO + b[ CeTb

[Nnowagka

()} |
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Pa3geneHne oTBETCTBEHHOCTM B obnakax

laa$S Paa$S Saas
éé [1aHHblE KNneHTa
:  KnueHr
OTBeYyaeT 33 [Monb3oBartenu, ponu, paspeLleHns
6e3onacHoCTb
«BHYTPU» 0bnaKa
e [MpunoxeHus

[TnaTtdopma

.

.,
.

o,

ObnauyHan
naarpopma
OoTBEeYaeT 34

: 6e30nacHoOCTb
i «camoro» o61aKa CepBepbl CXO + b[ CeTb

[Nnowagka
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BekTopbl aTtak Ha obnako
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3a 4yTo oTBeYaeT npoBangep obnaka

- dnanyeckas 6be3onacHoOCTb
- KaTacTpo@doyCcTonN4nBOCTb
- LLindppoBaHne gaHHbIX

- CooTBeTCTBME CTaHAapTam — compliance
« ®3-152, GDPR, PCI DSS wu ap.

OOOOOOOOOOOOOOOOOOOO



Kakme MHCTpyMeHTbl 6be3onacHOCTM ODbLIYHO
NpeaocTaBnaAeT npoBanaep

- ldentity and Access Management (IAM)
- J)KypHanbl 1 ayaut OeUCTBUN
- Key Management Services (KMS)

- I3ongauna cetun KnmeHTa
- AntiDDOS

- Security Groups, NACL
- IHTerpauua ¢ napTHepPCcKMMKU cepBucamm
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aWS_, Services &

* Favorites

Add favorites by clicking on the star next to the service name.

Recently visited

Console Home

| Q, Search for services, features, blogs, docs, and more

[Alt+S]

All services

{=} Compute
EC2
Lightsail [£
Lambda
Batch
Elastic Beanstalk
Serverless Application Repository
AWS Outposts
EC2 Image Builder
AWS App Runner

f= Containers
Elastic Container Registry
Elastic Container Service
Elastic Kubernetes Service

Red Hat OpenShift Service on AWS

= Storage

53

EFS

FSx

53 Glacier
Storage Gateway
AWS Backup

E Database
RDS
DynamoDB
ElastiCache
MNeptune
Amazon QLDB
Amazon DocumentDB
Amazon Keyspaces
Amazon Timestream

Amazon MemoryDB for Redis

& Migration & Transfer

@ Customer Enablement
AWS1Q 4
Support
Managed Services

Activate for Startups

& Robotics
AWS RoboMaker

=== Blockchain

Amazon Managed Blockchain

< Satellite

Ground Station

£2 Quantum Technologies

Amazon Braket

m] Management & Governance
AWS Organizations
CloudWatch
AWS Auto Scaling
CloudFormation
CloudTrail
Config
OpsWorks
Service Catalog
Systems Manager
AWS AppConfig
Trusted Advisor
Control Tower
AWS License Manager
AWS Well-Architected Tool
Personal Health Dashboard [
AWS Chatbot
Launch Wizard
AWS Compute Optimizer

4 Sales/aaliev@checkpoint.com @ chkp-aws-sales-aaliev-box ¥

&% Machine Learning
Amazon SageMaker
Amazon Augmented Al
Amazon CodeGuru
Amazon DevOps Guru
Amazon Comprehend
Amazon Forecast
Amazon Fraud Detector
Amazon Kendra
Amazon Lex
Amazon Personalize
Amazon Polly
Amazon Rekognition
Amazon Textract
Amazon Transcribe
Amazon Translate
AWS DeepComposer
AWS Deeplens

77 AWS DeepRacer
AWS Panorama
Amazon Monitron
Amazon HealthLake
Amazon Lookout for Vision
Amazon Lookout for Equipment

Amazon Lookout for Metrics

Analytics
Athena
Amazon Redshift
EMR
CloudSearch

Amazon OpenSearch Service (successor to
Amazon Elasticsearch Service)

Kinesis
QuickSight [4
Data Pipeline

AWS Data Exchange

N. Virginia Support ¥

X

AWS Cost Management
AWS Cost Explorer
AWS Budgets
AWS Marketplace Subscriptions
AWS Application Cost Profiler

@ Front-end Web & Mobile
AWS Amplify
AWS AppSync
Device Farm

Amazon Location Service

9 AR & VR

Amazon Sumerian

(&) Application Integration
Step Functions
Amazon AppFlow
Amazon EventBridge
Amazon MQ
Simple Notification Service
Simple Queue Service
SWF
Managed Apache Airflow

i Business Applications
Amazon Connect
Amazon Pinpoint
Amazon Honeycode
Amazon Chime [4
Amazon Simple Email Service
Amazon WorkDocs
Amazon WorkMail

Alexa for Business

ES End User Computing
WorkSpaces

Feedback English (US) w

B 2008 - 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Privacy Policy Terms of Use Cookie preferences



OWmnOKN 1 3NnoHaMepPEHHbIE N3MEHEHUS B
KoHdurypaumm obnakoB obxoasaTcst 4OPOro

OaHHbIE T -
KAUEeHTa :

YpoBeHb L
ynpasneHus .

O6nauHble
cepBuUChHI
npoBaigepa

= FORTUNE THE LEDGER » TESLA
® oo O s en Tesla Hackers Hijacked Amazon Cloud Account to

Mine Cryptocurrency

' KpuntomaiiHepbl . OwWwmnbKM KoHUrypaumum

<) Check Point 12
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KOHTpOsb HacTpoek B obnake

OueHKa 6e30nacHOCTM, YPOBHEN AOCTYMNa M NOAUTUK ANA NyOANYHbIX 06N1aKOB U KOHTEMHEPOB

MosHbIA KOHTPOJb Haj BceMu cepsepamu, GyHKLMAMM,
6akeTamu, nonnTMKamm 6esonacHoctn, IAM, BUPTYyaNbHbIMU
CEeTAMM M aKKayHTamun B nNybanyHbIx obnakax n K8S.

Cloud Inventory ~ Compliance & Governance  Network Security Magellan 1AM Safety  Administration

B Mar 11, AWS CIS Foundations v. 1.1.0

Mar 11,2019 9:34 PM .
Bundle: AWS F O Delete

prom .
Account: AWS Prod (086071956115) | All Regions

Tests Score (0 Failed Tests by Rule Severity (D Distribution by Geolocation o
67.67% 632/934 passed test Lo i ot SwP"rr: g
e = QD —® ABTOMAaTUYECKME OTYETbI Ha COOTBETCTBME OTPACNEBbIX
Entes by Type,Pass Vs Fail © = ki A 1 CTaHAaPTOB 3aLWMTbl M y4LINX NPAKTUK B UB.
r—r— 9~ " =Ry s MpocTasa M NOHATHAA HAaCTPOWMKa NPaBUI Ha «Yes108e4eCKOM
prei i A3bIKe»

Filters o

MpepoTBpalleHUe Kpaxu y4eTHbix 3anuceli, HEaBTOPM30BAHHOTO
[OCTYNa K 061aKkam, HEKOPPEKTHbIX MW 3/TOHAMEPEHHbIX
N3MEHEHUIM HacTpoeK be3onacHoCTH.

Ensure multi-factor authentication (MFA) is enabled for all IAM users that have a console password E

27 testep 18 ReLEVANT  [E NON COMPLIANT
v Rules passed/failed

St i Ensure AWS Config is enabled in all regions E
e 2 16 TESTED |16 RELEVANT [ NON COMPLIANT ABTOMaTM4eCcKoe mcn paBaieHne n KoppeKkuna NnoINTUK N HaCTpoeK

061auHbIX pecypcoB

dawsS o Google Cloud /A Azure

Check Point 13
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I
Note: The selected account is missing some permissions, this may effect the successful execution of the assessment. More information.




Buayanusaunsa cetn obnaka

Busyanusauma scei cetu Bawwero obnaka,
BKJIHOYaA BUPTYaNbHbIN MalWHbI, PYKHLMUN,
PErnoHblI.

BbicTpan oueHKa yA3BMMbIX U OTKPbITbIX ANA
NHTEPHETA pPecypcos

AHaNn3 NUPUHra perMoHoB

(=) Check Point -

- SOFTWARE TECHNOLOGIES




BCTPOEHHbLIN NHCTPYMEHT - Security Group

Create Security Group
Security group name  (j |Web Server Security Group |
Description (j |Seu:|_|rit3.r for production web server. |
VPC (i |upc-eEBd9cB1 | DefaultVPC (default) v|

Security group rules:

Inbound Cutbound

Type (i Protocol (i Port Range (i Source (i Description (i

| SSH ~| TCP 22 0.0.0.0/0, -:/0 |Admin access.
[HTTP v| [TCP 80 0.0.0.0/0, =:/0 |Web traffic.
[HTTPS v| TCP 443 |Custom | |EI.EI.U.EI.-“EI, /0 | |Seu:ure web traffic.
Add Rule
£

Check Point

SRS SOFTWARE TECHNOLOGIES




marketplace

(o) I oo vatam it

Certificate o Q 9:9'\-« m'i:. v
Manager
Key ACLs [
Management
Service — SSL e
Object
Wudposanne Storage
Yandex Cloud

o

310YMBILNEHHUK

| - Q Client
— 3 O Remote
Inet I VPN Aamunucrparop  Side
¥ 1
¢ Q© 0
1AM Clent SIEM
DDoS Protection federation
v 1
a8
WAF (Web
Application
Firewall)
v '
G
Security Groups
v \
] DMZ  J
NGFW ¢
(Next Gen Antvirus L
Firewall)
v i 4, R o
“¥  Bastion Host Managed
e | ElasticSearch IAM
| Infra
Load |
Balancer | . @
v
= = ¥
| Cloud
© | L Logging
Antvirus : Antvirus
i @
e e e = l . -
Security =
Web - App servers
Server Groups | AuditTrail
! B
' &
| Security Groups .
I - .
Cloud
Q e @ Monitoring
Managed Database




TexHonornm passuBatoTcs, a 6€30nacHOCTb?

Security

ol \/ @ HecKo/IbKO MU3MeHEeHMM
N B [IEHb
b Pa3paboTuymK — Lapb ropobi
.
Pa3smbITbIK nepumeTp
Bare Metal

\ ¢ Serverless ~a
AR > SPEED




Mopgenb «The 4C's of Cloud Native security»:
KoHuenuusa 3awmnTtbl 0bnakos

Moaenb 3awinTbl «4C»
WEeNOHNPOBAHHbINM NOAXOA,:

- 3awmuwaem ob61auYHbIN NEpUMETP
- Camwu pecypcbl BHYTpM obnaka

- KoHTelHepbl/npunoxkeHuns

- Cam Kopg, 3TUX NpUIoXKeHUn @ Qode
An3anH 3awmTbl: JaHHbIN Noaxos, 8 Container
nossonsAet obecneynTb 6€30MacHOCTb Ha -

BCEX 3TaNax XU3HN COBPEMEHHbLIX CEPBNCOB KSS Cluster

é Qloud Provider public Cloud/Co-Lo/Data Center

Check Point https://kubernetes.io/docs/concepts/security/overview/ ©2021 Check Point Software Technologies Ltd. 18
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https://kubernetes.io/docs/concepts/security/overview/

Workload protection

« AHanus ya3sMmMocTen u
NCXOLHOro KoAa BHYTPU
KOHTENHEPOB

- [lonck aHomanun B
noBeaeHnn 3anyLeHHbIX
KOHTEMHEPOB

- 3awuTta API k8s ot
HeaBTOPU30BaHHbIX
nameHeHnn (Admission
controller)

Check Point
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CLOUDGUARD

v

a TOTAL ENVIRONMENTS
aws 34 A1
D11 19
D2

CRITICAL ALERTS @

: 3,790

OVERVIEW

Defaults - Kubernetes Default

ORK ALERTS DISTRIBUTION @

VULNERABILITIES - CRITICAL ALERTS
1.4 (VE-2019-1010022

2.@ (VE-2018-18312

3.4 (VE-2018-18314

4. @ (VE-2018-6913

5. @ (VE-2019-9169

6.4 (VE-2017-12814

7.4 (VE-2017-12883

8. @ (VE-2018-18311

COMPLIANCE GAUGE - BEST PRACTICE

A

78%

65

49

49

49

47

42

o)

42

vdenisov+demo@checkpoint.com (

IMAGES - CRITICAL ALERTS @
1. ivanmarchkp/sushi:latest(02079d400c...866
2.8 quay.io/checkpoint/consec-runtime-p... 387

3.@ quay.io/checkpoint/consec-runtime-p... 154

@

4. vulnerables/web-dvwa:latest(ab0d835...152

quay.io/checkpoint/consec-runtime-d... 113

.

grocamador/demo-train:latest(f8fdf5... 113

&

quay.io/checkpoint/consec-runtime-da... 91

8.

¢

grafana/logstash-output-loki:1.0.1(617... 81

~ . . .

COMPLIANCE TRENDS - BEST PRACTICE

78.54%

1d N/ATw N/ATm 0%

1 May

CHECK POINT
AL

INFINITY T#

CLUSTERS - CRITICAL ALERTS

14 sb-lab (6680897b-5b44-4794-830c¢-bd... 600
2.0 rolo-cluster-demo (19516045-a6d7-42... 486
3. gr-kubernetes-iberia (9dbb95fe-f531-... 407
4. cp-day-k8s (3ad6a8a8-d7ec-499a-9cf4... 342

5. henrique (89f4119a-3401-4475-932a-... 339

CLUSTERS - BY NODES
20
10
0
S IS ® * <

o
& g 3 g R
& ¢ ¥ & 0
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3almTa obriayHbIX dyHKLUN

ABTOMaTn4yeckas 3awmra
Runtime

v’ MocTosiHHoE
CKaHMpOBaHME Ha NOUCK
YA3BMMOCTEN U NpaB
aoctyna

4 Busyanunsauus
B3aMMOOENCTBUSA C
ApyrmMmmn cepemucamm
AWS

4 [MpodunmpoBaHme un
whitelisting

AHanus BbI30BOB
API 1 cTOPOHHUX

Check Point

SOFTWARE TECHNOLOGIES

AHanus yﬂ3BMMOCTEﬁ B KOAe U CZIMLLKOM LWWNPOKUX npas Aocrtyna

Feb 6, 2020 1:15

AM PermissiveRole

Alert Title

PermissiveRole

Execution Role Arn
arniaws:iam::293247823395:role/shalommSlackChatBotRole

Alert Description

Your function greatreads-slack-chat-bot-shalomm:$LATEST has redundant permissions. By statically analyzing
your code , we could not find a path where your code requires these operations, Setting unnecessary permissions

Suggested Role Remediation m

Redundant Permissions @

Alert Title

Prone g s debmed s Sempt 10 call an wnsuthoried servcs spl, whch 5 s gt of the nctisn's

What x Thia® {haud ] Sl pa

AlertID [
6103ec43-7454-4h91-b657-5aeacfbed610

Cloud Account

* Removed 'Aws' Cloud Account (01f27353-43db-4adb-b

375-a71105f3bf45)*

Region

N. Virginia

Finding Information ®

Entity Type

PekomeHgaumm no
N3MEHEHMIO POrEN
1 npae gocTtyna

Al Eveni 3620350 2457 E3%- 01 5o i fabdend 114

Wihar \Was Detecred?
To-idp Actio

hact RESSUrTES AX Inweiw

MEERSAL arn: e : |amindm: o)

pecypcoB

lMpodunuposaHme yHKLUMI Ha
6ase nx nosegeHus

Unassigned

Assign User v

Comments +

ed Role Remediation

- Action:
0: s3:PutObject
= Resource:
o: *
Effect: Allow
Sid: ProtegoGenerateda9edf298
-1
- Action:
0: dynamodb:Putitem
- Resource:
0: arn:aws:dynamodb:us-east-1:293247823395:table/shalomm-
greatread-slack-messages
Effect: Allow
Sid: ProtegoGeneratedS0db6173
-2
- Action:
0: logs:CreateLogGroup
~ Resource:
0: arn:aws:logs:us-east-1:293247823395:log-
group:/aws/lambda/*:*:*
Effect: Allow
Sid: ProtegoGenerated44bdS6e8
-3
- Action:
0: logs:CreateLogStream
1: logs:PutLogEvents
gsource:
p: arn:aws:logs:us-east-1:293247823395:log-
group:/aws/lambda/greatreads-slack-chat-bot-shalomm:*:*
[ect: Allow
i: ProtegoGenerated26bbfOcc

20



Continuous Integration / Continuous Deployment

Continuous Deployment

8 Code Build Release Deploy 8 Operate

Continuous Integration Continuous Delivery

fFreexsd

AWS CodeCommi AWS(odcﬂwlhc SOWS Dt i Bearidalk Lﬁﬁtﬂbﬂqﬂq AW Laarluds .i.wsm-na,- AW Clowd Tral
. AT =
ogit & T D¢ < [

CHEF

TravisQ MG ClodiFormation  AWS Opsiiorks ANVS ECS AWSConlyg  AWS Cloudaich

(=) Check Point -
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AKTyanbHble BOMPOCHI

- KTO 4em ynpasnaet?

- KTO 3a yem HabntogaeT?

- KTO oTBEeYaeT 3a pe3epBHOE KONMnpoBaHne?
- KTO oTBEeYaeT 3a 0TKa3oyCTONYNBOCTbL?

- KTO UTO Oenaet B cnyyae nHungeHTa?

22



