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HOBbIE BbI3OBbI: 5 NTOKOJIEHUE YI'PO3 3O0ECbH
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YOANNEHHAA PABOTA W PACMNPEOEJIEHHOE
PABOYEE NMPOCTPAHCTBO

JTO HOBas pearbHOCTH

74°% nroae

NraHupyoT paboTaTb
yOoaneHHo
(Gartner)




NEW CHALLENGES.
CUSTOMERS’ TOP CYBER NEEDS

Gartner Top 10 Security Projects for 2020-2021

: Securing your remote workforce. ...
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: Passwordless authentication. ...
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Kakue 3agaum no knbepbesonacHoCcTn Ana Bac akTyasZibHbl Ha AaHHbIA MOMEHT?
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JALMTE HOHEYHBIX JalmTa ceTH JawwmTa B obnaxe Opyroe Jawura loT
NoOAb30BATENEH M
YCTROWCTE

Onpoc nposedeH npu codelicmauu coobuiecmea Global ClIO, okmsabpe 2021
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CKONbKO B MPOLEHTHOM COOTHOLIEHUMU COTPYAHUKOB NIaHUPYETCA OCTaBUTb Ha YAa/IeHHOM
paboTte?

B MeHee 10%
H O710% oo 30%
B Bonee 30%

Onpoc nposedeH npu codelicmauu coobuiecmea Global ClIO, okmabpe 2021
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Hackonbko yBennumnnca Tpadpuk B Ballle CETU NPU Nepexoje COTPYAHUKOB Ha YAaNeHHYIo
paboTty?

B Ocranca npexHum
MW Yeenuwuunca bonee, uem g 2 paza

W Yeenunumnca bonee, uem g 10 pas

W [pyroe

Onpoc nposedeH npu codeticmauu coobuiecmsa Global ClIO, okmabps 2021
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JlaHHble yCTpOMUCTBa HaxoAaTcA B cobcTtBeHHOCTU paboTogaTensa wam B cobcrBeHHOCTH
COTPYAHUKOB?

M B cobcteenHocTH paboTogatena

M B coGCTEEHHOCTM COTPYAHMKOE

B Opyroe

Onpoc nposedeH npu codeticmauu coobuiecmsa Global ClIO, okmabps 2021
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Kak Bbl 3awjmiuiaete yaaneHHble paboume mecra?

60% —/

50% -
40% -
30% -
20% -
10% B
{Hﬁ | | | | | I/
HMcnonbayem WUcnonbayem HMcnonbayem Mcnonoayem Opyroe Mcnonbayem
TEPMMWHANBHBIA TPAAWUMOHHBIA  pELeHME HNacca MNextGen peweHue Hnacca
cepeep/VDI aHTHEMWPYC EDR AHTHBMPYLC SASE
BCTPOEHHbIS

CPeAcTEa 3aLLMTL

Onpoc nposedeH npu codelicmauu coobuiecmea Global ClIO, okmsabpe 2021
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Kakue pPelleHHUA ANA 3allliTel NeEpUMETPa CETH Balleun OpraH1Usal Bbl I-'IEI'IDJ'II:-S}’ETE?
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Mcnonbayem HUcnonsayem Mcnonoayem Mcnoneayem HUcnonsayem M3 Apyroe
NpoKCKU-CepBEp peleHHe Knacca IPS/IDS cucTemy peleHKMe Knacca ypoeHA L3/L4
NGFW + peweHue NGFW
Knacca
allecouHMUa®

Onpoc nposedeH npu codelicmauu coobuiecmea Global ClIO, okmsabpe 2021
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HOBBbIE Bbl30OBbI: 5 NMOKOJIEHWE YI'PO3 SAECH

GEN 5 | Multi Vector Prevention

MULTI VECTOR

Abipa B
6e3onacHoOCTU

-

GEN 4 | Behavioural Analysis
BoNbLWINHCTBO

KOMMNaHUU Ha
3-em
NOKONeHuu

PAYLOAD

GEN 3 | Intrusion prevention (IPS)

APPLICATIONS

A\ PARLERASEN

NETWORKS

GEN 1 | The Anti-Virus protection

VIRUS
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Ncnonb3yet n Bawa opraHusayma obnavyHblie MHPpaCTpyKTyphbi?

Onpoc nposedeH npu codeticmauu coobuiecmsa Global ClIO, okmabps 2021
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KOHCONMOUPOBAHHASA APXUTEKTYPA OANA NYYLWEWN BE3OMNACHOCTMU

Be3onacHocTb ceTun

be3onacHoCTb nonb3oBaTeneun
Be3sonaHocTb obnakos
U OaHHbIX

Private & Public Cloud
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Quantum

SECURE THE NETWORK

Protect your Enterprise Network
and Datacenter with superior
Security Gateways

and highest-caliber Threat
Prevention

(=) Check Point
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Datacenter (@) @® Hyper-Scale

®),

Perimeter (®) oo ® 0T
Branch Unified
& SMB @

Management

©®

Powered by 60+
Threat Prevention engines
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Endpoint Clientless VPN
Security Connectivity Remote Access

()

Harmony

SECURE USERS & ACCESS

The Industry’s First Unified Security

Solution for Users, Devices and e

Access. Highest levels of security L&) maner
for remote workforce '-'

.......... {vi‘\hxj WwWw

|§| DATACENTER
L remore

Secure Secure Mobile
Emails Internet Browsing Phones
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UTto Takoe SASE — Secure Access Services Edge
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SASE onucbiBaeT n3aMeHeHusa B NpuHUmMnax

.0
.

o apXUTEKTYpbl, Mepexoas OT LeHTpanu30BaHHbIN
. [OaHHbIX B CETU K OeLeHTPanu3oBaHHON MOAENM
'\o%lo / PaboTbl C Pa3HOPOAHBLIMU Pecypcamu.

——— OTa apxuUTeKTypa gaeT nosfib3oBaTtensam OoCTyn K
adbdekTBHOU KU Be3onacHon paboTe B
STNA 3aBMCUMOCTW OT POSin Nonb3oBaTens, a He
MECTe ero HaxoXxaeHusl, NCMosIb30BaHHOIO
HecomHeHHO 6e3onacHo, o
MUHAMATbHBIE NpUBEneri YCTPOWUCTBA U BbIXO4a B UHTEPHET.

M
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ApxutekTtypa Zero-Trust

NMonb3oBaTeNbCKMUA UHTerpauma
noprtan
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VPC
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Connector

Internal connectivity

On-Prem
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Connector
Internal connectivity

VPC
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Connector

Internal connectivity
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Cloud Network Threat
‘ Prevention
@ Cloud Security
Posture Management

CloudGuard

Cloud Intelligence
& Threat Hunting

SECURE THE CLOUD \

Secure the Cloud with a unified
cloud native security platform

Workload Protection

(Containers & Serverless) Web Application &

API Security

Check Point .

B8 SOFTWARE TECHNOLOGIES




asontouna N

Deep Learning

Unique
Ms of parameters

detections

o 4 “'
95% <+ Advanced ML Jev®

1500 parameters “"""

30% T
Basic ML
100 parameters __,»

40% + @
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2016-2017 2018-2019 2020

- 1% False positives
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UcKyCcTBEeHHbIU MHTENNEeKT, pa3paboTtaHHbINn Check Point
30+ npumepoB ¢ pa3HOU PYHKLUOHANBHOCTLIO

OO6OHapyxeHne HeM3BeCTHbIX
yrpos

Infected hosts detection

Sandbox static analysis

Sandbox dynamic analysis

Sandbox ML Disassembled Code Analyzer
Sandbox Documents macro analyzer
Sandbox Neural Network model

Al based AV Intelligence decision Model
IPS Machine Generated Signatures
Anti-Ransomware Zero-Day Al detection
SBA Static Analysis

SBA Malicious JS Al Detection

SBA Behavioral Guard deep learning
Infected Mobile App Detection

Mobile App Reputation

Mobile App Code Flow Analysis

Mobile App Behavioral Risk Al Engine
Mobile App Meta Data Al Analysis
Malicious App Download Detection

O6HapyxeHue
dommHra

Email static analysis

Mobile zero-phishing detection
Anti-Phishing Al engine

O6HapyxeHue

aHomManuun

Cloud networks anomaly
detection

YnyJlweHue

TOYHOCTMU

Network Al engines aggregator
Mobile Al engines aggregator
Machine validated signature

Knaccudukauuma

Documents meta classifier
Vectorization family classifier

ML Similarity Model
MRAT Classifier

NMounck maccoBbIX aTak

ThreatCloud Campaign Hunting

NMouck CKPbITbIX
B3JIOMOB

Analyst Mind
Malicious activity detection
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3aLimMTa OT HeU3BeCTHbIX ya3BMmocTteir 0-oro aHA

Static Analysis Code Flow Analyzer
Machine Learning Machine earning

Visual Similarity
X Malware Classifiers
Deep Learning

Vectorization Classifier Code Flow Analyzer
On-Device
Metadata Analyzer Behavior Analysis 60+
In-Memory Emulation Smart Backup ABUXKOB :
Machine Learning and Restoration Tpa,D,M LI,MOHHbIX u
Similarity Models Anomaly Detection 1%

Machine-generated -

g Zero Phishing
Signatures

Machine-generated

) Macro Analyzer
Intelligence
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Cnacunbo!

Cepren YekpbIrnH
schekrygin@checkpoint.com
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