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KAK Mbl OTBETWJIN HA BbI30BbI COVID- 19 NPV OPT AHW3ALIMK
YIAJIEHHOI0 IOCTYMA W SALLUNTDI NEPUMETPA?

OMUTPAN XOMYTOB, ANLEKO
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PocT puckoB knbepyrpos O ideco

Mo paHHbIM Cybersecurity Ventures:

68% KPYMNHbIX KOMMAHUN CYNTAIOT, UTO PUCKU B 0bnacTtn kmubepbesonacHOCTU BO3pacTaloT B CBA3U C yAaNeHHbIM JO0CTYNOM COTPYOHUKOB.

Global Cybercrime Damage Costs:

e $6 TrillionUSD a Year. *
e $500 Billion a Month.
e $115.4 Billion a Week.

Kubepartaku B 2020

e $16.4 Billion a Day.

¢ $684.9 Million an Hour.

e $11.4 Million a Minute. PREDICTED BY 2021
e $190,000 a Second.

ALL FIGURES ARE

*SOURCE: CYBERSECURITY VENTURES

NuTepecHbln hakT: C 7 Mmag 2021 roga B pe3ynbtaTe aTaku wndposanblmKka Ha TpybonposogHoro onepatopa Colonial Pipeline Ha
BocTtouHoM nobepexxkbe CLUA Bo3HUK pgeduumnt 45% roproyero.



B Poccuu O ideco

@ 8 npomblilwieHHbIX npeanpuatun Poccun ns 10 nmerot npobsiembl ¢ 06CcnyXmnBaHuem
NUT-uHdpactpyktypbl (Group-IB, nroHb 2021)

® B nepsou nonosuHe 2021 roga B Poccuu 6b1510 3achukcmpoBaHo noutu B 3 pasa bonblue atak Ha
06beKTbl KpUTUUYECKON MHPACTPYKTYPbI, UeM 3a Becb 2019 rop (Group-IB, ntoHb 2021).

® Kaxxpas pecatas UT-uncpactpyktTypa rocopraHoB, 6aHkoB, TOK, TpaHCNOPTHbIX U 0O0POHHbIX
yupexkgeHuin sapaxkeHa supycom («Poctenekom-Conap», utoHb 2021).

NHTepecHbIn thakT: Shodan.io nponHpekcuposan 6300 ya3BuMbIX KaMep BuaeoHabnopeHns, pacnosioXXeHHbIX Ha 06beKTax KPUTUUECKOM
MHPACTPYKTYpPbI POD.



Anpeko O ideco

[TloMmoraem cBOMM napTHepaM 3alLUTUTb CETb OT COBPEMEHHbIX Yrpo3
be3onacHoCTU cpeacTBamMm yOob6HOro n «yMHOIro» MexceTeBoro aKpaHa

HOBOIo nokoneHuda Ideco UTM.

9KOHOMUM Balle BpeMAa Ha HACTPOMKE MHTEPHET-LLIIH03Aa.

S ch &

bonee 4 000 kKoMNaHUW bonee 40 000 uenoBek bnokunpyem 6onee

ncnonb3lyroT ldeco UTM NCNONb3YIOT 9 000 aTak
VPN-noaknro4yeHus e>XxeaHeBHO




2021: undpbl n paKkTbl

S

+30%
nosib3oBaTesieun

3 Ma>XOPHbIX
pennsa
(20 MMHOPHBIX)

O ideco

1 cepTndumkar
PCTIK



2021: yeM ropanmcs O ideco

CepTndukaumus MynbTnébpeHaoBas Pe>Xxum
OCTIK Bepcus cTapTana



2021: R&D ROAD MAP

Enterprise-pyHK
LWOHANbHOCTb

[lporpeccmBHan
nnatdopma

CepTnoumnkayms
PCTIK



2021: R&D SUCCESS O ideco

KJTACTEPN3AL A
VPN-ATEHT WIREGUARD
NJTIATOOPMA HA LINUX 5.11
TEJIETPAMM-BOT AJIEPTOB
YNIYYHLWLEHHASA PABOTA C TPYININMAMUW BESOTNACHOCTU AD
OTHETHOCTb MO COBbITAAM IPS

BESOINACHAA PASPABOTKA (SDL, PA33SUHI, CTATAHAJIN3)



2021: R&D FAIL O ideco

BbICOKOCKOPOCTHASl OBPABOTKA TPA®UKA
IDECO-ANY-CONNECT p

HOBAS CUCTEMA OTYETHOCTWV MO TPADUKY
MO/Ib3OBATE/NIEN




KEVCBI O ideco

B AO «ApcenopMwuTtTan TemupTtay», KpynHomM MmeTtasislyprunyeckom Kkomnnekce

A I M -_I_.I_ I KasaxcTaHa, BO3HMK/A 3a4a4a B pacluMpeHU BO3MOXKHOCTEA
rCe Or I O n pyHKLMOHAaNA TeKyLleil cncTeMbl 40CTyNa NoJsib3oBaTesieil B UHTepHeT (BKJ1loYas

yAaJieHHbIN JocTyn).

[TOKPbITb CETb C YNCNEHHOCTHHO 0K010 3000 KOHTPO/b HELeNeBoro NCnoib30BaHyA
§ Nnonb30oBatene C ayteHTndukaumn IP, Active paboyero BpemeHy COTPYAHKOB 1
© Directory; QUNBTPAaLMA CaUTOB;
=
O
m
BaxHO, 4TObbI HbIN1a BO3SMOXHOCTb KOHTPO/A Be6-0T4eTHOCTE AO/XHA ObITb AOCTYNHa
MyoONKYeMOro KOHTEHTA 1 33 MOYTOBbIMU PYKOBOACTBY, ObITb AETANN3VPOBAHHON
CepBMCaM BHYTPY CeTY; 1, MPU 3TOM, 0CTaBaTbCHA MOHATHOMW.
Cpeaun paccmaTpriBaeMblx pelleHmnin obin LLnto3 6esonacHocTy Ideco UTM. Ha 3Tane TeCTpoBaHna KOMMaHna «Aaeko» npesocTaBmia
MOIHOEe TeXHYeCcKoe COMNnpoBOXAEHME. 3a BpeMs NpoBeaeHund NIOTHOro npoekTa ldeco UTM 6b1/1 ycnewHo BHeapeH v Haval paboTaTsb.
)
A
L EXxeHeBHO creuyanmcTbl Mo 6e30MacHOCTU MPOCMAaTPMBAKOT OTUEThI U MPUMEHAROT AUCUMTIIMHAPHBIE B3bICKaHWA COTPYAHUKAM, KOTOpbIEe
)
= MCMOMBb3YHT PeCYpPChbl KOMMAHUK B INYHBIX LIENFX.
)
(a W

[lononHNTEeNbHBIMU MPeriMyLLIeCTBaMM BbIOOPa MPOAYKTa B «ANAEKO» ABNAKOTCHA: PYCCKOA3bIYHBIN MHTEPOEWC 1 JOKYMEeHTauusd, npamad
noAzepxka ot BeHA0pa 12/5, BO3MOXHOCTb MCMO/b30BaHUA NPOAYKTa Ha CBOEM 0O60PYA0BaHUN.



O ideco

KENCbI FAIL



2022: R&D ROAD MAP O ideco

BbICOKOCKOPOCTHASl OBPABOTKA TPA®UKA
IDECO-ANY-CONNECT p

HOBAS CUCTEMA OTYETHOCTWV MO TPADUKY
MO/Ib3OBATE/NIEN




Pewaem npob6nemMbl 6e30nacHOCTU 3a Bac Q) ideco

9KOHOMUM BpeéMA CUCTEMHDLIX aAMUHUCTPATOPOB. Ha OGCJ'Iy)KMBaHVIe 3allilUTbl U pelleéHne MHUNAQEeHTOB 6e3sonacHocTN.

PewaeM npobnembl 6e30MacHOCTU 3a KJINEHTOB.

__ =3 .

 COCm—

«Wan-Tek» (shy-tech)
«CKPOMHbIE TEXHOJIOTUN»

3awuTa cpasy «u3 Kopobku» MporpaMMHoOe pellueHue

>
O E
—® O E
Moppep)xka on-line MpocToi1 UI/UX bbicTpoe pa3BuTUE NPOAYKTA

MHTepecHbIN thakT: cpeaHee BpeMs oTBeTa TEXHUUYECKOW NOoAAEePXKKU B yaT - 27 CEKYHS,



CEPTUOUKAT

XomyToB AMUTpnn

ycrnewHo npotuen(na) kypc obyuyeHns
«llikona TpekepoB.

MpoaBuMHYTLIN KypC»

Esrenunin KanviHuH,
pykoBonuTens LLKonbl Tpekepos

26.05.2021

deco



O ideco

CITACNBO 3A BHUMAHWUE

d.homutov@ideco.ru
t.me/homutoff

facebook.com/dhomutov
ideco.ru


https://t.me/homutoff

