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Ransomware,

UIN TPOAHbI-BbIMOraTe/1n,

3TO Pa3HOBMAHOCTb 3/10BPeAHbIX MNPOrpamm,

nocnegHee Bpems U3 NPOCTO PacnpoCcTPaHEeHHOM cTasla OYEeHb-O4YEHb PACMNPOCTPAHEHHOMN.

KOTOPaA 34

X MOKHO pa3aenunTb Ha iBa OCHOBHbIX TUMNA — WKNGPOBANbLIMKN (KPMNTOPbLI, NOKEepbI, cryptoransomware) u
6nokmposwmkn (blockers, 6nokepobi).

LLinppoBanblumKkmM, nonagana Ha Bawl KOMMbltoTep, WKUOPYOT UEHHble ¢anbi:

AOKYMEHTHI,

COXPaAHEHUA K UTPAM, 6a3bl AdHHbIX N TaK Aad/1ee€ — TaKMM o6pa30N\, YTO UX HENIb3A OTKPbLITb.
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TposH -

B nekabpe 1989 roga Monn pasocnan no noyte 20
TbICAY TMOKMX ANCKOB € noanucbio « MHPopmaums o
CMMN e — o3HaKOMUTENbHAA ANCKETa» COTHAM
MegNUUHCKUX nccnenoBaTebCKMX MHCTUTYTOB B 90
CTpaHax. Ha Kaxxgom ancke 6bin MHTEPAKTUBHbIN
onpoc, N3MepABLLNIN pUCK 3apaxKeHuna CMNOom Ha
OCHOBaHWW OTBETOB N0JIb30BaTeNA. Bo Bpems
NPOXOXAEeHMNA onpoca nepsoe ransomware — «AIDS
Trojan» wudposano dannbl Ha KOMNbOTEPAX
No/b30BaTeNIen Nocae nepesanycka onpeaenéHHoro
KoaimyecTBa pas.

Dear Customer:

It is time to pay for your software lease from PC Cyborg Corporation.
Complete the INUDICE and attach payment for the lease option of your choice.
If you don’t use the printed INUDICE, then be sure to refer to the important
reference numbers below in all correspondence. In return you will receive:

- a renewal software package with easy-to-follow, complete instructions:
- an automatic, self-installing diskette that anyone can apply in minutes.

Important reference numbers: A5599796-2695577-

The price of 365 user applications is US$189. The price of a lease for the
lifetime of your hard disk is US$378. You must enclose a bankers draft,
cashier’s check or international money order payable to PC CYBORG CORPORATION
for the full amount of $189 or $378 with your order. Include your name,
company, address, city, state, country, zip or postal code. Mail your order
to PC Cyborg Corporation, P.0. Box 87-17-44, Panama 7, Panama.

Press ENTER to continue




TpoaH

B wuioHe 2010 ropa HoBble 6710Kepbl [AaHHOrO
cemMeuncTBa BbIxoanin bykBasibHO pa3 B Yac.

dnuaemua npekpatuaacb AWWb Nocne TOro, Kak
NPaBOOXPaHUTENbHbIMU opraHamm 6b1n
3a4eprKaHbl YNEeHbl AaHHOM npecTynHou
rpPynnuUpoBKN.

Bbl ycTaHOBUNM GaHep ANA A0CTyna Ha Hall CaiT.
Cpok aeincrteus 6aHepa 30 aAHen.
Ecnu Bbl XOTUTE NpeKpaTUTb AedcTBUe 6aHepa paHblue YCTaHOBJIEHHOr0 CPOoKa,
TO oTnNpaBbTe SMS No yKasaHOMy HOMepy W BBeAUTe KOZ yAaneHus.

OTtnpasbTe SMS c Tekctom 1275018 Ha HoOmep 8353

Beeaute nonyyenbin koa: I




Rise of fARSOMWare

2008-2011 passuTtne Bitcoin npnBOoAUT K YBEIMYEHUID KONIMYECTBA ransomware-aTaK: 3a NepBble ABa KBapTana
2011 ropa 66110 coobueHo o 30 TbicaYax 3aparkeHUn. K KoHLY TPeTbero KBapTasia 3TO KOMYeCTBO YABOUIOCh.
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1989 2005 - 2006

AIDS Trojan

GPCode
Archiveus
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Encryption NETYRIE
Physically
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Invention of Bitcoin

2012
Reveton
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2013-2015
CryptoLocker

Online
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Online Trojan
Email attachments

Bitcoin

RANSOMWARE GOES BIG

2016
Ransom32
Locky

Online Trojans
Email Phishing

Bitcoin

2017
Wanna Cry
I E

Exploit-based
propagation

Bitcoin

2018 2019
New Variants MegaCortex

Detection
avoidance
Backups
deleted
Forensic
evidence
destroyed

Exploit-based
propagation
Phishing

Exploit-based
propagation

Cryptocurrency Cryptocurrency



- https://habr.com/ru/post/328606/

n. LukaSafonov 14 mana 2017 8 20:50

AHanu3 wudposanbwmka Wana DecryptOr 2.0

MHdopmayuoHHaa 6e3onacHocTb *




Ha noBeaeH4yeckom ypoBHe 00a
0b6beKTa CXOXN U WUPpyoT dannbl
nonb3osatensa. [lepBbli  0ObBEKT
nmeet GYHKUUU CETEBOro 4epBs M
NbITAaeTCA PACNPOCTPAHATLCA B CETU
yepe3 yAa3Bumoctb B SMBvV1, anAa
4yero oH nepebupaetT MHOKecTBO |P-
aapecos cayvYamHoim obpasom U
NbiTaeTCA COegUHNTLCA Ha NopT 445
(SMB).

Takmm obpasom, Bupyc obnapaer
cnocobHoCTbIO K
CaMOPACNPOCTPAHEHUIO HE TOJIbKO
NO  JIOKAa/IbHOWM CeTu, HO WU
BO3MOXHOCTb aTaKoBaTb Apyrue
KOMMNblOTEPbI B MMPOBOM
maclTabe.

BUT THEY COULD NOT UNDERSTAND (TS ALIEN LANGUAGE

=

FUCK\NG LJHF\T ?

ﬂ.




2019 cmeHa TaKTUKK

Knbep-npecTtynHMKM Hayanu aenatb OCHOBHOM Yrop Ha KPUTUYECKU BaXKHYIO
NHPPACTPYKTYPY U KPYNHbIE OpraHmn3auunm.

Ransomware
Execution

A
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Browser Malicious JS from PowerShell Cobalt Strike System
downloaded ZIP File Cobalt Strike Loader Beacon Utilities




- https://www.hhs.gov/sites/default/files/2021-hph-cybersecurity-forecast.pdf

ATaKn nporpamm-BbiMmoratenem ctanm npuunHom nodtn 50% Bcex yteyeKk AaHHbIX B
chepe 3apaBooxpaHeHunsa B 2020 .

Ransomware attacks caused

almost
in 2020.




-,EI,I/IBepCI/ICI)I/IKaLI,I/IFI busHeca

Ewe oamH cnocob MoHeTM3aumm — npoparka JAaHHbiX. Hanpumep, Sodinokibi
HeAJaBHO 06BABMAM O NpPOBEAEHUN OTKPbITbIX AYKLUMOHOB, Ha KOTOPbIX AaHHble
AOCTAlOTCA YY4aCTHUKY, cAeNaBllemMy CaMyro BbICOKYHO CTaBKy. CTapToBasa UeHa TaKUX
Topros coctasnaeT $50-100K B 3aBMCMMOCTM OT KayecTBa U coaepKaHMA AaHHbIX.




KTO CTOUT 3a
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NetWalker_19_10_
2020_903KB.ps1

=
—J

BlackKingdom_23
_03_20...0KB.exe

Hades_29_03_20
21_1909KB.exe

EXE

Nemty_03_02_20
21_124KB.exe

EXE

REvil_07_04_2021
_121KB.exe

SunCrypt_26_01_
2021_1422KB.ps1

EXE

Conti_22_12_202
0_186KB.exe

EXE

Hive_17_07_2021_
808KB.exe

Phoenix_29_03_2
021_1930KB.exe

EXE

REvil_08_04_202
1_121KB.exe

AidaCryst.PNG

79

Cuba_08_03_202
1_1130KB.exe

~

EXE

LockBit_14_02_2
021_146KB.exe

EXE

PwndLocker_04_
03_202..177KB.exe

Ryuk_21_03_202
1_274KB.exe

EXE

Avaddon_09_06_
2020_1054KB.exe

EXE

DarkSide_01_05_
2021_30KB.exe

=)

MAKOP_2710_20
20_115KB.exe

EXE

Pysa_08_04_202
1_500KB.exe

Sodinokibi_04_07
_2019_253KB.exe

EXE

Avos_18_07_2021
_403KB.exe

EXE

DarkSide_16_01_
2021_59KB.exe

EXE

Medusalocker_2
4 04_2..61KB.exe

EXE

Ragnar_11_02_20
20_40KB.exe

EXE

Thanos_23_03_2
021_91KB.exe

EXE

Babik_04_01_202
1_31KB.exe

EXE

DarkSide_18_11_2
020_17KB.exe

EXE

MountLocker_20_
11_2020...0KB.exe

EXE

RansomEXX_14_1
2_2020...6KB.exe

W]

Zeppelin_08_03_
2021_813KB.exe

EXE

Babuk_20_04_20
21_79KB.exe

EXE

DearCry_13_03_2
021_1292KB.exe

EXE

Nefilim_31_08_20
20_3061KB.exe

EXE

Ranzy_20_11_202
0_138KB.exe

i

Sekhmet_30_03_
2020_364KB.msi




Moaensb -

REvil affiliate program
own - 06/05/2020

[Afflllate Program] Darkside Ransomware
. Tues da at 20:27

[PARTNER] NetWalker Ransomware

- 03/20/2020

[PARTNERSHIP PROGRAM] Avaddon Ransomware
Avaddon - 06/02/2020

Cryptolocker LockBit affiliate program

Bit - 01/17/2020

Cryptoloker affiliate program

+13.10.2020




HW3KMM Nnopor Bxoaa B
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PKNOH

TXT

AHOHUMHOCTb
ana nap...ukos.txt

TXT

VECET
6e3onacHocTb.txt

TXT

noaHATHE Npae
(nedonT).txt

TXT

XaHTUHI
aaMuHO...3Ho!Ltxt

TXT

RouterScan.txt

[recmsc]

3#AV.7z

XT

OAMI LSASS.txt

XT

MaHyan poboTta c
AD DC.txt

TXT

Mony4vyexue
nocryna...raft).txt

TXT

3xcnnyatauus
CVE-20...Strike.txt

TXT

SQL DAMP.txt

i;

CS4.3_Clean
ahsh4veaQu .7z

XT

Ecnu
Heobxo...cTom.txt

TXT

MAHYAN.txt

TXT

MPOCTAB/EHUE.

txt

TXT

ad_users.txt

RMM_Client.exe

I

enhancement-
chain.7z

TXT

3akpen
AnyDesk.txt

TXT

Mensem RDP
nopr.txt

TXT

Pabouvas ctaHuma
Ha pabo...ceTib.txt

TXT

DAMP NTDS.txt

DOCX

CobaltStrike
MANUA...V2 .docx

ii

Routerscan.7z

XT

3ameHsneMm sorted
anbuHpepa.txt

TXT

OTKJ/TIOYEHWE
OE®EH...HYHO.txt

TXT

Pabounit ckpunt
Cc034aH...00 Z.txt

TXT

domains.txt

Annuacel ans
Mmco.rar

Ei

PKNOH.ZIp

XT

KAK OENATb
MUHT (CETW).txt

TXT

napametp
3anycka...cuax.txt

TXT

Calt co3paHue
B6aTHukod.txt

TXT

Manual_CS.txt

Ckpunt ans
sorted .rar

@ExE

ProxifierPE.zip

TXT

KAK OENATb

TXT

NEPBOHAYAJTbH
bIE OEW...BUA.txt

TXT

CMB
ABTOBPYT.txt

TXT

NetScan.txt

CHATUE-AD.rar

3TO YCTaHOBKa
apMuTa...etasploit

TXT

KAK N KAKYHO
NHOY KAYATD.txt

TXT

Nno OTKNHYEHUD
nedeHpepa.txt

TXT

Cnucok Tl
$opyMo...HOoro.txt

TXT

PENTEST SQL.txt

Kerber-
ATTACK.rar

TXT

KAK MPbIFATb
Mo CEC...OAL.txt

TXT

MOBULLEHMSA
NPUBUNEMNN.txt

TXT

YcTaHoBka
MeTacn...a Bnc.txt

TXT

RDP NGROK.txt




BbIBOABI: YMC/IO aTaK FANSOMWArE yBeMimnTCA

[MpoaHaNN3NpPOBAB aAKTUBHOCTb O/IOKYENH-aApPecoB, KOTOpble 3aCBETMMCbL BO BpemA ransomware-aTak,
crneunanunucTbl NoacYnUTanu, Yto obwana cymma Bbinniat Knbepsbimoratenam B 2020 roay Bbipocna Ha 311% um

pocturna 350 mmnamoHoB AONNAPOB.







