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AHTOH @uiliMaH, TexHU9YeCKUH JUpeKTop RuSIEM



HH - 9T0 3T07?

KoMILJIeKC TEXHOJIOTUYECKUX pPellleHUH, UMUTUPYIOIIHUHA
KOTHUTUBHbIE QYHKIUH YeJI0BEKA U NTO3BOJISIOIIAU
JOCTUTAThb pe3yJibTaThl COIIOCTaBUMBIE C pe3yJbTaTaMHU
UHTEJIJIEKTYaJIbHOM JeATEeJbHOCTH YeJIOBEeKa
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B 1959 roay Aptyp Camyaasb (Arthur Samuel), ucciemoBaTensb B
006J1aCTHU UCKYCCTBEHHOT'0O UHTEJIJIEKTA U U300peTaTe b IeEPBOH
caM0o00Oy4arllercss KOMIObIOTEPHOM MPOrpaMMbl UT'PhHI B LIAIIKH,
BBeJI B HAyYHbIK 00UX0/i TEPMUH «MAILIMHHOE O0y4YeHUe»

Bcé& nof KoHTponem



o @

MainHHOe 06yyeHue

Deep Learning

KoMmnbioTepHOe 3peHue
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Qo O

Natural Language Processing

YaT-00THI

KoruHuTuBucTHKA
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DGA Families
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DGA Families

bamital
conficker
feodo
matsnu
nymaim
ramnit
suppobox

vawtrak
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banjori
cryptolocker
fobber

mirai
omexo
ranbyus
symmi

vidro

bigviktor
dircrypt
gameover
murofet
padcrypt
rovnix
tempedreve

virut

blackhole
dyre

8spy
mydoom
proslikefan
shifu

tinba

xshellghost

ccleaner
emotet
locky
necurs
pykspa
shiotob

tinynuke

chinad
enviserv
madmax
ngioweb
gadars
simda

tofsee




Pacnpegesenne npogykToB ¢ TexHoJIorned HH o
CIJeHapHAM HCI10/Ib30BaHHA*

m OOHapyxeHHe U peardpoBaHUe Ha KubepaTaku

m OOHapyxeHHe MOIIEeHHHUYECTBA B OU3HeC-Npolleccax
m YupaBJieHUe COObITUSMHU 6€30MaCHOCTHU

3amuTa KOHEYHbIX TOYEK

m 3auuTa NpUJOKEHUHN U yIpaBJeHUe YA3BUMOCTSAMHU
m YnpaBJieHUe JOCTYIIOM U ayTeHTUPUKa e

m AHasu3 noBe/ieHUs MOJb30BaTe el U YCTPOUCTB

m OOHapyxeHHe BpeJJOHOCHBIX MPOrpamMM

B AHTUQUIIUHT

*W3 ny6JIMYHBIX aHaJIUTUYECKUX OTYETOB, yHIOMUHAHUU B
npecce U OTKPbIThIX 6a3
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[IEPEYEHD CUCTEM, HCITIO/IB3YIOLIUX

UEBA

 DLP
- IAM
- EM
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Data-Centric Audit and
Protection
Cloud Access Security Broke

PAM

Application security testing

14



ENDPOINT
DETECTION AND
RESPONSE

[lepenaeT maHHBIE B LIEHTP yHpaBJEeHUS, Ile C MOMOIIbI0 TexHoJorni MU
OOHApPY>KUBAET YIrpo3bl, KJIACCUPULUPYET , pacCaAeAyeT U pearupyeT Ha HUX,
nepejiaBasi KOMaH/ibl Ha pabo4yto ctaHyo. MM npruHUMaeT pelieHns Ha OCHOBe
001er 6a3bl 3HAHWM, HAKOIIJIEHHOMW CO MHOX€eCTBA YCTPOUCTB.
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NETWORK
DETECTION AND
RESPONSE

C noMolIb TexHosorur MU BoisiB/IsIET yIPO3bl B CETEBOM TPAaDUKE U
aBTOMAaTU4YECKHU pearupyeT, U3MeHss1 KOHPUTypaIlUI0 CETEBBIX YCTPOUCTB. HacThb
IPOJYKTOB JAHHOT'O TUIIA CIIEIMAJIU3UPYETCA Ha 3alUTe 00Ja4HbIX IIPOBAK/IEPOB
U UX UHQPACTPYKTYPHI.
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THREAT
INTELLIGENCE
PLATFORM

[lnaTdopmbl KMOeppa3BeaKU. [leliCTBYeT Ha OCHOBE OO0JIbIIOr0 KOJIUYeCTBA
JIAHHBIX, ITI0JIy4aeMbIX U3 Pa3HbIX UCTOYHUKOB.. [I[pumenenue MU nozsosiger
IOBBICUTD JoBepUe IoC-aM U3 pa3HbIX KCTOYHUKOB. ClieHapui 04eHb OJIM30K K
pabote ¢ SIEM-cucTreMaMy, HO HalleJIEH HA BHEIIHHWE UCTOYHUKHU JaHHbIX U
BHEIIIHUE YTPO3BbI.
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SECURITY INFORMATION
AND EVENT MANAGEMENT

MOHHUTOPUHT HHPOPMALMOHHBIX CUCTEM, B pEXKMME PeaJIbHOI0 BpEMEHHU
aHaAJIU3UPYET COOBITHS 6€30MAaCHOCTH, IOMOTAOT 00HAPYKUTb HHLIKUAEHTHI UD.
[IpuMeHeHUe TexHOJIOTMU U moMoraeT BbIAABJASATh aHOMAJIMU 3BPUCTUYECKUMU
MeTOJlaMH U COKpalllaTh JIOXKHbIE CpabaTbIBaHHUS TP USMEHEHUH MIATTEPHOB U
Mojesier JaHHbIX. [IppumeHenre MU B SIEM-crucTeMax 1o3BoJiIeT JOCTUTHYTh
OYeHb BbICOKOI'O YPOBHA aBTOMAaTHU3al[UU
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SECURITY ORCHESTRATION
AND AUTOMATED RESPONSE

CucremMsl YIIPpaBJICHHUA U dBTOMATHU3d A peaI‘I/IpOBaHI/Iﬁ Ha MHOWUAEHTDI.

B otsinyue ot SIEM-cucteM, MM moMoraeT He CTOJIBKO MPOBOAUTHL aHAJIU3, CKOpee
o6orauiaTh, paccje0oBaTbh ¥ aBTOMAaTUYECKU pearupoBaTh HaJ1eXalluM
00pa30M Ha BbISIBJIEHHbIE YT'PO3bl
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CpezcTBa 3alHThI IIDHIOKEHHH

OCHOBHOM ClleHapyuX IPUMeHeHUs TeXHoJ0rui MM — aBToMaTUuyecKuu co60p
MHOpPMALIMHU 00 YA3BUMOCTSX, aTaKaX U 3apaXKeHUSX, JOCTYITHOU B OTKPbIThIX
MCTOYHUKAX, aBTOMATU3Al M 3aLIAUTHBIX JIeUCTBUW: CKAHUPOBAHUA HA
YSI3BUMOCTHU, U3MEHEHUS IIPABUJI 3aLUTHI [Jis1 BEO-TIPUJIOXKEHWH, BbISIBJIEHHU S

yIpo3 U U3MEHEHHUsI pUCKOBOU MO eJIU



CHCTeMBbI 110 BhISABJIEHHIO YIDO3
B 6H3Hec-nmporeccax

3/echb TexHOJIOTUU U IpUMeHSI0TCA 1 onpejieJIeHUsI OTKJIOHEHUH OT
YCTAaHOBJIEHHbIX OM3HEC-NIPOLECCOB, IOMOTasi OBICTPO pearupoBaTh Ha
BO3MOXXHO€e (UHAHCOBOE MPECTYIJIEHHWE WJIH YI3BUMOCTb ITPOILECCOB.
[I[puMmeHeHre MU B TaKUX cMCTeMax 0COOEHHO aKTyaJIbHO, TaK KaK IIO3BOJISIET
OBICTPO aAlITUPOBATHCHI K U3MEHEHHIO JIOTUKU U Pa3JIMYHbIX METPUK OHU3HEC-
IIPOLIECCOB, a TAKXE HUCIT0JIb30BATh JIYUIlIMe TIPAKTUKU B UHAYCTPUU
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Splunk
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id
US-2018091528-A1
US-2018314601-A1
U5-2018293327-A1
US-10725616-B1
US5-2018218050-A1
U5-2015236210-A1
US-2018196864-A1
US-2018314745-A1
U5-2018293304-A1
US-10534791-B1
US-10747816-B1
US-10564622-B1
US-2015303373-A1
US-2018307727-A1
US-2015038032-A1
US-2020044927-A1
U5-2020065303-A1
US-2015034555-A1
US-2020050607-A1
U5-10067876-82
US-2020257680-A1
W0-2020087082-A1
U5-2015034247-A1
US-2015294558-A1
US-2015295756-A1
U5-2019303335-A1
US-2018217874-A1
US-2015155803-A1
US-2015155804-A1
US-2020050612-A1
U5-2020050586-A1
US-2017031981-A1
US-2015155802-A1

= ftitle
Configuring modular alert actions and reporting action performance information
Intelligent captain selection for disaster recovery of search head cluster
Locating and categorizing data using inverted indexes
Display of aggregation and category selection options based on field name selections
Generating visualizations for search results data containing multiple data dimensions
Metric foracasting interface with alert prediction
Clusterad search head configuration synchronization with bloom filter
Dynamically-generated files for visualization sharing
Sampling data using inverted indexes in response to grouping selection
Analysis of tokenized HTTP event callector
Control interface for asset tree monitoring

Control interface for metric definition specification for assets and asset groups driven by search-derived asset tree hierarchy
Using an electron process to determine a primary indexer for responding to search queries including generation identifiers

Skewing of scheduled search queries

Systems and methods for detecting network security threat event patterns
Behavioral based device clustering system and method

Addressing memory limits for partition tracking among worker nodes

Translating a natural language request to a domain specific language request based on multiple interpretation algorithms

Reassigning processing tasks to an external storage system

Pre-fetching data from buckets in remote storage for a cache

Analyzing tags associated with high-latency and error spans for instrumented software
Trace and span sampling and analysis for instrumented software

Creating alerts associated with a data storage system based on natural language requests
Generating event streams including aggregated values from menitorad netwrok data
Adjusting network data storage based on event stream statistics

Bidiractional linking of ephemeral event streams to creators of the ephemeral event streams
Resegmenting chunks of data for efficient load balancing across indexers

Selective query loading across query interfaces

Selective filtered summary graph

Supporting additional query languages through distributed execution of query engines
Query execution at a remote heterogeneous data store of 3 data fabric service
Facilitating execution of external search commands during query processing
Supplementing events displayed in a table format

inventor/author = priority di = filing/creationd: =
Banipal Shahbaz, Siri Atma Oaklander De Licari, John Rok  26.08.2016 26.09.2016
Ankit Jain, Manu Jose, IR., Bharath Aleti, Amritpal Singh | 28.04,2017 28.04.2017
Jesse Miller, Jason Szeto, Jose Solis, Jindrich DINGA, Davii  05.04.2017 05.04.2017
Michael Porath, Finlay Cannon, Thomas Allan Haggie 26.08.2016 31.10.2016
Michael Porath, Marshall C. Agnew, Ho Lun Ng, Brian Rey  31.01.2017 31.01.2017
Iman MAKAREMI, Gyanendra Rana, Iryna Vogler-lvashchi - 30.01.2018 30.01.2018
Yuan Xu 09.01.2017 09.01.2017
Nicholas J. Filippi, Siegfried Puchbauer, Ruyuan Ge 28.04.2017 28.04.2017
Jessa Miller, Jason Szeto, Jose Solis, Jindrich DINGA, Davii  05.04.2017 05.04.2017
Glenn Block, Patrick Lane Ogdin 31.01.2016 31.01.2016
Erick Anthony Dean, Brian Matthew Gilmore 31.07.2016 31.01.2019
Erick Anthory Dean, Jindrich DINGA, Marvin Herville Gre  31.07.2016 28.09.2018
Vishal Patel, Mitchell Neuman Blank, JR., Sundar Renegar  15.05,2012 18.06.2019
Paul I. Lucas, Eric Woo 21.04.2017 21.04.2017
Lucas Murphey, Francis Gerard, Richard Barger, Bhavin P; - 25.09.2017 25.09.2017
George Apostolopoulos, Zhuxuan Jin 31.07.2018 31.07.2018
Arindam Bhattacharjee, Sourav Pal, Srinivas Bobha 31.07.2017 18.10.2019
Dipock Das, Aungon Nag Radon, Dayanand Pochugari, Ac  31.07.2017 31.07.2017
Sourav Pal, Arindam Bhattacharjee, Wayne Patterson 31.07.2017 18.10.2019
Ledion Bitincka, Alexandros Batsakis, Paul ). Lucas, Nicho  09.01.2017 09.01.2017
Gergely DANYI, Steve FLANDERS, Joseph Ari Ross, Justin . 26.10.2018 24,04,2020
Joseph Ari Ross, Matthew William POUND 26.10.2018 28.10.2019
Dipock Das, Aungon Nag Radon, Dayanand Pochugari, Ac  31.07.2017 31.07.2017
‘Fang I. Hsia, Clayton S, Ching, Michael R. Dickey, Viadiml 15.04.2014 10.06.2019
Fang . Hsiao, Wei Jiang, Vladimir A. Shcherbakoy, Ramku  15.04.2014 29.04.2015
Clayton . Ching, Michael R. Dickey, Vladimir A. Shcherba  15.04.2014 14.06.2019
Jag Kerai, Anish Shrigondekar, Mitchell Blank, Jr, Hasan £ 31.01.2017 31.01.2017
Jesse Miller, Marc V. ROBICHAUD, Cory Burke, Alexander  30.01.2015 29.01.2019
Jesse Miller, Marc V. ROBICHAUD, Cory Burke, Jeffrey The  30.01.2015 29.01.2019
Arindam Bhattacharjee, Sourav Pal, Timothy Tully 31.07.2017 18.10.2019
Sourav Pal, Arindam Bhattacharjee, Timothy Tully 31.07.2017 18.10.2019
Jacob B. Leverich, Itay A, Neeman, David R. Marquardt ~ 31.07.2015 31.07.2015
Jesse Miller, Marc V. ROBICHAUD, Cory Burke, Alexander  30.01,2015 29.01.2019
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YTO 3TO HAM JJAET?
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PesieBaHTHOCTBH HCKYCCTBEHHOIO HHTEJ/I/IEKTA B
HHQOPMAaI[HOHHOH 6€30ITaCHOCTH

Pe3y/sibTaT BHEAPEHHE TEXHOJIOTHH HCKYCCTBEHHOIO HHTEJIJIEKTA

(MoBeJeHYECKHH aHAJIU3 H NPEJHKTHBHAA AHAJIHTHKA)!

° MOBbIIIeHUE 3QPEKTUBHOCTH OOHAPYKEHUS aTaK
° COKpallleHHe BpEMEHU pearupoBaHUs

¢ COKpallleHHE 3aTPAaT Ha OPpraHHU3d IO 6e30MacHOCTHU
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COKPAII[EHHE
3ATPAT

CTaTUCTUKA* COKpalleHUs pacxoi0B Ha
JeTeKTUPOBaHHe U peardipoBaHUe Ha

MHIUJEHTHI IPU UCHOJb30BAHUU
TexHoJsioruu UU

[ cuuxenue Ha 1-15%

CHUKeHHe 6oJiee, yeM Ha 15%

*[To panHbIM Capgemini Research Institute
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3aTpaThl HA OOHaApYyKeHHe

HapylleHHusa
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3aTpaThl HA BOCCTAHOBJIEHUE
[0CJie HapyLIeHUs C TOYKHU
3peHud UT-cuctem

K%



COKPAII[EHHE
BPEMEHH

CTaTUCTHUKA™ cOKpallleHUs BpEMEHHU
OOHapy»XeHUS Yyrpo3 NPy UCHOJIb30BAaHUHU
TexHoJsioruu UU

[ cuuxenue Ha 1-15%

CHUKeHHe 6oJiee, yeM Ha 15%

*[To panHbIM Capgemini Research Institute
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46%

13%

Bpewmsd, 3aTpayeHHOe Ha
oOHapy»KeHUe HapylleHUs

43%

e

BpewMms, 3aTpadyeHHOe Ha

yCTpaHeHUe HapylLleHUs
27




SIEM - onepaTHBHOE 06Hapy»eHHE yIP0o3 HHPOPMALJHOHHOH
6€30I1aCHOCTH

TTIPHMEPBI COEBITHH

CeTeBble aTaKu

®pox ¥ MOLIEHHUYECTBO

OTKyZa ¥ Korzia 6JI0OKUPOBA/IMCh YYeTHbBIE 3alIUCH

N3MeHeHHe KOHPUTYypaLUH «HEe aAMUHUCTPATOPAMU»

[loBbllIeHHE TPUBUJIETUN

BbisiB/IeHMe HeCaHKIIMOHUPOBAHHbBIX CEPBUCOB

O6HapyxeHue HC/l (Bxox 1noJ; y4eTHOM 3aMMChbI0 YBOJIEHHOTO COTPYAHUKA)
OTcyTCcTBHE aHTUBUPYCHOM 3aLUThl HA HOBOM YCTaHOBJIEHHOM KOMIIBIOTEpE
M3MeHeHVe KPpUTHUYHBIX KOHPUrypanui ¢ VPN nojgkioyeHun

KoHTpoJib BeINIOJIHAAEMBIX KOMaH/ Ha cepBepax U ceTeBOM 000py/0BaHUU
AyauT u3sMeHeHUH KOHOUTypalui (ceTeBbIX yCTPOUCTB, npuaoxxkeHui, OC)

BeinosiHeHue TpeboBaHUM 3akoHoaaTebcTBa U peryasatopoB (PCI DSS, CTO BP, ISO 27xx)
AHoMasibHasi aKTUBHOCTb M0JIb30BaTeJis (MaccoBOE yajieHUe/KONMPOBaHUE)
O6Hapy»keHUe BUPYCHOU 3NUJAEMUHU

O6HapyxeHUe YSI3BUMOCTH N0 COOBITHUIO 06 yCTAaHOBKE codpTa

OnoBeleHre 06 aKTUBHOM YSI3BUMOCTH 10 3aMyCKYy paHee OTK/II0UYEHHOMN CIY>KObI
O6HapyxeHHe pacnpe/ie/IeHHbIX 10 BpeMeHHU aTaKax

BiusHue oTka3a B UHPPACTPYKTYype HAa OU3HEC-IPOLLECCHI

@ RUSIEM

Bcé& nof KoHTponem
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