Solar MSS

Managed Security Services

KpynHenwas B Poccun akocmnctemMa
CEPBUCOB KNHEPHE3ONaCHOCTU
NO NOANUCKe

PocTtenekom
Conap




3almuiaem 63HeC 1 rocKoMnaHnm

KpynHbIn
onsHec

PocTtenekom
Conap

£

CpegHun
On3Hec

PermnoHanbHble
rOCKOMMaHMmn



INaHgwadpT KNnbepyrpos

16% 50,8% 68%

KOMMaHUM CNOCOGHBI cobbiTn VB yaaeTcs BbIIBUTb LWL C aHanM3npyembix KOMNaHum,
Sd)d)eKTVIBHO ConpoTUBNATLHCA NMOMOLLBIO CNTOXHbIX MHTENNTEKTYallbHbIX rae BbigBNEeHa akKTUBHOCTb
knbepaTakam CpencTB 3aWnTbl UNK aHanusa coodbITUM BMO
Mo paHHbIM Accenture, 2021 . Mo paHHbIM Solar JSOC, 2021 . Mo paHHbIM Positive Technologies, 2021 .
X2 +30«% 207 /
o AHEN
POCT aTaK POCT aTak Ha nonyveHve cpepHee Bpemsi O6HapyXeHuUs
Yepes nogpsAvnKoB KOHTPONS Hag MHOPacTpPyKTypomn KOMMaHven B3noma
Ha ob6bekTbl KN opraHusaunn ee UHPPaCTPYKTypbl
Mo paHHbIM Solar JSOC, 2021 1. Mo paHHbIM Solar JSOC, 2021 . Mo paHHbIM Ponemon Institute, 2020 r.
Poctenekom

Conap



ObecneyeHre KnbepbesonacHOCTU

Ha nepsbin B3rnag

CpencTsa 3aWmThl
CotpyaHukn Nb-cnyxo6bl

Ecnu npurnage

[Mpoueccol

MeTtoponorus

MOHUTOPWHF yrpos

AKTyanbHble NOANTUKN BE30NACHOCTU
[NoBbllEHE OCBEOOMAIEHHOCTH
COTPYAHMKOB O KMbepyrposax

PocTtenekom
Conap



PelleHre npobnem - cepBrcHas MOOenb

CepBucHas [NocTpoeHune
Mof€enNb Knoep6e3onacHOCTM

CBOMMU CUnamMun

COBOKYMHbIN CPpeQHEroOA0BOV TEMNN

pOCTa pblHKa yNpaBnsieMbix CEPBUCOB Mognucka Ha CepBuC + NMUEH3UK

knbepbesonacHocTn* CPeAHAA
O/ Bbiroga CopepxaHue cneumanmcTos
O cepsucHom
MOAe 3anacHoe obopyanoBaHue
Mpeanocbinku
MeHbLue CKMakKa Ha 3aKynky
| PocT konnyecTBa aTtak Ha KOMMNaHUn
AnnapaTHoe obecneyeHne
|  OnTumMM3auma pacxoaos
ApeHga nomeleHms
ePnuUnT KagpoB
A buu Ap 3akynka obopygoBaHus
n 3aMeHa CBOUMU CUNaMU
PocTtenekom

Conap



KomMnnekcHoe 3akpbiTe PUCKOB

BOMbWWHCTBO CEPBUCHbBIX MPELNOXEHMI
O 3awuTa KnnMeHTa oT oTaeNbHbIX yrpos

[NpepocTaBneHne TeEXHONOrnm
@ Nno CEepPBUCHON MOaenu

PocTtenekom
Conap

Cepsucol Solar MSS
3awmTta ¢ POKyCcoOM Ha BU3HEeC-aKTnBax
KomnnekcHoe pelleHne 3agad KnveHTa

[NonHoueHHasa BHeLWHSAS KOMaHaa 9KCnepToB
C eAMHON TOYKOW B3aMOoaencTBuUs



okocucTtema Solar MSS

Solar MSS - kpynHenwas B Poccum skocnuctema CepBMCOB
knbepbesonacHocT no nognucke. CepBUCHI 3alUMLAOT OT BCEro CnekTpa
Mpotec Yrpo3 1 peLwaioT KOMMNAEKCHbIe 3aaadun Knbepbe3onacHoOCTH.

3kcnepTbl «PocTenekom-Conap» ocylecTBNAIOT BCe paboTbl C y4ETOM

CI'IeLl,I/Iq)VIKI/I KaXaoro pernoHa, HpO¢Mﬂﬂ 1 MaclwTaba KoMnaHuM B pexnve

24x7. PagHoobpa3sne TEXHONOINMA B COCTaBE 3KOCUCTEMbI U NAPTHEPCTBO

C BeayuwmnmMmum nocrtasLlmKamMmn b nossonsioT npenocTaBUTb KNIMEHTaM

AkcnepTn

TexkORors LIJVIpOKI/II?I Bbl60p BapnaHTOB CEPBUCOB N CHN3UTb CaHKUMNOHHbIE PUCKW.

PocTtenekom
Conap



ObecneumBaeM KnbepbesonacHOCTb Mo NoAnmMcke

MpocTo

OnepaTnBHOCTb

OT 2 OHEW HYXHO AJ19 NOAKMOYEHNS
CEPBUCOB U PELLEHNN

70%

CEPBUCOB N PELIEHNIN IKOCUCTEMbI
nopkniovaloTcs 6e3 BMellaTenbCcTBa

B MchpaCprKTypy

[Mpo3pavyHOCTb

yaoGHOe ynpaBieHve 1 Bu3yanvaaums
paboTbl CEPBUCOB B NIMYHOM KabuHeTe

PocTtenekom

Conap

BbirogHo

[[MbkocTb

60/bLIOE KONMYecTBO TapndoB
AnS PasHbIX NOTPEOHOCTEN KMUEHTOB

40%

CpPeOHsAs 9KOHOMMS Ha rOpU3cHTE S neT
B CPaBHEHMWM C KacCU4ECKON MOAENBIO
3aKynKn N BHEOQpPEHNA TEXHONOrUN

KomMnnekcHocCTb

pelleHne 3agay KNMEHTOB BMECTO
06bI4YHOTO MpeaocTaBneHWs CPeacTs
3alUMThbl B apeHay

HapexHo

OTBeTCTBEHHOCTb

$vHaHCOBasi OTBETCTBEHHOCTb
B pamMKax 4OroBOPHbIX 0653aTENLCTB

99,5%

CTaHOapPTHbIV rapaHTUPOBaHHbIA YPOBEHb
oKazaHusl cepBUCOB (Service Level
Agreement, SLA)

OTKa30yCcTONYNBOCTb

12 500 cTO€eK B COBPEMEHHbIX
LOoA knacca Tier Il



bonblle Yyem NpPoCTO CEPBUCHI

Cepsucol Solar MSS o6beanHeHb!
B 9KOCUCTEMY Ha TPEX YPOBHSX:

aHanMTUYEeCKUi | TexHonornyeckun

YROEBSHE O6MeH VHbOPMaLIMEN MEXMY CEPBUCAMM
1 cospaHne OBLMX NMOANTUK 6E30MacCHOCTY;

| nonb3oBaTenbckun

egnHas Toyka B3auMOOeENCTBIA
C KNMMEHTOM W1 BU3Yanmnsaumn pa6OTbI;

TEXHOMOTNYECKMN |aHaﬂMTMHeCKMM

OBEHb
yp oueHka apOEKTUBHOCTIN PELLIEHNS

KOMMMIEKCHbIX 3adad.

B pamkax gaHHOro nogxoma Mbl MOAHOCTHIO OTBEYAEM
NnoJib30BaTENbCKUM
YPOBEHb

3a 6e30nacHOCTb KOMMaHWK, MO3BONAA KIMEHTaM
Cq)OKyCI/IpOBaTbCﬂ Ha OCHOBHOW OEATENBHOCTM.

PocTtenekom
Conap



Cepsucbl Solar MSS

3awuTa YnpaBneHue KoHTponb
3almTa OT CETEBbIX Be6-npunoxeHun (WAF) HaBblkamu VB (SA) ysassumocTen (VM)
yrpos (UTM) : :
[ 3 KoHTeHTHast -
awnra x dunbTpaums
3MEKTPOHHOM (CF)
noythbl (SEG)

& . &
S e . @ e

Perunctpauns
0 Saumta 3awuta ¥ aHanua cobbiTun Vb
md:pongrgTe\fgr\lanos OT NPOABUHY ThIX ot DDoS-arak (ERA)
cBAsn ( ) yrpos (Sandbox) (Anti-DDoS)

PocTtenekom
Conap 10


https://utm.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://utm.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://seg.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://seg.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://gostvpn.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://gostvpn.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://sandbox.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://sandbox.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://rt-solar.ru/services/waf/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://rt-solar.ru/services/waf/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://sa.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://sa.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://rt-solar.ru/services/mss/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://rt-solar.ru/services/mss/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://rt-solar.ru/services/anti-ddos/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://rt-solar.ru/services/anti-ddos/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://vm.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://vm.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://rt-solar.ru/services/era/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://rt-solar.ru/services/era/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://utm.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://utm.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://seg.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://seg.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://gostvpn.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://gostvpn.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://sandbox.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://sandbox.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://rt-solar.ru/services/waf/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://rt-solar.ru/services/waf/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://sa.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://sa.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://rt-solar.ru/services/mss/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://rt-solar.ru/services/mss/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://rt-solar.ru/services/anti-ddos/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://rt-solar.ru/services/anti-ddos/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://vm.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://vm.rt-solar.ru/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://rt-solar.ru/services/era/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation
https://rt-solar.ru/services/era/?utm_source=qr-code&utm_medium=online&utm_campaign=online_presentation

CepBucChbl

3awmTa OT KOHKPETHbIX
yrpos nHpopmMaLmMoHHOM
6e3onacHoCTH

3alyLLlaloT OT BCEX OCHOBHbIX

TVNOB aTak.

MoryT ncnonb3oBaTbCH

BMECTE N NO OTOENbHOCTHN.

Hpeﬂ,HGSHaqubl ONA NOCTPOEHNA

Kn6epbe30nacHOCTU KOMMaHMUN.

Poctenexkom
Conap

PelweHns

KomnnekcHble peleHns ons
3alMTbl OT LEeNoro cnekrpa yrpos
c $oKycom Ha busHece

3allMLLaloT OT aKTyanbHbIX

0n4a KOMnaHu BEKTOPOB aTak.

Copepxat BeCb HEOH6XOANMbIV
ANs 3aWnTbl HABOP TEXHONOrNN,

LOMNOMHEHHbIN 3KCNEPTU3ON.

CdokycupoBaHbl Ha 3alumTe

K/IOYEBbLIX aKTNBOB KOMMaHUW.




PeweHuna Solar MSS

SALATA OT OULLINHTA
N LLMOPOBAJIbLLUKOB

besonacHOCTb KOMNaHU B cl1(0>4%
NHTEPHET-MOLLIEHHNYECTBa

EOVNHAA CEPBUCHAA
MOZLE/Ib 414 POUB

ObecneyeHve knbepbezonacHoOCTH
BCEro permoxa

PocTtenekom
Conap

3ALLMTA
OHIAVHA

BecnepeborHas 4OCTYNHOCTh
OHJaNH-PECYPCOB KOMMaHUn

Bonble pewennmn
B 6nmvxanwem byayuiem

12



PelweHna Solar MSS: ypoBHW 3aLUnThbI

PaBpa6OTaHbl B COOTBETCTBUN C I'IOTpe6HOCTFIMI/I KIMMEHTOB N NMO3BOMAIOT Bbl6paTb
HEOBXOOMMbIN BapnaHT peleHnd ncxoga N3 OUeHKN KOMMaHnewn cTeneHn BAnaHng

KnbepaTak Ha OU3HEeC-NpPoLEeCChI

BazoBas 3awumTa MNpopBuHyTaa 3awmra
3almTa oT Haubonee 3almTa OT KNbePNPEeCTYNHNKOB
MoNyNAPHbIX BEKTOPOB aTak C NPOOBUHYTHIM NHCTPYMEHTaPUEM
Poctenekom

Conap

MakcumanbHasa 3awmTta

KoMmnnekcHas 3allimTa OT BCEX
BO3BMOXHbIX BEKTOPOB aTtak

13



BbICOKOTEXHONOIrMYHOE ynpasneHne

. —\ S
MOHUTOPUHF JINYHbIN KaBUHET — 3TO:

BuareTs! Mnowagkn Ataku

« UTM* ... R e v/ OnepaTurBHas CBSI3b C TMYHBbIM MEHEOXEPOM

CrateTuka Tpadmra a [ no pa @ 3

o o v’ AKTyarnbHble CTaTyCbl MOANMNCOK

an a1z .
: IR

_“" el A / B sstnompossre Bl sa716%
meare  5sne S~ A~

Ton KaTeropuil NpuAGHKeHN No oétemy TpadHKa = =

v [leTannanpoBaHHble OTYETbI A9
PYKOBOACTBA

v IHaMBuayanbHO HacTpanBaeMble BUAXETbI
no paboTe cepBMCOB

0

3AABKM v lnpopmMaTmBHbIE OTBETbI Ha YacTble

BOMPOCHI

v MoapobHas MHopmaLums O 3asiBKax B
TEXHNYECKYIO MOAAEPXKY

MNoppobHee O NUYHOM
KabuHeTe

PocTtenekom
Conap 14



okcnepTHad 6asa Solar MSS

OTpenbHbI ONOPHbIN LEHTP

B kauecTBe knto4eBOro odpuca pernoHanbHom akcnepTnabl Solar MSS cospaH
onopHbIN ueHTp B Camape (6onee 50 cneunanncToB, KOTopble paboTatoT

B KPYFNIOCYTOYHOM peXnMe). DTO MOMOraeT yunTbiBatb cneumndmky
pernoHanbHoOro 6MsHeca, PerynsTopoB U peannsaumm atak.

[ToBbilWeHMe aKcnepTUabl

KomnaHus exerogHo npoBoauT cTaxmpoBku 6onee 200 yenoBek nNo Bcewn
Poccuu, opranmnayet CTF (Capture the flag nnu 3axeat ¢nara) n xakaToHbl.
3T0 No3BoNseT NOBbLICUTb YPOBEHb 3KCNEPTN3bI U 3aLUMILEHHOCTUN PErMOHOB.

OboraweHne nHbopmaumnen

Solar MSS BaavMopgencTByeT C LieNbiIM PSOAOM NPOAYKTOB U pelleHni
KOMMNaHWM:

| Solar JSOC | HaumoHanbHbINn kn6epnoanroH | NaGopaTtopua ACY TN
270 NO3BONSET CBOEBPEMEHHO pPearMpoBaTh Ha HOBblE BEKTOPbI aTak.

PocTtenekom

Conap



KOHTaKkThbI

LleHTpanbHbi odnc

125009 r. MockBa
Hukuntckun nepeynok, /cl
+7 (499) 755-07-79

3anpocuTte 6ecnnaTHyto
KOHCY/NbTauMIo aKkcnepTa

solar@rt-solar.ru
[m]1; [m]

E .




