KOA UB: BNAAAUBOCTOK

OCHOBbI KOPIMMOPATUBHOWU
PA3BELOKW u

WU NPOCTble peLleHUs NPUKIAAHbIX 3a8ay
KOpNopaTUBHOM CNYXXO6bl 6e3onacHoOCTH

bopouiyk IMutpun

UccnenoBateib-KpUMUHANMUCT
BeholderlsHere Consulting




bopouyk AMutpun

bonee 18 neT Ha pbIHKE UHPOPMALMOHHOMU U
TeXHUYeckon 6e30nacHOCTH.

v OnbIT pa3paboTkm cnuctem 3alimThbl U NONYyYEHUS
NHdopmMaLunu.

v' PykoBoamnn TeXHUYECKMMW noapa3aeneHnsmm
MeXOyHapoaHbIX OXpaHHbIX xonauHros Group 4
Securicor n Wackenhut service

v' OCHOBHas crneumanusauma: MoaenMpoBaHme yrpos u
TEXHNYECKAA KPUMUHANNCTUKA




TnunoBble npobnembl paboTbl Chb:

01

OTtcyTcTBUE
TEXHUYECKUX
KOMMOEeTeHUUN Y
cotpyagHukos Cb

CoTpyaHUKKM He obnagatoT
rnyboknM HaBbIKOM paboTbl CO
Cneumanu3mMpoBaHHbIM
MHCTPYMEHTApUEM

02

HecornacoBaHHOCTb
KOHUEenunm
B3aMMOLENCTBUS CNYXKD
b n besonacHocTu

Y «TexHapen» HeT HaBblKOB
«6e30nacHMKOBY» Y KOTOPbIX, B CBOKO
oyepenb, HET HABbIKOB «TeXHapen»

05

[loporoBu3Ha
crneymanm3npoBaHHbIX
annapaTHbIX U MPOrpaMMHbIX
peleHnm

PykoBOACTBO HE XO4YeT TpaTHTb
bonbluMe AEeHbIMN Ha
TEXHONOMMYECKMe peLleHns ons
paccienoBaHUM



PeweHnnsa npobnem:

01

OTcyTCTBl/Ie TEXHNYECKUX

KOMMETEHLUMN Yy COTPYAHUKOB
Cb

[1aTb NpOCTON U HAOEXHbIN
MHCTPYMEHT 019 peLleHuns
onpenesnieHHOU 3a434m

02

HecornacoBaHHOCTb
KOHUEenuMm B3anMoaemncTBuS
cnyx6 b 1 besonacHocTu

[aTb KaXKaoMy nogpasaeneHunto
OCHOBbI HE4OCTAKLWMX HABbLIKOB

ApPYr Apyra

03

[loporoBusHa crneymanmsmMpoBaHHbIX
annapaTHbIX U MPOrpamMMHbIX
peleHnm

Alcnonb3oBaTb OecniaTHble,
YCNIOBHO- 6ecnnaTHble Unu
open-source pelleHus



OSINT - MmeTononorus

Da3BeaKU MO OTKPbITbIM
MCTOYHMKAM MHPOPpMaL UK




NPOO®.

OTYETHI HABJTIOOEHUA

NMYBJINYHbIE PAOVO
OTYETDI MOHUTOPUHI




A1

Y10 3HaeT 0 Hac CETb?



SNOOP

60 _Websites
beholderishere
yYebi!
Yebi!
Yebi!

PYHKUMNOHAN:

Yebi!
https://beholderishere.blogspot.com
Yebi!

(i [Mporpamma aHaNU3nPYeET Pa3/InYHble CanTbl, POpPyMbl U
yYeui!
couMa/ibHble CETU HA NpeaMET HAaIMYMNA MCKOMOTO UMEHN

https://www.facebook.com/beholderishere

Yeu! NMNo/1b30BdTE/IA, T.€. MO3BOJIAET onpeane/imTb Ha Kaknx canTax

Yebi!
Yebui!

https://habr.com/ru/users/beholderishere ﬂpMCYTCTBYET rlOﬂ b3OBaTEI'Ib C YKa3aHHbIM HMKOM. npOEKT

Yebi!

Voul pa3paboTaH Ha maTepuanax

Yebui!

https://www.instagram.com/beholderishere Mccne.ﬂIOBaTeanKom pa6OTb| B O6naCTM CKpanMHra

YBbi!

YBbi!

Yebi!
yeu! I'Iy6f|l/1‘—IHbIX AdHHDbIX.
https://medium.com/@beholderishere
Yeb!
Yebi!
Yebi!

Yebui!

yBbi!
yYebi! o
s e Ha faHHbIM MOMeEHT nouckosana 6asa cogeput bonee 2500
https.;é:f;pornhub.com/user'S/beholder‘lshere Ca[‘/’lTOB M CepBMCOB
YBET.
Yeb!
Yebt!

[ github.com/snooppr/snoop ]



OYHKUMOHanN:

C:\Users\mxrch\Desktop\labs\google\id>python hunt.py @live.fr M3B]’|eKaeMb|e |ﬂlaHHb'e:
e AmA BNnagensbua
e omn OUTR ettt Praiice e [NlocnegHnn pas npodunb pegakTMpoBascA
Last profile edit : 2019/64/22 23:49:54 (UTC) P Google |D
Email : @live.fr
Google ID : 106685UAI e Ecnm ato akkayHT Hangouts
Hangouts Bot : No e AKTMBMPOBaHHbIE cepBucbl Google (Youtube, ®oTo,

Activated Google services

S oiHie | KapTtbl, News360, Hangouts u T. [1.)
" baps e Bo3MOKHbIN KaHan Youtube
“EE hctos://yoatube. con/channal/ e BO3MOMKHble Apyr1ne MMeHa Noib30BaTeNA
Sgogtglgzgz?sz:pgct)tgz://get.google.com/alhumarchive/16)6685Lh ° I_Iy6j'|[/|L|Hb|e (I)OTOI'pad)VIM
e Moaenu tenedoHOB

e [lpowmnBKkn TenepoHosB

Searching metadata. ..
[+] 1 phone found !

-~ Huawei VNS-L31 (2 pics) [2017/65/21]

-> 1 Firmware found ! o yCTaHOB]'IEHHoe I_IO

-=-> YNS-L31Cu32B370 [2017/05/21]

4] 1 Tocation Fous | e O630pbl Google Maps

- Rust, Deutschland (1 pic) [2017/65/21]

e Bo3MOXHoe ¢M3W—I€CKO€ MeCTOHaxoxXaeHune

[ github.com/mxrch/GHunt ]



http://github.com/mxrch/GHunt

YaSeeker

Get info about kshivelev...
Yandex.Collections
URL: https://yandex.ru/collections/user/kshivelev/

Id: 5ed6@fed37f1922c@cal2fb3

Yandex_public_id: dxlxgb@p72a89j7udyewfuSbfo °
e VHKUMOHAN:

Image: https://avatars.mds.yandex.net/get-yapic/@/0-8/islands-200
Sex: m

Likes: @

Cards: ©

Boards: @

ek N3BneKaemble AaHHbIE:

Is_forbid: False
Is_km: False

Is_business: False ® MMH Bna,ﬂlen bL||a

Yandex.Music
Not found. ® ¢OTO

Yandex.Bugbounty

e Yandex ID ny6anyHbIn

Yandex.Reviews
URL: https://reviews.yandex.ru/user/dxlxgb@p72a09j7udyewfuSbfe

Yandex_public_id: dxlxgb@p72a@9j7udyewfuSbfe ® Ya n d eX U I D

Fullname: Kwpunn W
Image: https://avatars.mds.yandex.net/get-yapic/@/0-8/islands-300

e AKTUBMpPOBaHHble cepsucbl Yandex (Music, Collections,

Reviews_count: 18
Following_count: @

Fotiower-count: 9 Bugbounty, Reviews, Q (Znatoki), O (Classified), Zen, Market,

Yandex.Znatoki

URL: https://yandex.ru/q/profile/dx1xgb@p72a@9j7udyewfusSbfo/ r\/1

Yandex_znatoki_id: 1lc7aed@d-2a5d-506b-845c-79991caeffIc esse n ge r-
Yandex_uid: 850206038

Name: Kupunn WL

Image: https://avatars.mds.yandex.net/get-yapic/@/@-@/islands-300 o I_IpMBﬂ3aHHb|e COLllman bH ble aKKayHTbI.

Is_org: False
Is_banned: False

T e Bo3moXHble Apyrme MmeHa nosib3oBaTens

Rating: @

eyt e [lybanyHble poTorpadpumn

Is_from_q: False

Answers_count: @

e o  AKTMBHOCTU (KOMMEHTapUK, NOANUCKN, NOAMUCYMNKN)

Yandex.Zen
Not found.

[ github.com/HowToFind-bot/YaSeeker ]



http://github.com/HowToFind-bot/YaSeeker

Search4face

eoe @M (< @ 0 @ search4faces.com e N M +

search4faces.com W f 8 S ¥ 4 QW © 8=

Hukura Baikos Masen flypos Maeen flypos
Coenapexue: 99.78% CosnapeHue: 98.60% Cosnagenue: 98.60%
Poccus, CoseTckuit 26 ner 36 ner
Poccus, Mocksa Poccus, CankT-
:
[}
Maeen flypos Bnapumup Kpiokos Maeen flypos

Cosnapexue: 98.56% CosnageHxue: 98.55%

Poccus, Mockea

Cosnagenue: 98.54%

Focon,Cone:- Mounckosbli cepsuc Noncka no ¢poTo (BepHee Mo aBaTapKe ) B COLMAbHbIX CETAX.
MoskeT uckatb B VK, OgHoknaccHuKkn, UHcTparpam, TMKTOK, Knabxays.

Cepreit Kacnep Magen flypos Maesen flypos

CosnageHue: 98.54%
36 net
Poccus, AYMHCK

CoenapeHue: 98.54%
36 net

Cosnapexue: 98.54%
36 ner

Poccus, CaHkT-
Metepbypr

[ search4faces.com ]



OOPEH3UKA -

NOUCK CIea0B «MHUMOEHTOB» HA NMObIX HOCUTENAX U
npeaMeTax, coaepXXalnx MHPOPMaL UKo




N

KaK BbIIBUTb (PAKT Noanenku
LLMDPOBbLIX U3006paXKEHNI?



Sherlog

Load image | Tools | Tile Cascade Next Previous

OYHKUMNOHAN:

IODES | o= [ Color Space Conversion (=)(o)(x) | e Principal Component Analysis BEE
~ Genera
Original Image Red-Green-Blue B v CMYK Inks M - Grayscale Light = Component: |First  ~ | (® Vector Distance Distance Equalized Cross-Correlation
Image Digest
Similarity Search Hue-Sat-Val H v Hue-Lum-Sat H ® YCrCb JPEG |Cb - [ ] M D'
S 3BJriedeHne MmetagaHHbIX

~ File CIE XYZ.Rec709 X v CIE L*a*b* L CIE L*u*v* v v

Metadata Extraction
EXIF Structure
Thumbnail Analysis
Geolocation Data
~ Inspection
Enhancing Magnifier
Image Adjustments
Tonal Range Sweep
Reference Comparison
v JPEG
Quality Estimation
Compression Ghosts

* |/13BnevyeHne reonokauum
* AHanus ypoBHeMu

Double Compression

Error Level Analysis
~ Colors
Color Space Conversion
Principal Component Anal...
RGB Pixel Statistics

 AHanum3 ocseLleHunsd

* CTPYKTYpHbIN aHanu3 nsobpaxeHuns

g Lumlna'nce " [at) RGB/HSV 3D Plots
Luminance Gradient . X RGB Pixel Statistics
Luminance Detail Channel: ' Luminance Red Green Blue ‘@ Composite

* BhbigBneHune rpadpumyeckmx aHomanmm

Echo Edge Filter
Wavelet Analysis
~ Noise

X 3 100.0
Noise Separation
Min/Max Deviation
SNR Consistency
Noise Segmentation
v Tampering 75.0
Contrast Enhancement
Clone Detection
Resampling Detection
Splicing Detection

Statistics: (' Minimum Maximum ‘® Average

 l3BneyeHne n aHanns xewen

50.0

count (%)

... N eLle MHOro Yero.

25.0

0.0
0 127

level (0-255)

View: (_ Original ‘® Processed Zoom: 9.35% | Full | | Fit Export... | [6048x4032]

github.com/GuidoBartoli/sherloq



Image Verification Assistant

Compression Type Baseline

Thumbnail width

nent:
Quantization table 0,

3 3 3 3 3 3 3 3
a o o o oo o o

OYHKUMNOHAN:

becnaaTHbIM OHNANH-UHCTPYMEHT A1 aHamM3a
NOCTOBEPHOCTM U30bpaxKeHnn B meauna. BHyTpu anropmtmol
obHapyKeHus nogaenkm nsobpaxkeHnim, aHanmns
MeTagaHHbIX, reonokaumnn GPS, nssnedyeHme mmuHunatiop EXIF
N UHTErpaumns c obpatHbiM NOMCcKomM n3obpaxkenmm Google.

[ mever.iti.gr/forensics ]



N

KaK yIy4YLlWnUTb KKAPTUHKY»
MONYYEHHYIO U3 CUCTEMDI
BUAeoHabnoneHua?



Video Cleaner

OyHKUKMOHAN:

W C:\VideoCleaner\VideoCleaner.avs - AvsPmod - O X

File Edit Video Tools Macros Options Help
1] videoCleaner.avs

‘ ; #~  Version 4.3 Creator: Doug Carner  http://VideoCleaner.com A ® OCBe LL"e H M e 3aTe M H e H H bIX CL"e H
[< >
= ——— ; * YnyJweHne YeTKOCTM Nnuu
S —— « BoccraHoBneHne BUAUMOCT aBTOMOOMIbHBIX HOMEPOB
' | e I T e o * I3mMeHeHne nepcnekTnBbl NPOCMOTPa
All Frames / Mid Frames / Subtract 04 I > 2 0 g
Deactivate All Enhancements (0=no) 0 4 I > 1 0 o BOCCTaHOBneHme M306pa>KeHMﬂ OT MCKaM(eHMM OI-ITMKI/I
. = = =
Compare riginal to fnhanced o Crabunmsaumsa OBMKEHUIN KamMepbl
OFF / Side / Atop / Sweep 0 4 I »3 0 >
»
TOOLS (Backlight Denoise and Deblur are SLOW) 4
Apply TOOLS settings (0=no) 04 I > 1 0
. N elle MHOIo 4ero.
UnSharpen Strength (0=off) 04 I » 50 0
Sharpening Strength (0=off) 04 I » 50 0
Video Contrast Strength (0=off) -10 4 I » 20 0
Color Contrast Strength (0=off) -10 4 I » 20 0
Color Saturation Strength (0=0ff) -10 4 I » 20 0
Remove Brichtest Strenath (0=0ff) o« N » 20 0 it
Y «» » e I |
Frame 293 / 922 - (00:00:09.766) (1.50x) 352x240 (1.467:1) - 30.003 fps - RGB32

videocleaner.com



OYHKUMNOHAN:

%% SmartDeblur v. 1.27

Main Settings

l I - . Defect Motion Bl v Show Original
> Length: 10.1
Open

sa
ve . tisb [ Fitto Window  Angle: -45° [ |

* lcnpaeneHne pa3mbiTUa BHe (poKyca.

Smooth: 60% l

* I/IcrlpaBneHme pPa3MbITNA OT ABUXEHNA.

[ File [ Zoom | Blur Parameters J Kernel Preview & Tuning

* WcnpaBneHne pa3mbiTusa no [aycy.

OcobeHHOCTU:

« bbicTpasa paboTta ¢ 6onblwKM paspeLleHneM NCXOQHOro BUOeo
* [lpoCcMOTp N3MEHEHUN B pearibHOM BPEMEHH
* [lpocTon nHtepdgenc

Pabotaet nog Windows n MacOS

Threads: 4 Image Size: 600 x 482 Last operation time: 45467 ms

github.com/Y-Vladimir/SmartDeblur



a1l

Kak n3Bneyb AaHHbIE U3
CMapThOHA?



= Mobile Revelator

Mobile Forensic

Report
Status: 89963 rows found. Export to: htmi
Split reports by Category
0%

|:| Enable HexView

Status: Idle.

Include extraction of relevant files

[] python debug console

Open plugin/template directory

[C] Enable timezone |Europe/Berlin
‘02.10.2012 18:57:23
‘02.10.2017 18:57:23

[ Filter from:

to:

@ MR 64Bit V2.1 (c) B.Kerler - Licensed to: Bjoern Kerler O X
Dump Open Analysis Reports Utilities Cryptanalysis Settings ?
Android Timeline &
Open File
Content Bookmark ¢ P | Table of Contents  Content
Accounts Type Package Category Entries Ste ©
Browser
Calendar 1 Android Calendar com.android.pro... Calendar 137 OK
Calls . .
2 Android Contacts com.android.pro... Contacts 29 OK
Contacts
Documents 3 Android Contacts - Whatsapp com.android.pro... Contacts 0 oK
Downloads
EMails 4 Android Downloads com.android.pro... Downloads 70 OK
Locations
Media 5 Android Media DB com.android.pro... Media 0 OK
Messenger ) ) o ) )
6 Android Media DB [Last modified] com.android.pro... Media 10170 oK
Searches v
Usage < >
Show all Save Table of Contents as :  html i

OyHKUMOHAN:

[To3BoONSET n3Brnekarb U BOCCTaHaBNMUBaTb
AKKayHTbI

NcTtopuio bpaysepa

KaneHgapb

>KypHan 3BOHKOB

KOHTaKTbI

[1OKYyMEHTbI

CoaepXXnmoe 3reKTPOHHOW NOYThI
Megua dpannbl

SMS

McTopuio noncka

... W eLlle MHOro YTo

Pabotaet nog Windows

github.com/bkerler/MR



= ArtEx - Artifact Examiner

Mobile Forensic

iOS Archive

N7 4PM @+

121 5PM B~
356 Day(s) and 1 Hour(s)
Brussels, Copenhagen, v

T
R e Bt —

i] Build Maps
Media Locations

D Build Maps

Cell Towers

zj Build Maps

nmunication

Contacts

E g

M B § 5 ® 5

€

1|

&

¥ P
|224

g = =

|232

; 230
1231

27

[228

|25

1223

i221

[219

218

(217

Row ID  Icon

233 Records Found

Start Time

9/9/2019 20:47:02
(UTC+01:00)
R /9/2013 185049
| (UTC+01:00
Qjafaxzow 17.07:03
| (uTC+01:00)
Q| 2/9/2019 17:3128
IR IRLLE
&, 9/9/2019 15:15:58
WWTC0100)
%; 9/9/2019 16:12:03
| 7| (UTC+01:00
e 9/9/2019 16:09:02
/| UTC0100)
RS Y219 15:15:02
7| (UTC+01:00)
(,_‘ 9/9/2019 15:03:33
INS/|UTCO1L00]
& 9/7/2019 11:37:15
7| (UTC+01:00)

% 9/6/2019 14:25:51

/| (UTC+01:00)

(™ 9/6/2019 10:31:00
7| (UTC+01:00)

% 19/5/2019 19:27:50
/| (UTC+01:00)
%; 9/5/2019 17:18:04
| 7| (uTC+01:00)
@ 9/5/2019 15:51:02
I|(UTC-01:00)
* 9/5/2019 15:01:35

7| (UTC+01:00)
= 19/4/2019 22:2953

U S

9/9/2019 20:48:51
(UTC+D1:00)

9/9/2019 18:50:49

Call (00:01:49)

| Call (00:00:00)

(UTC:01.00)

| (UTC+01:00) ; |
9/9/2019 17:33:20 Call (00:26:17) Outgoing Audio |
| (UTC+01:001) | |
9/9/2019 17:31:28 Call (00:00:00) Missed Audio Cz
JNGUESIALLE B } ]
|9/9/2019 16:40:41 Call (01:24:43) Outgoing Audio |
AUTCOLO; e O | =i
9/9/2019 16:12:03 | Call (00:00:00) Missed Audio Cz
(UTCO1:00) : | o
[9/9/2019 16:08:02 Call (00:00:00) Missed Audio Cz
{UTC 010 ot s
[9/9/2019 15:15:50 | Call (00:00:48) Outgoing Audio |
[(UTC+01:00) |
9/9/2019 15:03:41 | Call (00:00:08) Outgoing Audio |
|uTc+0t00) | |
9/7/2019 11:37:15 | Call (00:00:00) Missed Audio Cz
(UTC+01:00) |
9/6/2019 14:25:51 Call (00:00:00) Missed Audio Cz
_JUTC010G. bt | ,
9/6/2019 10:31:00 Call (00:00:00) Missed Audio Cz
(UTC+01:00) e ;
|9/5/2019 19:27:50 Call (00:00:00) Missed Audio Cz
juicdaty :
9/5/2019 17:18:04 | Call (00:00:00) Missed Audio Cz
(UTC+01:00) S |
9/5/2019 17:01:08 Call (01:10:06) Outgoing Audio |
[UICAOT - - = I L T
{9/5/2019 15:01:35 Call (00:00:00) Missed Audio Cz
[ (UTC+01:00) |
9/4/2019 22:29:53 Call (00:00:00) Missed Audio C

OyHKUMOHAN:

e apTedaKTbl: ypOBEHb 3apAAa, aKTUBHOCTb, MCNO/Ib3yEMOE
NpPUNoXKeHne, cobbiTnA, 3BOHKKU, COObLLEHNA U Ap.

* MOCTPOEHME PA3/INYHbIX TAaUMIANHOB OT paboTbl
aKKYyMynTopa A0 AENCTBUIN MNO/Ib30BaATENS.

* noaaepKa n3snevyeHnM Ha ocHose BFU

* MECTOMNOJIOXKEHME COTOBbIX BbILWWEK C NOAAEPHKKOMU
OpenCelllID 1 CSV ® npocMOTpPLLUUNK KaTanoros,
BkAtoYatowmm LOG, IMAGE, PLIST, SQL n Hex.
MrHoBeHHbI NpocMmaTp n3obpaxeHus/smaeo/URL

* NUCTOPMA MECTOMNONOXKEHUWN C BU3YaIM3aLMEN HA KapTe
* napcepbl MeCCeHAKEPOB

* pacno3HaBaHue Auu Ha $OoTo

* aHanm3 TpaH3akumm Apple Pay

[ doubleblak.com/software.php?id=1]



http://doubleblak.com/software.php?id=1

N

KakK U KakKme oaHHble MOXHO
BbITaWMTb U3 windows?



NirSoft Utilites

bonee 200 yTunnT nsBnevyeHmna gaHHbix n3 windows

'WirelessKeyYiew o =] PN

o CobupaeM gaHHble 13 windows

o .

9 abed WPA-PSK 33445566 778899aabbeeddeeffao. ..

[ hhhh WEP 4e6972536f6A65723132333435 MirSofer12345

< | o
°

* key(s), 1 Selected | HirSoft Freeware. http:/www.nirsoft.net J-I O rl/l CO 6 bITM I/I C I/I CTe M bl

*  WcTtopus/kelw/kyku/naponu bpaysepos

= « [Maponu ot Wifi
File Edit View Options Help

| 2 A

Event Type | Event Time | Device name | Description | Device Type | prive L

QPIug 06/12/2011 17:46:33  USB Device Generic Bluetooth,.. Bluetooth Device
Unplug 06/12{2011 17:46:45 USB Device Generic Bluetooth... Bluetooth Device

A
7 6pali P
&2 plug 06{12/2011 17:46:58 DataTraveler 2,0 Kingston DataTra... Mass Storage K: CTO p VI ﬂ O p a e H M ﬂ K a M 'rl a M
QUnpluq 06/12/2011 17:47:10 DataTraveler 2.0 Kingston DataTra... Mass Storage K:

* KWcTopwuto nouncka

i f i Plug 06/12{2011 17:47:20 USB2.0 WLAN TP-LINK TL-WNS2... Vendor Specific ~
SR T . mimnn v——— * lcTtoputo nogKnoYeHHbIX YCTPOUCTB
= A ‘ | ,

Item Type 7 I Password/Value *em(s), 1 Selected HirSoft Freeware. http:/www.nirsoft.net

@ Lztp LZTPPass L2TPUser 240.240.24

admin

@ PPPOE PPPoEPass PPPoEUser PPPoEServe
o ...1 MHOToe MHOroe aipyroe
© WEP Key 12345AA084
O WEP Key 1122334455
O WEP Key 1918171615 —

O WEP Key poiuy

@ WEP Key asciil 2345kkk Jj
<| | »
item(s), 1 Selected | NirSoft Freewar

nirsoft.net/computer_forensic_software.html



A ewe HeMHOro nNpo

NMPUKNAAHbIE 3a8a4M...




N

Kak coenaTtb YepHbiM BXO[, B
cucteMy win/mac?



Kon-Boot

on-Boo

Wi, thelead82.com - by Piotr Banias/LEAD 82

- ready! 32/64bit t1!
e this software is protected by copyright lawus.
SMAP BIOS entries ...

Jummy BIDS detecl]

ITO MHCTPYMEHT, KOTOPbIX NO3BOAAET NOAYYUTb AOCTYN K LeNeBOMY
KOMMNbIOTEPY, HE 3HAA NAPOAA Nosb30BaTesNA. B oTanymne ot gpyrmx
peweHnn Kon-Boot He cbpacbiBaeT n He U3MEHAET Napo/b
Nno/sib30BaTeNA, N BCe NU3MEHEHUA BO3BPALLAlOTCA B nNpeablayLiee
COCTOAHME Noc/ie nepesarpyskn CMCTemMbl.

B HacToALLEE BPEMSA 3TO €ANHCTBEHHbBIM BO BCEM MUPE PELLEHME,
KoTopoe moXeT 0bonTn ceTeByto yyeTHyto 3anmncb Windows 10!

kon-boot.com



N

Kak npoBepuTb COBCTBEHHYIO
ObecrnpoBOAHYIO CETb HA
VA3BUMOCTU?



= RouterScan

b

Received Identity Request.
Audit stopped at 221.21.25 @i

OVEMY \Wireless Audit Companion n»,
——— - : M y
sl otihad e - HaxoAmT U onpeaenaT pasnyHble YCTPOMCTBA U3 BONbLIOIO Yncna
. s Pre-Shared Key brute-force
[*] Audit started at 2021.01.25 & RSt L. M3BECTHbIX POYTEPOB/MapLIPyTU3aTOPOB:
[*] {«ssoqazlgg vygh AP... ' WiFi Protected Setup audit 1l
4] siopine pin mzarsare (ue IR TR SR - BbITaCKMBAET M3 HUX NONE3HYI0 MHHOPMALIMIO, B YACTHOCTY
E:} ;gigggpggpgizgigﬁ?"-" BSSID: | DB:07:86:0F-41:E9 XapaKTePUCTUKM BecnpoBOAHOM ceTh: cnocob 3aLmMTbl TOYKM A0CTYNa
[*] Received Identity Request. ESSID: | TEN ' (LUMd)pOBaHMe)
[*] Send::lng Identity Response... ey _
e : - MMA ToYKM gocTyna (SSID) u kAt ToukKM goctyna (naponbHasa dpasa).
[*] PKE: E35719262E97BAG2BDCIBALE! WPS Registrar
[*] Manufacturer: TP-Link s Sheed - nony4vaet nupopmaumto o WAN coegmnHeHnm (yao6Ho npu
*] model Name: Archer C20 ‘ P o
H el et g Code: | 1208X00XX CKaHUPOBAHWM JIOKA/IbHOM CETUN) N BbIBOAUT MAaPKy U MoAe/b
[*] Serial Number: 1.©
[*] Device Name: Wireless Router . Pt 1207119671 poyTepa.
[*]
[*]

b

Start audit More

stascorp.com/load/1-1-0-56



MAC: 0

loPT: Network Security Scanner

et more security with our amazing tools

Awesome Toolset

AyauTt 6e30nacHOCTHM - onpeaeneHne CepBmcoB B CETU U
BbINOJIHEHWE ayanTa 6e30nacHOCTH.

Ob6HapyrKeHne XOCTOB - onpeaeneHmne XocToB B CETU.
CKaHMpoBaHMeE NOPTOB - NepeyncamnTb oTKpbITbie TCP-
NOPTbl Ha LenesoMm XOCTe.

NHTerpaumna HiBP - ybeautech, 4TO BalLn INYHbIE AaHHbIE
He Obl/IN CKOMMPOMETMPOBAHbI B PE3yNbTaTe YTEYKU
OaHHbIX.

NHTerpauma Shodan - ybeaurtecn, 4To Bbl 3HaeTe BCe
«BeLWWn» B CETU, HANPAMYIO NOAKNIOHEHHOU K UHTEpHETY.
Ayant RTSP - BbinonHute ayaut 6e3onacHocTn ansa
NcTo4YHMKa RTSP (Hanpumep, yCTaHOBKK CUCTEMDI
BnaeoHabntoaeHus). NpoBepbTe CBOKO CETb Ha NpeameT
HECaHKLUMOHMUPOBAHHbIX YCTaHOBOK BUAEOHAbAOAEHMA.
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KaK BbIIBUTb (MAKT HErnacHoro
HabNOAEeHMS 32 BAMU Yepes
CMapPTGHOH?



OyHKUMOHAN:

*  WuweTt Ha MOBUNbHLIX YCTPOMUCTBAX «LUMMOHCKOE»

MO pacnosHaBasi Ux HanNn4Me «no naTTepHam

noBeaeHnA»
- — N
“Tinyﬂwck ))) b OcobeHHoCTK:
0
SMARTPHONE TINYCHECK DEVICE INTERNET ROUTER e [l POCTOTa UCIMOJIb30BaHUA

* He TpebyeT rmyboKoro NOHNMaHUs CETEBbLIX
NPOTOKOJ10B

* lcnonb3yeT B KayecTBe annapaTtHou ocHoBbI RPI

* MoxeT paboTtaTb B aBTOMaTUYECKOM PEXNUME U
PYYHOM pexnme.

github.com/KasperskyLab/TinyCheck
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Kak HanTn «wifi 3aknagKy»



WiFiman naeanbHo nogxoamt ana aHanm3a Wi-Fi ceten, yctponcrs
Bluetooth LE, obHapy*eHne HOBbIX YCTPOUCTB B CETU U U3MEPEHUA
CKOPOCTU. 3TN BO3MOKHOCTU AOCTYMHbI B YJOOHOM N 31€raHTHOM
nHTepdence nonb3oBartens, pa3paboraHHbim Ubiquiti Networks.
WiFiman He coaepXUT peknambl 1 aBnAeTca becniaTtHbIM.

Compare WiFi Observe WiFi Map signal

signal details strength

WiFiman nomorkeT Bam HanuTu cBoboaHbIN KaHan ana sawen Wi-Fi
Toukn pgoctyna. WiFiman otobpaxaet cnncok KaHanoB Wi-Fi u
yctpouncts Bluetooth LE KoTopble ncnonb3ytoTca HeNnoganeky u
NpeaoCcTaBAAeT UX AEeTaNIbHYIO0 MHPOPMALUIO O HUX.

@ Homewifi GBS [C=)  CH21
O3cled 7949 500 Mtz

C nomoulbo NPUIOXKEHUA Bbl C NETKOCTbIO CMOXeTe 0OHAPYKUTb U
aHaNN3npPoBaTb YCTPOMCTBA NOAKNOYEHHbIE K Bawen cetn. WiFiman
aHa/NNU3MpPYeT BCIO NoAceTb M oTobparkaeT Bce AOCTYNHbIe
YCTPOMUCTBA U CEPBMUCHI, MICNONb3YA NPOTOKObI Bonjour, SNMP,
NetBlIOS n UBNT
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KakK HauTU HYXXHbIU
aBTOMOOWAb Ha BUOEO UMK
3aNOMHUTb BCE aBTO HOMepa
BOKPYI Bac



MOBILE LPR

PyHKUMOHAN:

Moaaep:KmMBaeT YepHble/besnble CIUCKMW.

PunKkcmMpoBaHMe HOMEPOB NPU ABUKEHME C MPUBA3KOMN K
MECTOMOJIOKEHMUIO.

Push yBegomnenHuns

OTnpaBKa yBeAOMAEHUWN HA NOYTY AN B 0bnaKo.
MopaeprKKa NOAKAOYEHUA BHELWIHMX CETEBbLIX BUAEOKaMep
BO3MOXHOCTb CKAHMPOBAHNA HOMEPOB 13 BUAEOPaNNOB

MoKeT 6bITb N0/IE3HO NPU OTCAEXKUBAHNE ONPEeAeNEHHbIX
aBTOMObMNEN B NOTOKE, HANPUMEP NPU NOUCKE YrHAaHHbIX
MaLwunH. OcylecTBNATb KOHTP-HAbAOAEHWE, KOHTPOAUPYA
BCE MALLWHbI B NOTOKE MO X04Y ABUXKEHUA.
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Kak HanuTun yenoBekKa U TO, YTO
OH roBOpW/ Ha BUOEO



= Azure Video Analyzer for Media

Video Indexer

>
It
P
®

Insights  Timeline X @ 8 7

e . CepBYC NO3BONALLAM NPOUHAEKCMPOBATL BUAEO UM
00600000060 - ayaMo AaHHble Ha NpeaMeT NOUCKA YNOMMUHAHWIA
e . . KNHOYEBbIX CI0B (MMS, Ha3BaHMe KOMNAHUU U TM) U
Ui — nosB/ieHVe B Kagpe onpeaesieHHOro MLA U Pa3/oaKUTb

>
J J
17 Keywords v 3TO H a Ta M M n a M H e .
[E\ (microsoft ) (app services ) "ET (location services )~ +11
Ignite 2016 - Keynote B Video editor na
deo Indexer 0 Report  1£ Share L Dowmload 4 Previous Next B
Emotions

®33% Fear ®28% Anger @7% Sadness @

e i Noaaep>KnBaemble A3bIKW: aHITIMUCKUIA, MCMAHCKUN,

m e a L SR A apabcknin, GpaHLY3CKUIN, UTANbAHCKUIN, XUHAN, AMOHCKUIA,

oonge  Suror Wi At 0 Keyfames NOPTYrasbCKUN, YNPOLLEHHbIN KUTaUCKMN, KOPENCKUN U
g ‘ ' PYCCKUMN.

Build 2018 Keynote Build 2018 Keynote Build 2018 Keynote - Second Build 2018 Keynote
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