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Positive Technologies




KopoTko 060 MHe
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OkoHumn MockoBcknmn focynapCTBEHHbIN
YHuBepcuTeT, B UHPOPMALMOHHOM 6e30MaCHOCTU C
1999 r..MNMocnepHne 13 net pabotato B Positive
Technologies, npeancraenso KOMMaHMIO B
skcnepTHbIX rpynnax GCTIK, DCh, baHka Poccmnn

AKTUBHO KOHCYNbTUPYHO KOner B NpopuabHbIX
Telegram-kaHanax:
o «KWUWM 187-®3» (https://t.me/KII187F7)

« «Bce ®3» (https://t.me/vseF7Z)
« «WNb B ®uHcekTope» (https://t.me/FinSecurity)



https://t.me/KII187FZ
https://t.me/vseFZ
https://t.me/FinSecurity

[lepBbIM noaxon K cHapsaay




MHLI,I/I,EI,GHT Ha 12:00 - Bknrounnumcb cnpeHbl
NOKaNbHOM cucteMbl onoseweHna o HC

XNMMUNYHECKOM 12:30 - OTBeTCTBEHHbIN MO

rpakgaHckon obopoHe coobuimn, 4To
NMPpOnN3BOACTBE BKJIIOYEHME CMPEH BbINO

CaMOMPOU3BOJIbHbIM

MHUMOEHT Unun HeT?
e o Ecnv MHUMAOEHT, TO YTO Aenaem?




TNUNYHBIE  He 3HaeM 3apaHee, cuMTaTh N
coObITUE MHUMOEHTOM
OLUMOKNU * He 3HaeM 06beKT, Ha KOTOPOM
MPOM30LLIO CODbITUE
* He 3HaeM, K YeMy MOXeT NpMnBeCTH
cobbiTHE
* He nmeeM rotoBoro njaHa AenucTBUM




HeponycTtumMble COObITUS

BbinonHsaeT Bce cBon BbinonHaeT ceoun He BbINOMHSAET cBOMU
BCEIOA ECTb doyHKLNU dyHKLMM YaCTUYHO doyHKUMK
COBbITUA, KOTOPBIE
HEOOIMYCTUMbI ]
OJTA NMPEONPUATUA \‘ ]

genawouwme HeBO3MOXHbIM
AOCTUXKEeHMe onepaunOHHbIX U
cTpaTernyecknx uenemn nnu
npusoasLLne K AfIUTeNIbHOMY
HapyLeHWU ero OCHOBHOW

HT
HIRS

AeATeNnbHOCTMU,
B TOM Yucne B pe3ynbrate O0MyCTUMbIN 3Ha4nTenNbHbIN yepO HedonycTumbin yuepo
Kubepartak yep6
NYBINYHBLIE CYOEBHbIE CPblB KOHTPAKTHbIX OCTAHOBKA
@ PA3B/PATEJIbCTBA L_I\j OBASATEJIbCTB {‘ci)} MPON3BOLACTBEHHDbIX
MPOLIECCOB
o0 ©
KPYTTHbIE MOTEPA
®MHAHCOBGLIE _/\' 0O PbIHKA
NMOTEPKU




06.05.2021 — obHapyxeHa

noao3puTenbHas akTMUBHOCTb — |
07.05.2021 — konnanc IT-

MH(PaACTPYKTYpPbI, OCTaHOBJIEHA

npokKa4vyka HedpTenpoayKToB

08.05.2021 — ynnayeH BbIKyn 0D S~ / You need pay now, or
12.05.2021 — BO30OHOBNEHME paboTbI — 8 ' - ' 190363 BTC (+10%) - 22537751 XMR
TpybonpoBoaa ' after doubled.
1 I{m}mm 380.725 BTC (+10%) - 45075.501 XMR
Kor,qa UHUUAOCHT npousowen, = i - After payment we will provide you universal
pearmpoBaTb yXe nNo3gHo! g 5
= Tk .
T Linden,
wilita. A *',3 @0 SN CE Us New Jersey
. ! ]
. f ’ ’2 ‘g ‘\ | —95
B ! i | ks Greensboro
o l 'i Ca
[ B Charlotte
| £\ Atlanta Spartanburgh
| 8 Meridian

_— Houston, 200km

Texas :
Google 200 miles




HanaaeHue

3alKnTa

"CBOEBpPEMEHHO” - 3TO...

PumHaNnbHAA aTaka
1-24 yaca

[TpOHUKHOBEHMUE
2 Hegenu - mecsu, Bbibop ueneun n

Bbibop uenen n 5
P L, 3axsaT nnaugapma VHCTPYMEHTOB N1 BTOPOU

Pa3BegkKa
, MHCTPYMEHTOB 0-2 MecaLa cTaamm
1-2 mecAaua 0-6 mecAaues 0-6 mecaues

Mornn obHapyXmnTb, HO He 0b6HapyXnau

HeT BUAMMBIX NposA BﬂeHMV/ / HeT BMAMMBbIX NpOABAEHU

Yb6biBaHME BO3MOXKHOCTU OOHapYKeHMUS

O6Hapy>Kvuw|, HO HE CMOTI/1N NomMmeLllaTb



BTopoun nogxon K cHapsaay




JTanbl 1. lNpu3HaTth cylecTtBoBaHMeE

npoodnembl
2. JlokanusoBaTtb npobnemy
3. BbIACHUTB, YTO NpOU30OLWWIO
4. YcTtpaHuTb npobnemy
5. Nevermore!

pDearnpoBaHuS
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TMHML{HHe  He 3HaeM 3apaHee, 3a YeM
HabNaoaTb

OLWMOKMU * He 3HaeM 3apaHee, Kak bygem
M30/IMPOBATb 30HY NOpPAXeHUS
 He uMeeM pa3BepHYTbIX
MHCTPYMEHTOB
 He uMeeM rotoBoro nnaaHa AenCcTBUM




ObbekTbl, 3@ KOTOPbIMKU HabNOgaEM

VLAN O, (.

APM
KasHauencrsa

APM COTPYAHWKOB:

(10.0:
a (104 3

APM
pyKoBOAUTENA
Ka3Hayeuncrsea

APM pykosogurens:

e (10.0 9B

APM
duHaHcosoro

AVPeKTopa

APM aupekropa:

10 OB

APM
Byxrantepum

Cue Hap1uu UCNONB3IOBAHMA CUCTEMDI!

V' TNOAKNICHEHUE K LUENEBBIM CUCTEMAM
(1C, katanor obmeHa, BaHK-KNueHTbI)
C MCNONB30OBaHWEM CETEBOro A40CTyNa
¥ NPUBMNEruM COTPYAHMKA
KasHavyeucTea

CueHap1M UCNONB30BAHUA CUCTEMDI:

V' MNogrnyeHne K ueneebim cuctemam (1C, 6ank-
KAUEHTBI) C UCNONb3OBaHUEM CETEBOro 4ocTyna
¥ NPUBMNErUIA PYKOBOAUTENA Ka3HaYencTea

v OTNpaBKa NOXHbIX PACNOPAKEHUIA OT UMEHN
PYKOBOAWTENA Ka3HAYENMCTBA C ero KoMNbioTepa

CueHapuu UCNONb3OBAHUA CUCTEMDBI:

v' NopknioueHue K uenesbim cucremam (1C,
KaTanor obmeHa, 6aHK-KNMEeHTbI) €
MCNONB30BaHMEM CETEBOrO AOCTYNA U
npusunernin GUHaHCOBOro AMpPeKTopa

v OTNpaBKa NOMHbLIX PACNOPAKEHUN OT UMEHM
$MHAHCOBOrO AMPEKTOPA C €ro KOMNbITEPa

quuapuu HMCNONb30BAHMA CUCTEMDI!

v TMogKkNYeHNe K LeNesbim CUcTeMam
(1C, katanor obmeHa, 6aHK-KAUEHTDI) €
MCNONB3OBAHMEM CETEBOro AOCTYNa U

1C 1C
Beb-npunoxenuns

Cepsepel 1C:
d&z.ptsecurity.ru (10.10
d”.ptsecurity.ru (10.10¢

Confluence
Beb-npunoxkeHue
(kopnopatusHas Wiki)

Cepsep Confluense:
10. 10808

Cnocobbi peanusaymm yrpos:

v' Co3gaHue N0XHOM 33aABKH

Ccyea (MSSQL) v MNogMeHa peKBU3MTOB

KOHTpareHTa
v Co3paHue NOXHOro
KOHTparexTa

CueHap1u UCNONB30OBAHUA CUCTEMDBI:

v Monyuerue nHdopmaumm o npoyeccax,
agpecax v yHeTHbIX 3anucax ana
PEeanu3auum aTak Ha uenesoie u
KNKOMEBbIE CUCTEMBI

CyeHapum UCNONb3OBAHUA CUCTEMDI:

Be6-npunoxenna = CYB[ (MSSQL) | ¥ Monyuenue undopmaumu us

1C 1C
(recrosbiit) (konua)
Cepsep 1C paspaboryukos
deviED1 (10.1035M8)
1C B

(pesepsHbie kKonuu)

Cepsep pesepsHOro Konuposaiuna 1C

de1-bhgnye (10. 1640

Konuu 6asbl ganHeix 1C

v" OTpaboTKa arak Ha TeCTOBOM
cepsepe nepeg aTakom uenesom
cucremsl (1C)

CI.‘Q HapUM UCNONb3OBaAHMUA CHCTEMDbI:

v TMonyyeHue nrdopmaumm ns Konmuu
6azbl gaHHbIX 1C

Cnocobbl peanusaymm yrpos:

Katanor obmeHa naatexHbimm AOKYMEHTaMK

\\ptsecurity.ru’,

\\ptsecurity.ru\pt’

®aiinosbii cepeep:

deaieass (101000000

KoHTponneps! gomeHa
PTSECURITY

Cepsepsi Domain Controller:

1004888 10.0 SN
10.10 SN 10. 10HNEENS

Cepsepbl KopnopaTUBHOM
3NEKTPOHHOWN NOYTLI
Exchange

Cepsepbl Exchange Mailbox:
mail.ptsecurity.com (10.104

1(10.10 S
2 (10.10 SRS
3 (10.10 N0
4 (10.10. NS
5 (10. 10 568

v' MNoamera dpamna
NNATeXHOro AOKYMEHTa

v NoameHa AaHHbIX B
danne nnartexHoro
AOKYMeHTa

Cq. HapWU¥ UCNONB3OBAHUA CUCTEMDbI:

v TNonyyerne AoCTyNa K KAKHMEBBIM M LenesbiM
cucTemam (M ApYrMM KOMNbIOTEPam U
Cepeepam) ¢ MakCMManbHbIMM NPUBUAETUAMM
8 QOMEHE

Cq. HapMHX UCNONB30OBAHKUA CUCTEMDbI!

v lNposeaeHWe aTak Ha COTPYAHMKOB C
MCNONB30BAHUEM METOA0E COLUMANbHO M
nHxeHepuu (business email compromise)



Reconnaissance 5 Reslource : Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection Cor‘r&matndland Exfiltration Impact
evelopmen ontro|
10 techniques 7 techniques 9 techniques 12 techniques 19 techniques 13 techniques 39 techniques 15 techniques 27 techniques 9 techniques 17 techniques 16 techniques 9 techniques 13 techniques
Active Scanning Acquire Drive-by Compromise Command and Scripting Account Abuse Elevation Abuse Elevation Control Brute Force (4 Account Discovery (4 Exploitation of Archive Collected Application Layer Automated Account Access

Gather Victim Host
Information (4

Infrastructure ()

Gather Victim Identity
Information (s

Compromise
Accounts (g

Gather Victim Network
Information ()

Compromise
Infrastructure

Develop Capabilities (4

Gather Victim Org
Information (4

Establish Accounts 5

Phishing for Information (5

Obtain Capabilities (,

Exploit Public-Facing
Application

External Remote
Services

Hardware Additions

Phishing 5

Replication Through
Removable Media

Search Closed Sources ()

Stage Capabilities (5

Search Open Technical
Databases (5

Search Open
Websites/Domains (2

Search Victim-Owned
Websites

Supply Chain
Compromise (3

Interpreter (g

Manipulation (4

Control Mechanism (4)

Mechanism ()

Container Administration
Command

Deploy Container

Exploitation for Client
Execution

Inter-Process
Communication (3

Native API
‘Sched uled Task/Job (7 n

Trusted Relationship

Valid Accounts (4

Shared Modules

Software Deployment
Tools

System Services ()

BITS Jobs

Boot or Logon
Autostart
Execution (14

Boot or Logon
Initialization Scripts (s

Browser Extensions

Compromise Client
Software Binary

Create Account (3

Access Token
Manipulation (s

Access Token
Manipulation (5

Boot or Logon
Autostart
Execution (14)

Boot or Logon
Initialization Scripts (s)

Create or Modify
System Process 4

Domain Policy
Modification ()

Create or Modify
System Process (4

Event Triggered
Execution (15

User Execution (5

Windows Management
Instrumentation

CobbIiTHg, 33

KOTOPbIMU

HaONnwaoaem

External Remote
Services

Hijack Execution
Flow (11)

Implant Internal Image

Modify Authentication
Process (4

Office Application
Startup ()

Pre-0S Boot (5

Scheduled
Task/Job (7

Server Software
Component (z

Traffic Signaling (1)

Valid Accounts (4

Escape to Host

BITS Jobs
Build Image on Host

Deobfuscate/Decode Files or
Information

Deploy Container

Direct Volume Access

Domain Policy Modification (5

Execution Guardrails (1

Event Triggered
Execution (15

Exploitation for
Privilege Escalation

Exploitation for Defense
Evasion

Credentials from
Password Stores (s

Exploitation for
Credential Access

Forced
Authentication

Forge Web
Credentials ()

Input Capture (4

Man-in-the-Middle (3

Modify
Authentication
Process (4)

Network Sniffing

File and Directory
Permissions Modification ()

OS Credential
Dumping (g)

Hijack Execution
Flow ()

Process Injection 17y

Scheduled
Task/Job (7

Hide Artifacts (7

Hijack Execution Flow 4y

Impair Defenses (7

Indicator Removal on Host (5

Valid Accounts 4

Indirect Command Execution

Masquerading (s

Modify Authentication
Process (4)

Modify Cloud Compute
Infrastructure (4

Modify Registry

Modify System Image (,)

Network Boundary Bridging ()

Obfuscated Files or
Information (s,

Pre-OS Boot (5

Process Injection ;4)

Rogue Domain Controller

Rootkit

Signed Binary Proxy
Execution (17)

Signed Script Proxy
Execution 1)

Subvert Trust Controls

Template Injection

Traffic Signaling (1)

Trusted Developer Utilities
Proxy Execution ()

Unused/Unsupported Cloud
Regions

Use Alternate Authentication
Material (4)

Valid Accounts 4

Virtualization/Sandbox
Evasion (3

Weaken Encryption (5

XSL Script Processing

Steal Application
Access Token

Application Window Discovery
Browser Bookmark Discovery

Cloud Infrastructure
Discovery

Cloud Service Dashboard
Cloud Service Discovery

Container and Resource
Discovery

Domain Trust Discovery
File and Directory Discovery
Network Service Scanning
Network Share Discovery
Netwaork Sniffing

Password Policy Discovery

Peripheral Device Discovery

Steal or Forge
Kerberos Tickets (4

Permission Groups
Discovery (3

Steal Web Session
Cookie

Two-Factor
Authentication
Interception

Process Discovery
Query Registry

Remote System Discovery

Unsecured

Software Discovery (1

Credentials (7

System Information Discovery

System Location Discovery

System Network
Configuration Discovery (4

System Network Connections
Discovery

System Owner/User
Discovery

System Service Discovery

System Time Discovery

Virtualization/Sandbox
Evasion (3

Remote Services

Internal
Spearphishing

Lateral Tool Transfer

Remote Service
Session Hijacking ()

Remote Services

Replication Through
Removable Media

Software Deployment
Tools

Taint Shared Content

Use Alternate
Authentication
Material (4)

Data (3)

Protocol (4

Exfiltration (1 Removal

Audio Capture
Automated Collection
Clipboard Data

Data from Cloud
Storage Object

Data from
Configuration
Repository ()

Data from Information
Repositories (z)

Data from Local
System

Data from Network
Shared Drive

Data from Removable
Media

Data Staged (2

Communication
Through Removable
Media

Data Encoding (3

Data Obfuscation (3

Dynamic Resolution (5

Data Transfer Size Data Destruction

Limits

Data Encrypted for

Exfiltration Over Impact
Alternative
Protocol (3 Data Manipulation (3

Exfiltration Over C2

Defacement 5
Channel

Encrypted Channel (5,

Fallback Channels
Ingress Tool Transfer
Multi-Stage Channels

Non-Application Layer
Protocol

Non-Standard Port

Protocol Tunneling

Proxy ()

Email Collection (g

Input Capture 4

Man in the Browser

Man-in-the-Middle (3

Screen Capture

Video Capture

Remote Access
Software

Traffic Signaling ()

Web Service (3

Mbl pearmpyem He Ha MHUMNOEHTbI
Mbl pearmpyem Ha U3BECTHble HaM CNOCODbbI

BO34EMNCTBMUA HAPYLUMNTE/ISA Ha LENEeBbIE N K/IHOYEBDIE
06BbeKTbI

- Disk Wipe (3
Exfiltration Over

Other Network
Medium (3

Endpoint Denial of
Service (4)

Exfiltration Over

Firmware Corruption
Physical Medium ;)

- Inhibit System Recovery
Exfiltration Over
Web Service ()

Network Denial of

Service )

Scheduled Transfer

Resource Hijacking
Transfer Data to
Cloud Account Service Stop
stem
Shutdown/Reboot



MHCTPYMEHTDI + SIEM
 CMDB (ecnu atoro He yMeeT SIEM)

pedarmpoBaHNA * AHanusatopsbl Tpaduka
« WAF
e [lecoyHuMUDbI
* basbl 3HaHUN




[1naH « Kakwue cobblITus HeponyCcTuMb?

» Kakue o0bekTbl ABNAKOTCS LEeNeBbiMU
pedarmpoBaHNA N KNOYEBbIMU?

o Kakune 0encTBms HapywmTens c
3TUMN 0ObEKTAMU HYXKHO
OOHapyXnBaTb?

* YeM U KaK 3TN OenCTBuUS
OOHapyXnBaTb?

* YT0 penatb Npu oOHapyXeHUN?
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UTO B utore




Pearu pOBaHuUe * Hy)HO 3HaTb NOTpebHOCTU BM3HEeCa
* HyY>XHO 3HaTb NpMEMbI HapYLLIUTENS

HAd MHUWOEHTDbI * Hy>XXHO CTaBUTb Mo COMHEHue
COOCTBEHHYIO 3aLLUMLLLEEHHOCTb
vs. b e Hy)eH MHCTPYMEHTapUiL, He

npenycMoTpeHHbI HOPMATUBHbIMMU
TpeboBaHMSAMMU




|OTOB OTBEeTUTb
Ha BalUM BONPOCHI

E-mail Telegram KOA
malotavr@gmail.com @malotavr MHqJOPMALLMOHHOVl
BE3ONACHOCTH




