UUCKUMA

A ‘)'KCGTEBOFI akpaH UKC

M1 MCMONIb30BaHUA B Ballle KOPNopaTUBHOM



MHTepHeT KoHTposib CepBep
Pewaem Bawuun KopnopaTtmBHble UT-3aaa4um ¢ 2003 roga

19 neT Ha pblHKE TEXHONIOTMM, MEXAYHApOAHaA NapTHEPCKas CeTb
Q [porpaMMHOe obecrneyeHue BKAYeHo B Peectp poccumckoro MO ans 3BM n b
‘ bonee 14 000 KAMEHTOB M3 roCygapCTBEHHOIO U BU3HEC CeKTopa

NHTerpauma c peweHnamu Jlabopatopum Kacnepckoro

Q PacliMpeHHas pycCcKoA3blYHas TexnoaaepKa



3awmTa ceTH: MexkcetTeBon 3KkpaH, IDS/IPS, aHTUBMpYCHI,
yTUIMTa aBTOpM3aumm Xauth

" KoHTponb aocTtyna: aBTopusaums (B T.4. MO CMC M 3BOHKY),

o6beanHeHue duananos

VPN: remote access VPN, site-to-site, OpenVPN, SSTP,
WireGuard, GRE over IPSec

MpoKcu-cepBep: K3LLIMPOBaHUE 3anpoCoB, NpaBuaa JocTyna

. CyeTuMK TpadMKa: HarnsaHblE OTYETbI + COBCTBEHHbIN
 KOHCTpPYKTOp

IP-TenedoHUA: ronocoBoe MeHI0, NepeHanpas/ieHUs,
KOH(epeHLMH

' KOHTeHT-MNbTP: CO6CTBEHHbIE KaTeropum Tpadmka Garnet,
/ 3anpeT Cn1ckoB MMHIOCTA, 6/10KMPOBAHME NPUNOKEHMM

MouToBbIN cepBep: WKdpoBaHUE, PMAbTPDI, 3allMTa OT Cnama

MHTEPHET
KOHTPOJ1b
CEPBEP

Bo3amoxkHocTtn UKC
NNA Ballen
KOpPNOpaTMBHOM CETH



MHTEPHET
KOHTPOJ1b
CEPBEP

Keuc Ne1. BBoagHble AaHHble
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. Cdepa: po3HMYHAA TOpro.as > OTcytcTBME 3aWMTbI CETH

- PacnpegeneHHaa MHPpaCcTpyKTypa > CTaumoHapHas TenedoHus



Keric Ne1. BHeapeHue UKC G

3awmTa
==  Mcnonb3oBaHne MKC B KayecTBe MeXCeTeBOro 3KkpaHa

@ KoHTposib

' ABTOpM3aUMA nosib3oBaTenen yepes yTuauTy Xauth

[I:] IP-TenepoHus

2 OCHOBHbIX HOMEDPa TeflerOHa C nogKkjio4yeHnem ,D,O6aBO‘-IHbIX

CtonmocTb npoekTa: 30 000 py6.
DKOHOMMSA Ha aBOHEHTCKOM naTe

EavHoe UT-pelueHne anAa Bcero Kommnsekca 3agad



Keuc Ne2. BBoaHble AaHHble

. Cdepa: ontoBas u

PO3HNYHAA TOProBJiA

> OTCyTCTBME CUCTEMHOIO

noaxoaa K 6e30rnacHoCTH

- OTcyTCTBME eaMHOM

KOpnopaTMBHOM CETH
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<— TonoBHOII ogiic
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MHTEPHET
KOHTPOJ1b
CEPBEP

Kenc Ne2. BHeapeHne UKC

3almTa
==  [lpoKcH, MeXKceTeBOM 3KpaH, CMCTEMa NpeAoTBpaLLEHMA BTOPXKEHMM Suricata

O OpenVPN
KOHTpOJ‘Ib dKTUBHbIX I'IO,D,KHPO‘-IGHMIZ, 3adlyCKa€MblIX MOJ1Ib30BaTEJ/IEM I'IpMJ'IO)KGHMﬁ

O6beagmMHeHME dbunmanos B eAMHYIO CETb
MikroTik + UHTepHeT KoHTponb Cepeep yepe3 GRE-TyHHeNb

|ﬁ - FTP-cepsep
' Bbe3onacHbIM M LEeHTpa/IM30BaHHbIM C60p AaHHbIX

CtomnmocTb npoekTa: 40 000 py6.
[lepeBo COTPYAHMKOB Ha YAaJsIEHHYO paboTy

NHTerpauma UKC co cTOpoHHUM 060pyaoBaHMEM



MHTEPHET
KOHTPOJ/Ib
CEPBEP

[Mpenmywectea NKC

Alemo-nepuoa
TeCTUpPOBaHUA Bce B 0g4HOM
MonHodyHKUMOHaNbHaA TeXHM‘-IeCKaFI o
bonble pyHKUMU Ans
BEPCHUA AOCTYIMHa
NOAAEPMKA | e
JIM4HbIN KabuHeT, AONOJNHNTE/IBHBIX

UHAMBUAYA/bHbIE cepsncon

TEXHUYECKHNE CECCUMUN,

CobcTBEHHbIe basa 3HaHMi, 5
pa3p360TKM BUE0YPOKK, BEOMHAPDI Poccumckoe
Garnet Web Filter - mogynb pel.l.leHMG

KaTeropusaumm Tpaduka,
YyTUUTA aBTOPM3aLUH
nosb3oBatesnen Xauth,

MHTErpauma C pelleHnamMH

JlabopaTtopmun Kacnepckoro

BksitoueH B Peectp
poccumckoro MO ans
2BM v B/



Tectpyute 6ecnnatHo 35 aAHen

xserver.a-real.ru/#sect-download

Bo BpemMa TecTMpoBaHMsA AEUCTBYET NPUOPUTETHAA TEXNOAAEPHKKA

Bxogp, B Be6-uHTEpdeic

[TocMoTpHTE MHTEpdENC A0 YCTAaHOBKMU

demo.a-real.ru

JNlorux

B neMo-BepcuM HAaCTPOUKM HE COXPaHAITCH


https://demo.a-real.ru/
https://xserver.a-real.ru/#download

Xserver.a-re

l Otaen npoaax :

A TEXIHOITONUC ncel

Kozada scé pabomaem!

+7 342 214-93-00
tp@tppm.ru

tppm.ru



https://xserver.a-real.ru/support/feedback.php?utm_source=email&&utm_medium=compred&&utm_campaign=main_preza&&utm_term=support
https://t.me/xserver_support_bot

