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MpencraBnsemM BalleMy BHUMaHWIO 00Na4HbIv MHTENNeKTyanbHbIN MHTePaKTUBHbBIN
aHanm3atop nofo3puTenbHbIx 06bekToB Dr.Web vxCube, kKoTopbIil No3BonserT:
MPOBEPUTH OHJAH JIIOOOM COMHUTENbHBIV Pan Ha BPeAOHOCHOCTb
cchopMUMpOBaTh OTHET C TpebyeMbIMUM [loKa3aTenbCTBaMm
oTnpaBuTb AaHHble B SOC/SIEM.
[lns BXxofa B CEPBWC 1 OTMPaBKM NOA03PUTENBHOrO 0ObeKTa Ha aHanm3 TpebyeTcs Tonbko Opay3sep.

ViccnepoBatens MOXeT yaaneHHo — vepes uHTepdenc Dr.Web vxCube — HabniopaTh 3a XoOAoM aHanv3sa v aaxe BnvsTb Ha
€ro xof, NOAKIOYMBLLNCG K aHanm3aTtopy Yepe3 VNC (Virtual Network Computing) ans y4actis B npoLiecce nccrenoBaHus.

B cnyvae onpepeneHus yrpo3bl Dr.Web vxCube no3BonsieT MrHOBEHHO MONY4UTh NPOTMBOSAME B BUAE CrieLanbHou cOopkim
yTnnuTbl Dr.Web Curelt! ans neveHus Ballen CMcTeMbl — paHblLe, YeM C NPOoBIeMort CMOryT CMPaBUTbCS YCTaHOBREHHbIE
y Bac cpencTsa 3alwmtbl. Dr.Web Curelt! cnocobHa paboTaTb 6e3 ycTaHOBKM Aaxe Npun Hanu4um Apyroro aHTMBMpyca.

Dr.Web vxCube:

yOaneHHo aHanM3npyeT oObEKT B Cpefle, COOTBETCTBYIOLLEN MMEHHO Balllen CUTyaLmu;
no3BosseT HabnoLaTh 3@ NPOLLECCOM aHanm3a;

BOCMPOV3BOAUT eMNCTBUS NOLO3PUTENBHOrO 0ObeKTa NS ero UCCeloBaHuS,
NpefoCTaBNsAET OTHET O NPOBEeEHHOM aHanm3e C HeoOXOAMMbIMUN AAHHBIMU;
aHanumpyert nerntnmMHoe MO Ha Hanu4me 3aknagok;

0bBHapy>XMBaET 3arpy3ky BPeLOHOCHOIO KOA3;

3KCnopTupyeT gaHHble ansa SOC u SIEM.

Dr.Web vxCube:

pa3bepeT AOCKOHANbHO, YTO MOXET HaTBOPWUTL Ha Ballem MK yrposa Hynesoro 4aca (0-hour threat) — Bbl yBUAMTE 3TO
ellle 0 TOro, Kak OHa HaYHET [eNCTBOBATh B peanibHOCTH;

MOKa>KeT, KakoBbl MOTYT ObITb MOCNIEACTBIS TMMOTETUHECKOWN aTakW Ha Ballle NPeanpusaTue;
NpoaHanM3mpyeT, 4TO UMEeHHO COOMPanNCh AeNaTh 3M0YMbILLEHHWKM B Ballen CeTu.

MpencraBnsem Balwemy BHUMaHWIO 00NaYqHbIN MHTENNEeKTYanbHbIM MHTEPAKTVBHbIN aHaNM3aTop NoL03pUTENbHbIX 0OBEKTOB
Dr.Web vxCube, KoTopbIi1 N0O3BONSET NPOBEPUTL OHNAMH 00OV COMHUTENbHBIA (an Ha BPeLOHOCHOCTb.
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[ns BXoAa B CEPBUC M OTMPABKM NOO03PUTENBHOrO 06BbEKTa Ha aHann3 TpebyeTcs TonbKo bpaysep. MccnegoBaTens MoOXeT
yoaneHHo — Yepes nHTepdeinc Dr.Web vxCube — HabniogaTh 3a X040M aHanusa v faxe BAUATb Ha €ro Xof, NOAKIII0HMB-
Wwnck K aHanmsatopy Yepes VNC (Virtual Network Computing) ans y4actvs B npouecce MccneaoBaHus.

Yto noJly4ymT Nnonb3oBaTteslb cepBMca?

= 3anuce pabo4ero cTona BMpPTyanbHON MaLlWHbI C aHanM3npyembiM (aninom

= OueHKy BPeLOHOCHOCTU

= CneumanbHyio coopky Dr.Web Curelt!

= (CB#A3K aHanM3npyemoro arna

= CrMCoK M3MEHeHUI B CUCTEME, BKJTKOHAs 3aMnCh B 3IEMEHTbI aBTO3arycka, CrMCOK (halfioBbIX 1 CETEBLIX OMepaLLmm
= [lamnbl CO3aHHbIX PanoB, onepaTMBHOW NaMSTH, CETEBLIX NAKETOB

= XypHan Bcex Bbi3oBoB WInAPI

= KOHTpOnbHble CyMMbl UCCeayeMoro danna

" y,D,O6HbIe BO3MOXHOCTUN NMHTErpaunm H€O6XO,£I,I/IMbIMl/I cepBmcCamm

MoapobHee o Dr.Web vxCube: https://www.drweb.ru/vxcube

= becnnatHo, Ha 10 gHen, ansa npoeepku 10 (annos. = 3anaBKa Ha NOKYMKY OTNpasfseTcsa Yepes popMy 3anpoca
= 3anpoc gemo: hitps:/ /download.drweb.ru/vxcube NOAAEPXKKN, Tema [Tokyrka: https://support.drweb.ru

Mcnonb3osanume Dr.Web vxCube perynupyetcs JIVLEeH3V0HHBIM COrallieHienm, KOTOPOe NpefyCMaTpyBaeT OTBETCTBEHHOCTb
3a eNCTBUS, He COrNacoBaHHble C KoMMaHuen «lokTtop Beb».
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