PocTtenekom
Conap

HoBble peanuu: aHanMUTNKa, KEUchI
n pekomeHgauum ot Solar JSOC

CraHucnas JlykbSiHEHKO
[OnpekTop no paboTte ¢ 3akas3ymKkamu
komnaHum "Poctenekom-Conap”



Cutyaumna cerogHs

90% komMnaHun, HaxoOALWMXCS NOoL4 3aLNTOon
«Poctenekom-Conap» ot DDoS-artak, exegHeBHO
NOABEPraloTCs HanageHaIM LWMPOKOBeLLaTeIbHbIM
DDoS ¢ ncnonbsosaHnem npenmMyLLEeCTBEHHO
3arpaHn4HbiX 60THETOB

3a atakamMu B OCHOBHOM cT1o4aT APT-1n
nponpaBUTENbCTBEHHbIE FPYNNUPOBKU. HO 1 MeHee
KBanMPuUMPOBaHHbIE 3NTOYMbILLNIEHHNKN HE OPEMITIOT.

NMponpasutenbcTBEHHbIE FPYNMUPOBKN MNOBbLICUN
DDoS-araku — cBoero poga abiMmoBas 3aBeca. aKTVBHOCTb B YaCT/ MPOHUKHOBEHUA
HenpunaTHO, HO HE CMepPTENbHO n sakpenneHus B o6bekTax KN n komnanumsx
roccektopa Ha tepputopumn PO

MaccoBble aTtaku Ha Beb6-pecypchl: gedenc yepes

B3/IOM CYETYUKOB U 6aHHEpPOB. OTO HeceT "pPoMKUue 3aronoBku co CIOBOM «KubepaTtaka» —
PENyTaLUMOHHbIA YPOH, HO NPAMOro B3NOMa CanToB B OONbLUMHCTBE ClyYaeB Nllb MaHUNyNsaums ¢akTamm
N yTeyek NepCoHanbHbIX JaHHbIX C FOCY0apPCTBEHHbIX W aKT 3anyrnBaHus

PECYPCOB He NPOUCXoauT

YcnewHbix knbepaTtak ¢ peasnbHbIM ywepbom
Heobpatnmoe wmndpoBaHme gaHHbIX cpeamn knueHtoB Solar JSOC Ha TeKywmmn MOMEHT

663 BO3MOXHOCTMU BbiKyna He BbIABNI€HO
t Poctenekom
Conap




[OunHamuka 3a ¢peBpanb-mapTt 2022 roga

PocCT uncna Bcex TUMOB aTak No OTpaciaM (akTUBHblE 3apaxeHns MHPPacTpyKTyp)

+4,7% +10,6%  +15,4% +16,2% +16,5% +18,8%

v v v v v v

O6pasoBaHune Tenekom 34paBoOXpaHeHne ToK PrHaHChbI [MIPOMBIWINEHHOCTb

CpeaHuin nokasaTenb pocTa aTak
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OuHamuka no C3PO 3a pespanb-mapTt 2022r.

PocCT uncna Bcex TUMOB aTak No OTpaciaM (akTUBHblE 3apaxeHns MHPPacTpyKTyp)

+21% +15% +20% +19% +11% +18%

v v v v v v

[foccekTop DuHaHChbI 30paBOOXpaHeHne [IPOMbILLNEHHOCTb [nwesas TOK
NPOMbILLNEHHOCTb

CpeaHuin nokasaTenb pocTa aTak

t Poctenekom
Conap




KnioyeBble ¢akTOpbl NOCNEegHUX neT

O3

[lepexon Ha yaaneHHyto paboTy

B CBA3M C naHAeMMUEN cTan
TPEHUPOBOYHOM MJioWwagKon

AN 06KaTKU HOBbIX peLleHnn

N CTUMYJIOM A1 BEKTOpa

Ha NOBbIWEHNE 3aLMLLEHHOCTHU

B MHOOPMALIMOHHOM NPOCTPaHCTBE

PeaynbTatbl 6bICTpOro passutus UT:
*  «cblpoe» MO Ha pbiHKe
*  MNOSIBIEHNE HOBbIX PUCKOB U Yrpo3

02

dopmmpoBaHME npuopuTeTa

Ha BbINOJZIHEHME roc3akas3oB B Poccuum
— OAVH N3 31IEMEHTOB U pPOoBM3aLnn
3KOHOMMUKMU

Cnepncreue MMPOBOIo
3KOHOMMYECKOro Kpunanca:

° CcTarHauus pbiHKa

° POCT LEeH Ha KOHeYHble MPOoayKThl

t Poctenekom
Conap




B kakom coctossHum UT-pbiHoK Bowen B 2022 rop

PocT poccunckoro poiHka b, ysennueHue
o0aXeTnpoBaHna JaHHoOM coepbl

PasButne UT-undppactpyktypbl

KaK Ba)XHeMLlero oéecnevymsBalollero
anemMmeHTa 6usHeca, NO3BONSIOLLEIO
chopmMmnpoBaTb LENOCTHYIO 3KOCUCTEMY,
CMOCO6HYI0 NPOTUBOCTOSATH HOBbIM YrpPO3am

OcosHaHHasa umppoBusaumsa 6nsHeca

C BO3pocwnMmn 3a nocnenHme gBa roga
TeMmnamm

PocT TexHonorm4yeckon 3awmI,eHHOCTH
PAa3MNYHbIX CEKTOPOB 3KOHOMMWKM, BKIIOYas
rocyaapCTBEHHbIE OpraHn3aumnm

HanaxunBaHne akcnopTta poOCCUNCKUX
UT-npoaykToB B passuBalowmecs CTpaHbl,
B TOM 4uMCNe Haxogauwmecs nod CaHKUMSaMU;
Pa3BUTME HOBbIX BEKTOPOB TEXHONOTMMYECKMX
NnapTHEPCTB




YpPOBHU 3/I0YMbILLTIEHHUKOB

MaccoBble aTaku

MpodeccmnoHanbHble aTaku

YCJTOBHAA KATEMOPUHA
HAPYLWWTENA

KnéepxynuraH/
OHTy3nacT-oguHouKa

Knéepkpumunnan/
OpraHuaoBaHHbIe rpynnupoBKu

KnéepHaeMHukun/
MponBuHYTbIE rPYNNNPOBKN

Knéepsowncka/
MponpaBnTenbCTBEHHbIE
rPynnNUpoBKn

TUMOBBbIE LIEJIA

B3nom yCTponcTts v MHPPaCcTpPyKTyp C HUSKUM
YPOBHEM 3alNTbl AN fanbHeunwen nepenponaxm
NN NCMOMb30OBaHMA B MAaCCOBbIX atakax

XynnraHcTBO, HapyLLeHUe LEeNOCTHOCTH
NHPPaCTPYKTYpbI

[NprnoputeTHas MOHeTM3auns ataku — WndpoBaHme,
ManHUWHT, BbIBOJ, AEHEXHbIX CpeacTB

HaueneHHOCTb Ha 3aka3Hble paboTbl — c6op nHbopmaumu,
LNMOHAaX B MHTepecax KOHKYPEHTOB, NocneaytoLwas KpynHas
MOHETN3aLNSA, XaKTUBN3M, OECTPYKTUBHbIE OENCTBUS

KnbepwnnoHax, nonHbiv 3axBaT MHGPACTPYKTYpPbI
A5 BO3MOXHOCTM KOHTPONSA 1 MPUMEHEHNS MOObIX
OENCTBUN N MOAXOO0B, XaKTUBU3M

BO3MO>XHOCTUN HAPYLUWUTENA

ABTOMaTU3NPOBAHHOE
CKaHupoBaHue

OdunumanbHbie 1 OpeN-source-NHCTPYMEHTbI
ANS aHanM3a 3almLWLEHHOCTY

KacTomMunanpoBaHHbIE€ MHCTPYMEHTbI, AOCTYMNHOE
BpepoHocHoe [0 (nprnobpeTeHune, obdyckaumns nnu
pa3paboTka), LOCTYMHbIE YA3BUMOCTU, COLNHXUHUPUHT

CamocTosTenbHO pa3paboTaHHbIE MHCTPYMEHTHI,
npnobpeTeHHble zero-day-ysa3sumocTn 10O

CamocToaTenbHO HangeHHble zero-day-
ysazsumocTu N0 n AO, paspaboTaHHbie
N BHEOPEHHbIE «3aKnagkm»

Poctenekom
Conap




Yero xpaTb U K YEMY rOTOBUTbCA?

ATaku 6yayT YCNOXHATHCS: — / [1pOOOMXNTCSA POCT YUCNa aTaK CO CTOPOHbI

KnbepnpecTynHukn 6ygyT NCronb3oBaTh D| nponpaBnTENbCTBEHHbIX FPYNMUPOBOK

HETUMNYHbIE METOMObI N TEXHUKU — = Ha POHE «MpoLBETAHUA» NPOMbILLIEHHOIO
lnnoHaxa

Moa, NpyLLEenoM B MEPBYIO OYepeb R ATakn nponpaBnTENbCTBEHHbIX

OKaXxyTCsl rocyaapCTBEHHbIE OpraHbl -@-ﬁ rpynnupoBOK He BCeraa cpagy dyayT

BECTM K yObITKaM. OCHOBHbIM NPU3HAKOM
0EATENbHOCTN KNOGEepnpecTynHMKOB
D5-rO YPOBHS OCTaHETCH OnTeNbHOe

- SMB no-npexHemy octaetcsa chepou npucyTCTBMNE
@\ NHTEPECOB 3/I0YMbILUIEHHUKOB 3-T0 YPOBHS,

OCHOBHa4 Ues/ib KOTOPbIX -~ MOHETU3aUuund

n cyévektbl KU

npOﬂ,Oﬂ)KaTCFI aTakm € ncnoJsjibsosaHmnem

lWwndpoBanbLMKOB AN pacnpoCcTpaHeHns
[lpoooNXnNTCHa POCT aTak Yepes3 NnoapAaAYMKOB S P NaHUKU

=S
3|
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PekomeHaauuu

KOHTpOnb nepmnmeTtpa

PeryngpHoe npoBegeHne
WHBEHTapU3aLmmn BHELLHETO
nepumMeTpa

OTKNIOYEHME HENCTIONb3YEMBbIX
CEPBUCOB

Ncnonb3osaHne peweHunin

019 MOHUTOPWHIa BHYTPEHHEr O
N BHELLHEro nepumeTpa

N OTKPbITbIX UCTOYHUKOB

KOHTpOb BHYTPEHHEN ‘ ‘ Be6-npunoxeHus
MHPPACTPYKTYPbI
™~
3awuTa OT CEeTeBbIX Yrpo3 KpyrnoCyTouHbI MOHUTOPWHT
NHUNOEHTOB
3awmTa NoYThbl OT cnama, GULLIMHTA, 3awmTta ny6nmnyHbIX CEPBUCOB Ha BCEX
lWwndpoBanbLUMKOB, BpegoHocHoro 10 ypOBHSAx ceTteBoun mogenm OSl
MNpoBepka BE6-NPUNOXEHUN
OpraHuzaunst perynsapHoro aygurta Ha NpegMeT HanMuns KOMMOHEHTOB,
LOMEHHbBIX rpynn 3arpy>xaemblix C BHELUHNX PECYPCOB

Poctenekom
Conap




CepBuchl

10

KOHTpOnb nepmnmeTpa

3awmTta ot ceTeBbIX yrpo3 (UTM)

KoHTponb yassumocTten (VM)

AHanM3 3aWwnWeHHOCTH

TecTnpoBaHMe Ha MPOHNUKHOBEHNE

AHanua yrpos v BHELHeNn
obcTaHoBkK (OSINT)

AN

KOHTPOb BHYTPEHHEN
MHOPAaCTPYKTYpPbI

MOHUTOPWHTI N pearnpoBaHne Ha
NHUMAEeHTbl B pexunme 24*7 (SOC)

3aluTa KOHEYHbIX TOYEK OT
CNOXHbIX knoepatak (EDR)

AHanua ceteBoro Tpaduka (NTA)

YnpaBneHuve npoueccamm
pearnpoBaHus Ha nHUMaeHTsI (IRP)

3almTa 3MeKTPOHHOM NoYThbl (SEG)

CepBuc 3awmTbl OT NPOABUHYTbBIX
yrpos (Sandbox)

KoHcanTtuHr B 0651acTy NpoLeccos
pearnpoBaHns Ha MHUMOEHTbI

Beb-npunoxeHus

3awmnTta ot DDoS-atak (Anti-DDoS)

3awmTa Beb-npunoxerHnn (WAF)

KOHTpOMb 1 aHanns ys3BMMOCTEN C
peKkoMeHJaunaMm No Nx yCTPaHEHUIo

3awmTa nonb3oBaTtenen

3almTa anekTpoHHOM noyTbl (SEG)

YnpaBneHne HaBblkaMmu
knbepbeszonacHoOCTM (SA)

CepBucC 3awmTbl OT NPOABUHYTbIX
yrpos (Sandbox)

Poctenekom
Conap




Solar JSOC

[lepBbIv N KpynHeNLWN B POCCUN KOMMEPYECKNN LLEHTP NPOTUBOAENCTBUA KubepaTakam, 4ENCTBYIOWMN NO MOAENM
MDR (Managed Detection and Response). ObecneumBaeT 3aWwmTy KPYMNHbIX FOCYJapPCTBEHHbIX
N KOMMEPYECKMX OpraHm3aumm OT Knbepyrpos n okasbiBaeT NOMOLLb Apyrum kopnopatneHbim SOC.
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[MpepoTBpaweHune

PasBenka 1 paHHee npeaynpexaneHne ob yrposax, oLueHka
PUCKOB U yrpaBneHne ya3BMmMmoCcTaMun

BoiaBneHune

PaclmnpeHHble BO3BMOXHOCTN MOHUTOPUHIa 1 aHann3a
CcobbITUN KnbepbeaonacHocTn 24/7, npoTMBOAENCTBME
aTtakam Ha paHHeun ctaguu

PearnposaHune

OﬂepaTMBHOG TEXHNYECKOE paccnegoBaHune, nmkemngauna
NOCNeacTeum u yCTpaHeHne npmnyinH BOSHMKHOBEHUA
MHUMNOEHTOB

NocTtpoeHne SOC n KOHCaNTUHr

NMomoLb B CO30aHNM N COBEPLUEHCTBOBAHUN LIEHTPOB
ynpaBneHunsa knéepbe3onacHOCTbIO

N21

Ha pbiHke SOC
B Poccumn

250+

KMMEHTOB N3 BCEX
oTpacnen aKOHOMUKN

1OMI/IHyT

Ha OOHapyXeHune
knbepaTtakm

400+

9KCNepToB MO
KnbepbeszonacHOCTH

110+

MIIPA aHann3npyeMbIxX
COGbITUN B CYTKM

SOMI/IHyT

Ha pearnpoBaHune
N 3aWwuTy

t Poctenekom
Conap




Solar JSOC: yto HOBOTIO

JIN4HbIM KabunHeT

MOHHTOPUHI == [ E

~ MOHWTOPHHT W pearupoBasne Ha nHuugeHTs M6 (MDR)
setperweris Gummmm (v petrsees

Karucran pamafaras e nog Jacar

* WHTYUTUBHO MOHATHbIN HTEpPdENC 38 0 228

° CUCTEMbI ONMOBELWEHUN N
ynpasneHua Tuketamm

* HarnagHble oT4yeThbl O paboTe
CEPBUCOB U COCTOAHUN
NOAKNIOYEHHOW K MOHUTOPWHTIY

MHPpacTpyKType — - : o |

Poctenekom
Conap
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Solar JSOC: yto HOBOTIO

CepBuc knbeppasBeaku

npeBeHTI/IBHbIe MeTOdbl 3alLlNTbl OT
MHUMOEHTOB N CHUXEHUA KI/I6eppI/ICKOB

* MOHUTOPUHI OTKPbITbIX NCTOYHUKOB
Ha npeaomeT Hallin4vyna yrpos

° CBOEBPEMEHHas MHBEHTapM3aLnn
BHELLHWX PECYPCOB

* MOHUTOPUHI YA3SBNMbIX CEPBNCOB

° BblBNEHMNE HEQOCTATKOB B
3alNLLEHHOCTW 00 TOro, KakK
npounsonaeT UHUMOEHT

Poctenekom
Conap



OTBETbI Ha BOMPOCHI

CrtaHucnaB JlyKbSIHEHKO,

[npekTop no paboTe ¢ 3akaszymkamu
koMmnaHum "Poctenekom-Conap”

KOHTaKTbI

+7 (922) 034-43-1

s.lukyanenko@rt-solar.ru

' Poctenekom
Conap




