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HTEPHET KOHTPO/J1b CEPBEP

Me)xceTeBou skpaH pnsa SMB-cermenta '



IKAK 3akpbITb MHPOPMALIMOHHDIE
NOTpPebHOCTU KOMMaHNU Y

HE MOTPATUTD
Becb 6roaKeT?




MHTEPHET
KOHTPOJIb
CEPBEP

NutepHeT KoHTponb CepBep
6onblue, UeM NPOCTO MEXXCEeTEBOU SKpaH

19 neT Ha pbiHKe TeXHONOrum, MeXxayHapoaHas napTHepcKas ceTb

Q MporpamMHOe ob6ecneueHune BkntoueHo B Peectp poccumckoro NO gna 9BM n b/j

‘ [ocynapcTBeHHbIN M 6usHec cekTop: 10 cTpaH, 470 ropopos, 16000 ycTaHoBOK

TexHonornueckoe naptHepcTBo ¢ Jlabopatopuen Kacnepckoro

80+

bYHKUMHK U
CepBUCOB

EAWHbIN
uHTepdeuc

Ans yno6cTea
aAMMHUCTPMPOBaHUA



PYHKLMOHAJbHbLIE ~
BO3MOXHOCTMWU "

 UKC




besonacHocTb cetv

‘ MexceTeBomn 3KkpaH

Q Web Application Firewall

‘ AHnTueupycol ClamAV u Kaspersky

' HeTtekTop aTak Suricata

¢

WUHTEPHET
KOHTPO/1b
CEPBEP



WUHTEPHET
KOHTPOJ/1b
CEPBEP

YnpaBneHue nonb3oBaTeNIMM
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ABTOpM3aummn nonb3oBaTesien B CeTU:
umsa/napono, |IP, MAC, cmc/3BOoHOK, Xauth
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3anpelwalowme 1 paspellaroume
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Active Directory

KoHTponb npunoxxeHuni
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yepes ytunuty Xauth
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WUHTEPHET
KOHTPOJ/1b
CEPBEP

CeTeBas HTerpauus

TexHonoruu noakntoueHusa: PPTP, PPTP over IP,
L2TP, L2TP over IP, PPPoE, Wi-Fi

Mopaepixka HECKONBbKMX NpOBalaepos,
6anaHcupoBka Tpadpuka

‘ NS, DHCP




YhaneHHbIN gocTyn

IlocTynHbie NnpoToKobI:

OpenVPN

WireGuard

¢

WUHTEPHET
KOHTPOJ/1b
CEPBEP




WUHTEPHET
KOHTPOJ/1b
CEPBEP

PunbTpauma KOHTEHTA

KoHTponupynte Tpaduk: 3abnokmpymnrte camtbl ns
cnuckoB MuHlocTa, pasBnekaTenbHble pecypchl,
oTAeNbHble NPUNOXKEeHUS

bnokupymnTe nonckosyto Bbigavy no
He)xxenatenbHbiM URL u knoueBbiM cnoBam

Garnet Web Filter




KoMMyHnKauUOHHbIE cepBUCDI

B NKC HanaxxeHa coBMecTHaa paboTa Moaynen:

‘ |P-TenedoHus

‘ Cnyx6a Jabber
Q Be6-cepBep
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WUHTEPHET
KOHTPOJ/1b
CEPBEP
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NPEMMYILECTBA
NKC




MHTEPHET
KOHTPOJ/Ib
CEPBEP

noquy MKC? T

() BknioueH B PeecTp poccuiickoro MO
() B ocHoBe - 6e3onacHas cuctema FreeBSD
() He 6onee 30 MMHYT Ha ycTaHOBKY U HaCTPOIKY

) Ckupka npuv nepexope C aHaNorMyHoOro peLueHus

) EnunHoe peweHune BMecTo uenoro cteka nporpaMMHOro obecrieyeHus

") becnnaTHas noanepxkka npy TeCTUpoOBaHMUM U B NepPBbIN Foa UCNONb30BaHMUS
nporpamMmbl



Kakum koMnaHuam HyxeH UKC?

O6pasoBaHue

10 - 2000 3aperncTprupoBaHHbIX

nosib3oBaTesZiIen B CeTH

EnnHbIv odpuc nnm cetb
pacnpeaeneHHbix unmnanos

3a.u.aqa KOHTPO/14 A4OCTYynNa B C€Tb,
MOHUTOPUHI UHTEPHET-aKTUBHOCTM!U,

npeaoTBpalleHNne BTOP)XKeHUMN

busHec
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MHTEPHET
KOHTPOJ1Ib
CEPBEP

[ocyupexpeHus
JlokanbHas YnanéuHole
CeThb paboTHUKK
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/e PAOOTHUKM



NutepHeT KoHTponb MpoanerHue Garnet
CepBep NNUeH3umn Web Filter

noarnmcKka Ha 1 ron,
TeXHUYeCKasd nogaoepikka

10 nonb3oBaTenem

20 nonb3oBaTenem

50 nonb3oBaTenen

100 nonb3oBaTenem

200 nonb3oeaTenem

CtoumMocTb

B CTOMMOCTb BXOOUT rof,
TEXHNYECKOM NoAAEePIKKN U
OB6HOBNEHUN

15000 py6.

30 000 pys6.

62 400 pys6.

92 400 py6.

170 400 py6.

¢

WUHTEPHET
KOHTPOJ/1b
CEPBEP

n obHOBNEHUS

6 000 py6.

12 000 py®.

24 950 py6.

37 000 pyeé.

68 200 pys6.

noanucka Ha 1 rog,
MoAy/b KaTeropmsaumm

Tpadumka

2 000 py6.

4000 pys.

10 000 pys6.

16 000 py6.

24 000 py6.
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YctaHoska MKC

Ha ¢unsuueckni cepeep

O6opynoBaHue, Ha KOTOpoe
NAaHUpyeTcs YCTaHOBKA
UnuTepHeT KoHTponb Cepsep,
AOMKHO COOTBETCTBOBATb
CUCTEMHbIM TpeboBaHMAM

FreeBSD

MpoBepka coBMecTUMOCTM:
freebsd.org

WHTEPHET
KOHTPOJIb
CEPBEP

Ha BupTyanbHylo MalwmHy

VMware

Virtual Box

Hyper-V

Proxmox



WUHTEPHET
KOHTPO/1b
CEPBEP

TECTUPYWUTE BECMNJIATHO 35 O HEW

xserver.a-real.ru/#sect-download

Bo BpeMsa TecTupoBaHusa aencTByeT npMopuTeTHasa Texnoanepxka

Bxop B Beb6-uHTEpdeEnc

WHTEPHET

MOCMOTPUTE UHTEPDENC e

demo.a-real.ru

B neMo-Bepcumn HacTpounku He coxpaHsalTCS


https://demo.a-real.ru/
https://xserver.a-real.ru/#download

MHTEPHET
KOHTPOJ1b
CEPBEP

https://t.me/xservers

O6wanTtech c Konneramm

byabTe B Kypce Bcex HOBOCTEN KOMMNAaHUU

Denutecb cBouM ornbiToM paboTbl ¢ MHTepHeT KoHTponb Cepeep E


https://t.me/xservers
https://t.me/xservers
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' OLIEHUTE NPEMMYILECTEA
e OT UCMO/b3OBAHMS
2UET KOHTPOALE

ru
1052-77-19




MHTEPHET
KOHTPOJ1b
CEPBEP

Kenc N21. HekoMMepueckas
obpazoBaTenbHas opraHM3auus

> Konunuectso nonbsosatenen: 400
> PaHee ncnonbzosanun: Kerio Connect / Kerio Control

>  CroumocTb npoekTa: 72 800 py6.

HeBo3Mo)xHOCTb «6eclioBHOro» nepeHocCa NnovYToBOro cepBepa.

NuTtepHeT KoHTponb Cepsep:
~  COBpPEMeHHOe pelueHune

~  LeHoBas NoNUTUKaA

~  TeXHuuecKas nogpepxka

v BO3SMOXXHOCTU MOAYNA CTaTUCTUKHU

~ MoAaynwm anti-virus, anti-spam, web filter



WUHTEPHET
KOHTPO/1b
CEPBEP

Kenc N22. lNponssoacreeHHoe
npepnpuaTmne

> Konuuectso nonbsoBaTtenen: 320

> PaHee ncnonbzosanun: Kerio Connect / Kerio Control

» CromnmocTtb npoekTa: 268 800 py6.

Cno)HocTb B paboTe c HOBbIM UHTepdENCOM.

PasHble noaxopbl K HacTponke Moaynen.

|

NnuTepHeT KoHTponb Cepsep: ‘

v 3aliMTa OT BTOP)XEHUM

@

~ 6e3onacHbi¥ gocTyn nonb3oBatenen B MHTepHeT

+ VPN-noaknoueHusa gna yaganeHHou paboTbl



