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CanTt KpunTodunp KM BNOKUPYETCH
aHTUBMpPYyCcaMun nU3-3a 4Yero busHec tepser

KITMEHTOB

3apaun: Undopmaums
* YCTAHOBUTL NPUYMHY BIIOKUPOBKM

* CBA3adTbCA C aHTUBUPYCHBIMW

npounssoguTeNaMun gnga yaaneHma canta
I BHUMaHuKe: Ha 3TOT akKayHT MHOTIO

YXanoBanuchb B CBA3U C MOLUEHHUYECTBOM.
byabTe 0CTOPOXHbI, 0COH6EHHO ecnn y Bac
NOMNPOCAT [leHer.

N3 YHEPHbLIX CIMNCKOB

Cpok ncnonHeHus: 4 mecsua




| IpMYHBI 610K OBKN

® Cant 1 Telegram-akkayHTbl CHATAOTCS
MOLLEHHNYECKNMMN — MHOTOYNCIEHHbIE
>Kanobbl Nonb3oBaTenen B Yatax 1 Ha

chopymax

® Telegram-60T B YepHOM crnmncke PKH —
<KPUMNTOBa/IKOTA OPrLIMaibHO B Poccum He
naspeLleHa

OEJIEPAJIbHAS UIYXBA N0 HA30PY B (OEPE (BA3M,
WHOOPMALIMOHHBIX TEXHOJIOTUA U MACCOBLIX KOMMYHUKALIIA

.i~ Y

YHUBEPCAJIbHbIN CEPBUC

NPOBEepKW OrpaHNYeHns AocTyna K cairtam u (unm) ctpaHULaMm CanTos
cetn «HTepHeT»

PE3YJ/ILTAT NOUCKA

Wckombint agpec: https://telegram.me/® o m
Bcero HanaeHo 3anucen: 1

Obpawaem Balle BHUMaHMe, YTO Hannumne cainta cetn "ViHTepHeT" B PeecTpe BOBCe He 03HayaeT NoJIHOe OrpaHnyeHne
AOCTYNa K HEMY, Tak Kak AOCTYN MOXeT OrpaHU4YnBaThCA K OTAENbLHOM CTpaHuLe cainTa B cetn "UHTepHeT". Cnocob 6n1okupoBkr

oTpaxaetcs B rpade "OrpaHnyeHune gocryna'.

CTtatbA OCHOBaHUA PekBU3UTbLI OCHOBaAHWA BHECEHWUA B peecTp OrpaHuyeHune aoctyna
BHECEHUA B peecTp (OopraH NpUHABLLWKY pelleHne, HoMep, aara)
154 TaraHCcKui paoHHbIN cya . MOCKBbI OrpaHu4YnBaETCA K canuTy

2-1779/2018
13.04.2018



OT3bIBbl NONIb30OBaTENEen

TeamViewer

QuickSupport




Kputepunmn BkJtoHeHna B HC

. CBd3aH ¢ noteHumanbHO HeXenaTternbHbIM, LUMAOHCKUM U BPEeAOHOCHbIM [10.

.[Npeaonaraet napTHEPCKYyIO nporpaMmmMmy, KoTopad nnatuT KOMUCCUKO 3a pacnpocTpaHeHune
noTeHumanbHoO HexenaTtenbHoro [10.

.CBsiI3aH C BpeaoOHOCHbIMW WK COMHUTENbHbLIMW MopTasamMn, MOUCKOBbIMWU CUCTEMaAMU UMK
XaKepCKUMMN canTamu.

.OTCcyTCTBYET NONMUTUKA  KOHOUAEHUMANbHOCTUM UMM UCMNOSIb3YyeTCA  CTOPOHHAA  MONMUTUKA
KOHMAEeHUMaNnbLHOCTN, B KOTOPOM OTCYTCTBYET MHOopMauua o cbope OaHHbIX U Apyrnx meTtogax,
Mcnonb3yemMblX CaAauTOM.

.OTCyTCTByeT nriin He BKIJIMKOYaeTt hnpuemrsiemMmoe wmcCrioJyiHedHne JiMueH3NMOHHOIO COFJ'IaLLIeHI/IFI/yCJ'IOBI/IFI
NCINOJ1Ib30OBaAHUA.

. OTcnexuBaeT noBegeHne npu NpocMoTpe BeO-CTpaHuL, 1 nepeaaeT 3Ty MHpopmMaLnio Ha yaaneHHbIn
cepBep.

. CobunpaeTt nn4Hyto nHdopmMaumnio 6e3 ABHOro corriacusa B YCNOBUSAX UCMOSb30BaHUSA, NULEH3MOHHOM
cornaweHnum unu NonnTmuke KoHdunaeHUnanbHOCTM.
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Kputepunmn BkJtoHeHna B HC

8. Caut okasblBaeT ycnyrun nonb3oBartensam EC, HO aBHO He cobrntogaeT TpeboBaHnsa GDPR.

9. Caut, BKMo4aa nwbble gpyrme Beb-canTbl WM OOMEHbI,  NpUHagnexawue,
nogaepXxmBaembole uUnn adp@unnMpoBaHHbleE C HUMWU, KOTOPble OOHapPYXMBAKTCA JHOObIM
aHTUBNPYCOM UIN YIIOMUHAKOTCS B UX 6a3e JaHHbIX.

10. CanT, 3ab6noKMpoBaHHbIA PermncTpaTopomM JOMeHa.

11. PeknamopgaTtenu vnu gpyrme CTOPOHHUE NOCTaBLLUUKU, KOTOPbIE pa3MeLLaoT CBOM KOHTEHT Ha
canTax, KOTopble, YyCTaHaBNMBAOT/pacrnpoOCTPaHAKT MNOTEHUMANIbHO HeEXenaTenbHoe W
BpeagoHocHoe [10.

12. CanTbl NprUYacTHble K DULLMHIY UNXU OPYroMy HexernaTtenbHOMY NOBEAEHMUIO.

13. CaunTt, mackupyroLwmnca nod gpyron bpeHa v npoaatoLlmm ToBapbl HE3aKOHHBLIM CMOCOOOM.

*https://threatcenter.crdf.fr/criteria.ntml



Virus | otal

Files Referring

URLs
Scanned Detections Type Name
2020-05-15 18 / 60 JavaScript  071d5c44d21c365¢13 scanned Detections URL

2020-03-01 2172 http mien/terms
2020-05-10 12 / 58 Javascript 334755

2020-02-25 3172 http Vp2p
2020-05-08 @ /60 Javascript output.158974021.txt

2020-02-25 4 /73 http mirufp2p
2020-05-06 11760 JavaScript 02fb0ebdb?77b02c3. 2020-03-01 5 179 hitg iru/blog/kak obeder
2020-05-06 10 /59 JB"-"ESCprt 4f241a13194abb0474¢ I020-02-25 3 72 httlﬂ nen/market
2020-04-30 8 /59 Javascript output. 15779951 1.txt 2020-03-10 3 /71 httg T/
2020-04-26 8 /60 JavaScript baf54c2al3bb6dfd7cde 2019-08-16 0/ 7 http m/p2p
2020-05-03 nrn Win32 EXE GruadEnige.exe 2020-02-25 3172 htp m/htt
2020-04-26 8 /60 Javascript output.157378271.txt 2020-02-24 21 T2 http miruf
2020-04-15 34 /59 Javascript 071d5c44d21c365¢13 2020-03-06 2071 hitp v

nttps://www.shodan.io/
nttps://github.com/gregzem/aibolit
Nttps://www.virustotal.com/




Virus | otal

Community
W ¥
Score

DETECTION

v

[D 3 security vendors and no sandboxes flagged this file as malicious

963b3db7ele2906fc031148767342988a78506f8991¢c1c3aadfd38c05250f2d7
AR1LKX3G )5

javascript

DETAILS COMMUNITY

Security Vendors' Analysis

AeqgisLab

ihoo-360

@ Trojan.Script. Epcl 41c lkarus

@ Virus s gexvmec. 1 Ad-Aware

18.12 KB
Size

2020-07-04 01:32:46 U
2 years ago

(1) Trojan.JS.Cryxos

() Undetected




F-Secure

Trojan:JS/Cryxos

CLASSIFICATION

Category: Malware Type: Trojan Platform: JS
Aliases: Trojan.Cryxos.[variant], JS:Trojan.Cryxos.[variant], Trojan:JS/Kotka.A, Trojan:JS/Kotka.B
SUMMARY

Cryxos trojans display an alarming notification message saying that the user's computer or web browser has been 'blocked’ due to a virus infection, and that their personal
details are 'being stolen’. The user is then directed to call a phone number for assistance in the 'removal process'. This is a version of a 'call support' scam.
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Hybrid-Analysi

SIS

e’ ANALY [ & Sandbox ~ 5 Quick Scans ~ LW File Collections Im Resources ~ © Request Info ~ Q. IP, Domain, Hash...

4R1 LKX3G]S 6) m Incident Response

This report is generated from a file or URL submitted to this webservice on February 13th 2020 03:08:51 (UTC) and action script Heavy Anti-Evasion Threat Score: 50/100 Indicators
Guest System: Windows 7 64 bit, Professional, 6.1 (build 7601), Service Pack 1 AV Detection: 4% File Details
Report generated by Falcon Sandbox v8.30 ® Hybrid Analysis Labeled as: Trojan.)S .
Screenshots (2)
& Overview = @ Sample unavailable | ® Downloads v Wl External Reports + (O Re-analyze Hash Not Seen Before Mo similar samples Hybrid Analysis (1)

A\ Request Report Deletion Network Analysis

Extracted Strings
Incident Response Extracted Files (0
Notifications

Community (O)

BB MITRE ATT&CK™ Techniques Detection
Back to top

This report has 2 indicators that were mapped to 4 attack techniques and 4 tactics. fie QUETEIEEEIE
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B3aMOOeCTBE C BEHOOPAMY

34paBcTBynTe!

<JOMEH> ABNAeTCA 3aKOHHbIM CAUTOM. 3MNOYMbILLSIEHHUKXA UCNOJ1b30Basin ero B CBOUX
nporpammax ans nepesoga KpunrtoBantoT. CyeTta KnbepnpecTyrnHMKOB Ha AaHHbIN MOMEHT
3abnoknpoBaHbIl. B ¢BA3M ¢ aTM npocum Bac yaanutb cneayowme URL-agpeca 13 6asbl
JOULLINHIOBbLIX CAUTOB:

<URL-agpeca>...

EcTb nogo3peHne, 4YTo HEKOTOPbIE aHTUBMPYCHbIE ABUXKM CCbINTAlOTCA Ha BalLUX pe3ynbTaThbl, YTO
3aTpyaHsAEeT yganeHne ¢ gpyrnx dULLMHIoBbiX 6a3.

Mbl roTOBbI NPeaoCTaBUTb AOMONMHUTENBHYIO MHPOPMaL U0, ecrnn 3ToO Heobxoanmo. Halun
KOHTaKTbl: <emall>
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CNTIOXKHOCTV B3aMOOENCTBUSA

® [Mouck KoHTaKkToB AnA obpaTHOW CBA3W

® Bpems BbINONHEHUS 3aABKU: ®
® 5 Teopun 12-24 yaca am

Anti-Malware Testing Standards Organization

® Ha npakTtuke 3-14 gHen

® Pekypcus

*https://blog.virustotal.com/2016/05/maintaining-healthy-community.html
*https://www.amtso.org/news/recommendations-when-including-detection-technologies-in-multi-scanner-services/
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CaHKUN

E rror /| 009 Fay ID: 7Tdecalcl79ablleec « 2022-09-07 04:16:16 UTC

Access denied

What happened?

The owner of this website (www.hybrid-analysis.com) has banned the
country or region your IP address is in (RU) from accessing this website.
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PeKoMeHOaL

ExekBapTanbHas nonHas aHTUBUPYCHas NpoBepKka Beb-cepBepoB

MOHWUTOPUHI OTKPbLITbIX MOPTOB
[MaTymHr MO

PekomeHOyeMble cepBUCHI

* BlacklistMaster, https://www.blacklistmaster.com/

* VirusTotal, https://www.virustotal.com/
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