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HUKWTA KOPMWJIbLIEB

* KHATY-KAU um. A. H. Tynonesa, cneunanuteT «MHPOpMaLMOHHAS
6e30MacHOCTb TeIEKOMMYHMUKALMOHHbIX CUCTEMY

* KHUTY-KAW nm. A. H. TynoneBa, acnupaHTtypa «MeTtoabl U CUCTEMBI
3aWMTbl MHOOpMALUN, MHPOPMALMOHHAS 6e30NaCcHOCTb», aCMUpPAHT

* AHO BO «YHuBepcutetr MHHONONMC», MarucTpatypa «Security
System and Network Engineering», cTygeHT

* MTCNA, MTCRE, MTCSWE, MTCWE, MTCSE

e crieumnanuct no b LleHTpa nudopmaumnoHHon bezonacHoctn AHO BO
«YHuBepcutet MHHononuc»
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Prefer not to answer 5%
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https://www.isaca.org/resources/infographics/state-of-cybersecurity-2022-infographic
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Soft skills
{e.g., communication,
flexibility, leadership)

Cloud computing 52%

Security controls
{e.g., endpoint, network, 34%
application, implementation)

Coding skills %

Software development-related
topics {e.g., languages, machine 30%
code, testing, deployment)

; I

w
<n
i
3¢

Data-related topics {e.q.,
characteristics, classification,
collection, processing, structure)

28

Networking-related topics
(e.g., architecture, addressing, 26%
networking components)

Network operations
{e.g., configuration, 22
performance monitoring)

Pattern analysis 22

System hardening 22%

Computing devices
{e.g., hardware, software, 1
file systems)

Don’t know 7%

.
a® a® o
[+

Other {please specify) 4%

a

ES

10% 20% 30% 40% 50% 60% 70% 80% 0% 100%

https://www.isaca.org/resources/infographics/state-of-cybersecurity-2022-infographic



[Ipobenbl B HaBbIKaxX rnoce BbiMycKa

66

3%

Soft skills {e.g., communication,
flexibility, leadership)

64%
Security controls {e.g., 56%
endpoint, network, application)
implementation 56%
Network operations {e.g., 39%
configuration, performance

monitoring) 41

36%
System hardening
41

Networking-related topics 35%
(e.g., architecture, addressing,
networking components)

%

Data-related topics {e.qg., 33%
characteristics, classification,
collection, processing, structure) 40%

27%
Pattern analysis

Software development-related 25%
topics (e.g., languages, machine
code, testing, deployment) %

22%
Coding skills
27%

Computing devices {e.g., 20%

hardware, software, file systems) 229

6%
Other {please specify)

j—y
w w
o o
52

%

o
&2

10% 20% 30% A40% 50% 60% 70% 80% Q0% 100%
@ 2022 @ 2021

https.//www.isaca.org/resources/infographics/state-of-cybersecurity-2022-infographic
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Recruited by other companies 59%

Poor financial incentives {e.g.,

- 48
salaries or bonuses)

Limited promotion and

- %
development opportunities 47

High work stress levels 45%

Lack of management support 34%

Poor work culture/environment 30%

Limited remote work

gy 24%
passibilities 24

Inflexible work policies 21%

Limited opportunities to work
with latest technologies {e.g., Al)

B

Desire work in new industry

Family situation changes (e.g.,

2 A %
children born, marriage) 14

Retirement 2%

Switching careers {e.g., leaving

cybersecurity entirely) 10%

Lack of workplace diversity

[+
82
-

=
&

10% 20% 30% 40% 0% 60% 70% 80% 0% 100%

https.//www.isaca.org/resources/infographics/state-of-cybersecurity-2022-infographic
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Pays employee
certification fees

Flex work hours

Pays employee
certification maintenance

University tuition
reimbursement

Recruitment bonus

Paid volunteer time

Signing bonus

None of the above

https.//www.isaca.org/resources/infographics/state-of-cybersecurity-2022-infographic
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Heobxoaoumble BU3HEC CKUnbl

®  General Management Terms

~

®  Budgeting and Finance Terms

#  sales and Marketing Terms

-

User Experlence Terms

-

®  Legal Terms

DOMAIN 1 ‘

Essential Business Terminology
for InfoSec Professionals ‘

o

® Stock Market Terms

Choosing appropriate
communication method
{phone, emall, txt, meeting etc.)

@

& Written communlcation

o
o)

Meeting & Presentation Skills

Capstone Project

Listening Skills

Nonverbal communcation

DOMAIN 2
Business

24 Communication
for InfoSec

Writing Professional reports

@
' |assessment, pen testing etc.}

Professionals

MindMaps and Visual Tools

Business Case Development

Understanding budget process

Short Business Plan (eight step business model)

Body Of Knowledge
(draft Version 0.3)
June 18, 2022

Capltal and Operational Expenses

KPls and Metrics

DOMAIN 3
Funding Requests and
Managing InfoSec Budget

-

Sunk Cost

Flxed and Varlable Costs

RFF and RFI
Evaluating partners

Vendors as learning partners

Vendor contracts

Security as a shared
responsibility

DOMAIN 4 ‘

Compllance Implications

with Vendors and Partners

Vendor risks

Technology/vendor consolidation

(o1 Working ‘

Megotlation

https://rafeeqgrehman.com/wp-content/uploads/2022/06/infosec-essential-skills-draft-v3-20220618.png

DOMAIN 8
General Soft Skills to
Succeed as InfoSec Professional

Business Qutcomes

Understanding business
{where money comes from, customers, market)

Conflict Management

Problem Solving

‘Work Ethics

P
o

) Influencing

Belng champlon and taking ownership

Bullding perscnal and team brand

Public Speaking @

Setting SMART Goals

Time Management

Understanding Value Stream

Twelve standard forms of Value

Return on Security Investment (ROS1)

-

Allgning with business objectives &

DOMAIN 7

|

Infosec Essential Business Skills

Creating Business Value
with InfoSec

Percelved and Actual Value

r

Creating value - Emerging Technology Research

Creating value - Tech Consolldation

Creating value - Process Improvement

Creating value - sutemation

Who Is the customer?
{Internal and external)

Customer Experience

Customer Success

DOMAIN &
Excellence in InfoSec

Measuring success
Net Promaotors Index (NP1

Customer Service, Knowing

and Serving Customers

Impact of Security Controls
on custemers {Internal)

DOMAIN 5

Building Alliances,
Collaboration to Advance
InfoSec Goals

Proactlve Approaches
Anticipating Customer Needs

IT Teams
Partners
Vendors

Business Teams
{HR, Legal, Finance, Vendor Mgmt)

PMO Integration [



8 IOMEH

Business QutComes

Understanding business
(where money comes from, Customers, market)

Conflict Management

Problem Solving

Waork Ethics
DOMAIMN 8
i
~— General Soft Skills to o Influencing
Succeed as InfoSec Professional Being champlon and taking ownership

Bullding personal and team brand
Public Speaking &
Setting SMART Goals

Time Management

https.//rafeeqrehman.com/wp-content/uploads/2022/06/infosec-essential-skills-draft-v3-20220618.png
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Communication

{listening/speaking skills) S7%

Critical thinking 56

Problem-solving 49%

Teamwork (includes

. . 44%
callaboration and cooperation)

Attention to detall 38%
Adaptability to change 32%
Decision making 30%
29

Leadership qualities

Time management 27%

Attitude 24%
Work ethic 23
Writing skills 22%

Conflict resolution 22%

%

Honesty

Empathy 13%

l =
o
3¢
&2
32

=
=
-
(=
ES

20%

w
=
pct

40%

a
o
ES
=3}
=
&

70% 80% 0% 100%

https.//www.isaca.org/resources/infographics/state-of-cybersecurity-2022-infographic
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Harvard Harvard
Business Business

Review Review
10 10

NyYLUumMx NyYLIKNX
cTaTtem cTaTtem

JPPpeKTUBHDIE IMOIUNOHAJIBHBIN

KOMMYHHUKAaIIUU HUHTE/LIEKT

https://www.litres.ru/harvard-business-review-guides/ https.//www.litres.ru/raznoe/effektivnye-kommunikacii/
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TpeboBaHUA K cneumanuctam U

0

CTar paboTbl

O6pa3oBaHue

W0y

\..-
- -

HaBblKK

nolrona

Bbicliee B o6nactu VB /

Bbiclwee TexHu4eckoe + Kypchl

+ 3HaHWe OCHOBHbLIX BMOOB
yrpos Ub
+ NMoHKMMaHWeE NPUHUKMNOB
CeTeBbIX TEXHOMNOMMIn
+ BasoBble 3HaHKA
onepaunoHHbIX CUCTEM
+ NMoHUMaHWe NPUHUKMMOB
paboThbl OCHOBHbLIX C3W

+ OnNbIiT paboTkl C CUCTEMaMMK

MOHUTOPWHra (Zabbix)

« HaBblkKW NnporpaMmMumpoBaHus

Boiclwee B o6nact MB /
Opyroe Bbiclwee +
nepenogrotoeka (PCTIK)

« 3alumTa OT yTevek
MHbopmMmaumm (DLP)

+ AHanNWU3 COCTOAHWA 3aLWKThbI

MHbOpMaLLMK

+ OnNbIT aOMUHUCTPUPOBaHMA

Windows/Linux
+ OnbIT paccneposaHusA
MHUMaeHTOoB MB

+ 3HaHWe ocHOBHLIX HIMA B

obnactun B
+ OnbIT paboTtbl ¢ SIEM

Bbicwee B o6nactm ME /
Opyroe BbicLlee +
nepenogrotoBka (PCT3K)

» 3HaHWe 3aKoHogaTeNnbLCcTBa
B obnactu MbB
+ 3HaHWe BCeX NpoLeccoB
obecnedyeHmna B

+ OnbIT aAMUHUCTPUPOBaHMA

M conpoBoXpgeHma C3U
+ NMoHKMMaHWe NPUHLUKMMOB
paboTbi SIEM, IPS/IDS, WAF
+ HanwucaHwne nporpamMm Ha
CKPUNTOBLIX A3bIKax

« 3HaHWe MeToa0B POPEeH3MKH

KntoueBble TpeboBaHMA paboTtogaTenen K cneumanmcTaM no
MHPOPMaALMOHHOM 6€30MaCHOCTM

OT 6 neT

Boiclee B o6nactn MB /
Opyroe Bbicwee +
nepenoarotoBka (PCTIK)

+ ONbIT NpoBegeHKMA
aygutosB UB

+ YBepeHHoe 3HaHWMe 3aKOHOB K

cTaHpapToB B obnactyn MB
+ OnNbIT NOCTPOSHMA K
akcnnyatauum NC
+ OnNbIT pa3paboTKK

TEXHUYECKOH AOKYMeHTau i1

+ [Mybokoe noHMMaHue
TpeHgoe B obnact MB

- VnpaEHEqucxme HaBblIKKA

MetouHuk: Kop Moatopa
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Cloud computing

Data protection A7%

Identity and access

management {IAM) 46%

Incident response 43%

DevSecOps 36%

Endpaoint security

(e.g., EDR, XDR) e

Data collection and correlation
{e.g., SIEM, SOAR)

Vulnerability scanning 30%

L7
—
32

Threat detection technologies
{e.g., DS, IPS, UTM)

%

Threat hunting 28

Penetration testing 27%
Vulneranility discovery 24%
Farensics 21%
17%

Network segmentation

Virtualization 1%

I

=]
S

10% 20% 30% A0% 50% 60% 70% 80% 0% 100%

https.//www.isaca.org/resources/infographics/state-of-cybersecurity-2022-infographic
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Security controls {e.g.,
endpoint, network, application) 60%
implementation

Soft skills {e.g., communication,
critical thinking, flexibility, 57%
leadership)

Networking-related topics
{e.g., architecture, addressing, 48%
networking components)

Data-related topics {e.g.,
characteristics, classification, 42%
collection, processing, structure)

Network operations {e.g.,
configuration, performance 36
monitoring)

System hardening 35%

Computing devices
{e.g., hardware, software, 25%
file systems)

Pattern analysis 23

Software development-related
topics {e.g., languages, machine 23%
code, testing, deployment)

Coding skills 22%

S

[}
ot

Other

No professional training/ 2%
development is needed

0

&%

10% 20% 30% 40% 50% 60% 70% 80% 0% 100%

https.//www.isaca.org/resources/infographics/state-of-cybersecurity-2022-infographic
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State of Cybersecurity 2022

Global Update on Workforce Efforts, Resources and
Cyberoperations
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Security

https.//www.isaca.org/resources/infographics/state-of-cybersecurity-2022-infographic



Digging below what
commercial anti-virus
systoms are able to
find embedded
s In cliont
nments makes this

ake threat hunt
ore effective against
versaries.”

dents are bound
rand It is
we have p

manage and mitiga

103$ 10 the organt.
from these incident

hackers are unauthorized
in cloud environments.”

- Ben Yee

SANS «cneuuanusaumm»

THREAT HUNTER

This expert applies new threat intelligence against existing evidence to identify attackers that
have slipped through real-time detection mechanisms. The practice of threat hunting requires
several skill sets, including threat Intelligence, system and network forensics, and investigative
development processes. This role transitions incident response from a purely reactive
investigative process to a proactive one, or their based on
developing intelligence.

Why is this role important?

Threat hunters proactively seek evidence of attackers that were not identified by traditional
detection methods. Their discoveries often Include latent adversaries that have been present for
extended periods of time.

Recommended courses
[ FOR710]
= G S8

MALWARE ANALYST

Malware analysts face attackers’ capabilities head-on, ensuring the fastest and most effective
response to and containment of a cyber-attack. You look deep inside malicious software to
understand the nature of the threat - how it got in, what flaw it exploited, and what it has done, is
trying to do, or has the potential to achieve.

Why is this role important?

If you're given a task to characterize the ¢ of a plece of malicious code, you
know you're facing a case of the utmost importance. Property handling, disassembling, debugging,
and analyzing binaries requires specific tools, techniques, and procedures and the knowledge

of how to see through the code to its true functions. Reverse engineers possess these precious
skills, and can be a tipping point in the favor of the investigators during incident response
operations. Whether extracting critical signatures to aid in better detection, or producing

threat intelligence to inform colleagues across an industry, malware analysts are an invaluable
investigative resource.

Recommended courses

INCIDENT RESPONSE
TEAM MEMBER

This dynamic and fast-paced role Ivolves identifying, mitigating, and eradicating attackers while
their operations are still unfolding.

Why is this role important?

While preventing breaches is always the uttimate goal, one unwavering information security reality
Is that we must assume a sufficiently dedicated attacker will eventually be successful. Once It has
been determined that a breach has occurred, incident responders are called into action to locate
the attackers, minimize their ability to damage the victim, and ultimately remove them from the
environment. This role requires quick thinking, solid technical and documentation skills, and the
ability to adapt to attacker methodologies. Further, incident responders work as part of a team,
with 2 wide variety of they must convey their findings to
audiences ranging from deep technical to executive management.

Recommended courses
FORS8S i+ [Forrio]

CLOUD SECURITY ANALYST

The cloud security analyst Is responsible for cloud security and day-to-day operations. This role
contributes to the design, Integration, and testing of tools for security management, recommends
configuration improvements, assesses the overall cloud security posture of the organization, and
provides technical expertise for organizational decision-making.

Why is this role important?
With an move from pr solutions to the cloud, and a shortage

of cloud security experts, this position helps an or position itself and
securely In a multicloud environment necessary for today’s business world.

Recommended courses

[Secsio oecs J secsat

FoRSTe JFORSES s+
=

APPLICATION PEN TESTER

Application penetration testers probe the security integrity of a company’s applications and
defenses by evaluating the attack surface of all in-scope vulnerable web-based services, client-
side applications, servers-side processes, and more. Mimicking a malicious attacker, app pen
testers work to bypass security barriers in order to gain access to sensitive information or enter a
company’s internal systems through techniques such as pivoting or lateral movement.

Why is this role important?

Web applications are critical for conducting business operations, both internally and
externally. These applications often use open source plugins which can put these apps at
risk of a security breach.

Recommended courses
SEC504 6ciH Wl SEC542 Gviapt
SECo ox

“The chief gets to
coordinate the plans.
The chief gots to know
the team, know them
woll and dis

them appropriately to
stratogically defend and
test org networks and
security posture”

Anastasia fdwards

of managers envision,
ranging from simple

The Intrusion an
is the guard at the
gate and can got

network Intrusions.

“Working In this type of
Industry, | can see how
the demand is increasing
30 rapidly that companies
starting to des perately
tooking for people with
proper skilisets.”
Ali Athajhos

RED TEAMER

In this role you will be challenged to look at problems and situations from the perspective

of an adversary. The focus is on making the Blue Team better by testing and measuring the
organization's detection and response policies, procedures, and technologies. This role includes
performing adversary emulation, a type of Red Team exercise where the Red Team emulates how
an adversary operates, following the same tactics, techniques, and procedures (TTPs), with a
specific objective similar to those of realistic threats or adversaries. It can also include creating
custom implants and C2 frameworks to evade detection.

Why is this role important?
This role is important to help answer the common question of “can that attack that brought down

‘company, happen to us?” Red Teamers will have a holistic view of the organization's preparedness
for a real, sophisticated attack by testing the defenders, not just the defenses.

Recommended courses

SECho0 Gt Secsss
SECS7S 6mos | SEC617 w il SEC660 Gxpv il SEC670 i SEC760 |l SECS73 6AvC

CHIEF INFORMATION
SECURITY OFFICER [cCIS0)

The CISO leads staff in and processes across the
to reduce and risks. CISOs respond to incidents,
establish appropriate standards and controls, manage security technologies, and direct the
and of policies and The CISO is also usually responsible
for information-related compliance, such as supervising efforts to achieve ISO/IEC 27001 certification
for an entity or a part of it. Typically, the CISO's influence reaches the entire organization.

Why is this role important?

The trend Is for CISOs to have a strong balance of business acumen and technology knowledge in
order to be up to speed on information security issues from a technical standpoint, understand
how to implement security planning into the broader business objectives, and be able to build a
longer lasting security and risk-based culture to protect the organization.

Recommended courses

[MoTsta ouc ) MTsta o5 MoTs20 | Morsz1 Jf secaes |

CYBERSECURITY
ANALYST/ENGINEER

As this is one of the highest-paid jobs in the field, the skills required to master the responsibilities
involved are advanced. You must be highly competent in threat detection, threat analysis, and threat
protection. This is a vital role in preserving the security and integrity of an organization’s data.
Why is this role important?

This is a proactive role, creating contingency plans that the company will Implement in case of a successful
attack. Since cyber attackers are constantly using new tools and strategies, cybersecurity analysts/
engineers must stay Informed about the tools and techniques out there to mount a strong defense.

Recommended courses
€450
SEC504 i Jll SEC GCFA

FORS72 GN#A

| MGTS51 Gson Jlil SECS40 6cs i 1CS410 G cs» J ICS456 cip)

NTRUSION DETECTION/
SOC) ANALYST

Security Operations Center (SOC) analysts work alongside security engineers and SOC managers to

detection, and active response. Working closely with incident
response teams, a SOC analyst will address security issues when detected, quickly and effectively.
With an eye for detail and anomalies, these analysts see things most others miss.

Why is this role important?

SOC analysts help organizations have greater speed in identifying attacks and remedying them
before they cause more damage. They also help meet regulation requirements that require security
monitoring, vulnerability management, or an incident response function.

Recommended courses
| MGTS51 Gsow |

ICS/0T SECURITY
ASSESSMENT CONSULTANT

One foot in the exciting world of offensive operations and the other foot in the critical process
control environments essential to life. Discover system vulnerabilities and work with asset owners
and operators to mitigate discoveries and prevent exploitation from adversaries.

Why is this role important?

Security incidents, both intentional and accidental in nature, that affect OT (primarily in ICS
systems) can be considered to be high-impact but low-frequency (HILF); they dont happen often,
but when they do the cost to the business can be considerable.

Recommended courses

Icsu10 Gicse J 1CS418 ) Icssts cro Jicse2 |

v Jll SECS7S 6moe [l SEC617 Gawn

Forensks Is about diving
deep into any system and
device and .
problem 5o as t

I this day and age,
we need guys that are
good at defense and
understand how to
harden systems.

Boing an OSINT
Investigator allows me
rmation in
unique and clever ways
and | am never bored
One day I'm working on
a fraud investigation and
the next I'm trying to
locate a missing person.
This job always tests my
capabilities, stretches
my critical thinking skills
and lets me feel like 'm
making 2 diffore

“This role allows me
to use my pravious
axperience to influence
proper security
behaviors, effectively
Improving our company's

means my job is never
boring”

Sue DeRosier

“From my point of view
Itis a highly demanded
position by companies
h noed to offer
Naxible, agile and secure
solutions to their clients’
developers.”

Antonio £smoris.

DIGITAL FORENSIC ANALYST

This expert applies digital forensic skills to a plethora of media that encompass an Investigation.
The practice of being a digital forensic examiner requires several skill sets, including evidence
collection, computer, smartphone, cloud, and network forensics, and an Investigative mindset.
These experts analyze compromised systems or digital media involved in an investigation that
can be used to determine what really happened. Digital media contain footprints that physical
forensic data and the crime scene may not include.

Why is this role important?

You are the sleuth in the world of searching tp , cloud data,
and networks for evidence In the wake of an Incident/crime. The opportunity to learn never stops.
Technology is always advancing, as is your career.

Recommended courses

BLUE TEAMER -
ALL-AROUND DEFENDER

This job, which may have varying titles depending on the organization, is often characterized

by the breadth of tasks and knowledge required. The all-around defender and Blue Teamer is

the person who may be a primary security contact for a small organization, and must deal with
engineering and architecture, incident triage and response, security tool administration and more.

Why is this role important?

This job role is highly important as It often shows up in small to mid-size organizations that do not
have budget for a full-fledged security team with dedicated roles for each function. The all-around
defender isn't necessarily an official job title as It is the scope of the defense work such defenders
may do - a little bit of everything for everyone.

Recommended courses
SECI‘SO SEGO}GLI-! SECSOS cyn il SECS11 Gmon il SECS30 GDsa
SECSSS5 6CDA St

OSINT INVESTIGATOR/ANALYST

These resourceful gather from their and then, using open
sources and mostly resources on the internet, collect data relevant to their investigation. They
may research domains and IP addresses, businesses, people, Issues, financial transactions, and
other targets in their work. Their goals are to gather, analyze, and report their objective findings to
their clients so that the clients might gain insight on a topic or issue prior to acting.

Why is this role important?

There is a massive amount of data that is accessible on the internet. The issue that many

people have is that they do not understand how best to discover and harvest this data. OSINT
Investigators have the skills and resources to discover and obtain data from sources around the

world. They support people In other areas of cybersecurity, intelligence, military, and business.
They are the finders of things and the knowers of secrets.

Recommended courses

SECURITY AWARENESS
OFFICER

Security Awareness Officers work alongside their security team to Identify their organization’s top
human risks and the behaviors that manage those risks. They are then responsible for developing
and managing a continous program to effectively train and communicate with the workforce to
exhibit those secure behaviors. Highly mature programs not only impact workforce behavior but
also create a strong security culture.

Why is this role important?

People have become the top drivers of incidents and breaches today, and yet the problem Is that
most organizations still approach security from a purely technical perspective. Your role will be
key in enabling your organization to bridge that gap and address the human side also. Arguably
one of the most important and fastest growing fields in cyber security today.

Recommended courses

 MGT415 Jf MGT433 s5:p J MGTS12 6. J MGTS21 |

DEVSECOPS ENGINEER

As a DevSecOps engineer, you develop security ¢ best of breed
tools and processes to inject security Into the DevOps pipeline. This includes leadership in key
DevSecOps areas such as vulnerability management, monitoring and logging, security operations,
security testing, and application security.

Why is this role important?

DevSecOps is a natural and necessary response to the bottieneck effect of older security models
on the modern continuous delivery pipeline. The goal is to bridge traditional gaps between IT and
security while ensuring fast, safe delivery of applications and business functionality.

Recommended courses

[ SECS10 Gocs Ji SECS22 s Ji SECS34 I SECS40 654

diversified rolef

“Atachnical director must
have strong cybersecurity
knowledge, a strategic
view of the organization's
Infrastructure and

what's to come, and
communication skills.
These things are hard to
got. and | would Imagine
this job 1o be very
challenging, no matter
the organization sze of
business”

Francisco Lugo

future issues:

This Is like solving a
puzzie or investigating
acrime. There is an

evidence on
exciting

PURPLE TEAMER

In this fairty recent job position, you have a keen understanding of both how cybersecurity
defenses ("Blue Team™) work and how adversaries operate ("Red Team"). During your day-to-

day activities, you will organize and automate emulation of adversary techniques, highlight
possible new log sources and use cases that help increase the detection coverage of the SOC, and
propose security controls to improve resilience against the techniques. You will also work to help
coordinate effective communication between traditional defensive and offensive roles.

Why is this role important?

Help blue and red understand one another better! Blue Teams have traditionally been talking
about security controls, log sources, use cases, etc. On the other side Red Teams traditionally
talk about payloads, exploits, implants, etc. Help bridge the gap by ensuring red and blue are
speaking a common language and can work together to improve the overall cybersecurity
posture of the organization!

Recommended courses

SECURITY ARCHITECT
€ ENGINEER

Design, implement, and tune an effective combination of network-centric and data-centric

controls to balance prevention, detection, and response. Security architects and engineers are

capable of looking at an enterprise defense holistically and bullding security at every layer.

They can balance business and technical requirements along with various security policies and
to security architectures.

Why is this role important?

A security architect and engineer Is a versatile Blue Teamer and cyber defender who possesses an
arsenal of skills to protect an organization's critical data, from the endpoint to the cloud, across
networks and applications.

Recommended courses

SECST1 6on J SECS30 Gos

TECHNICAL DIRECTOR

This expert defines the al strategles in with teams, assesses
risk, establishes standards and procedures to measure progress, and participates in the creation
and development of a strong team.

Why is this role important?

With a wide range of technologles In use that require more time and knowledge to manage, a
global shortage of cybersecurity talent, an unprecedented migration to cloud, and legal and
regulatory compliance often increasing and complicating the matter more, a technical director
plays a key role in of an

Recommended courses

| MGTS16 i MGTS51 Gson Jif SECSS7 J§f SECS66 cccc J SEC388

VULNERABILITY RESEARCHER
€ EXPLOIT DEVELOPER

In this role, you will work to find 0-days (unknown vulnerabilities) in a wide range of applications
and devices used by and Find before the

Why is this role important?

Researchers are constantly finding vulnerabilities in popular products and applications ranging
from Internet of Things (1oT) devices to commercial applications and network devices. Even
medical devices such as insulin pumps and pacemakers are targets. If we don't have the expertise
to research and find these types of vulnerabilities before the adversaries, the consequences can
be grave.

Recommended courses

SECo00 o1

MEDIA EXPLOITATION ANALYST

This expert applies digital forensic skills to a plethora of media that encompasses an investigation.
If investigating computer crime excites you, and you want to make a career of recovering file
systems that have been hacked, damaged or used in a crime, this may be the path for you. In this
position, you will assist in the forensic examinations of computers and media from a variety of
sources, in view of developing forensically sound evidence.

Why is this role important?
You are often the first responder of the first to touch the evidence involved in a criminal act.
Common cases involve terrorism, counter-intelligence, law enforcement and insider threat. You are
the person relied upon to conduct media exploftation from acquisition to final report and are an
Integral part of the investigation.
Recommended courses

OR308 | FOR498 &7 ll FORS00 67 ll FORS08 6c72 il FORS18

FORS72 Giva | FORS8S Gas¢ Jll FOR608

https.//assets.contentstack.io/v3/assets/blt36c2e63521272fdc/bltébbbeaf55a366a55/Poster Coolest-Careers v0322.pdf
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BEGINNER/NOVICE INTERMEDIATE ADVANCED EXPERT Information
& @ @ & o Security
CompTIA A+ % CompTIA Network+ B8 CompTIA CySA+ GSLC CompTIA CASP+
CompTIA ITF+ CompTIA Linux+ &R CompTIA Security+ B8 CompTIA PenTest+ GCED CCIE
CompTIA Project+ CompTIA Network+ CompTIA Server+ CCSK CISA CGEIT
CompTIA Server+ CCNA CCNP CISM CISSP
TE Solutions Architect - Associate &8 ceH CCDP CSSLP CPTE
. = SysOps Administrator - Associate GISP &E cHFl &8 oscp OSCE
CompTIA A+ CCDA GSEC GCIH
CompTIA Cloud Essentials+ f;’;’? R Microsoft Certified ° ® Network and
CompTIA ITF+ g Associate
: . B i i iate* = B Cloud
pTIA Projects Microsoft Certnflgq Associate EE eJPT CompTIA Clouds e CompTIA CASP+
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W VCA W ver _‘ ME DevOps SCE Cloud Architect
Engineer - ASE
ITIL Intermediate Professional W voap LPIC-3
EE Microsoft Certified: COSK RHCA
Associate* -
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Cybersecurity Training Roadmap

SANS' comprehensive course offerings enable
professionals to deepen their skills at every
stage of their cybersecurity career.

COURSE LISTING KEY:

Topic Course Code GIAC Certification

Essentials 1CS410 1CS/SCADA Security Essentiaks | GICSP

Course Title

Baseline Skills

New to Cyber Security Concepts, Terms & Skills

Cyber Security 3 .
iR SEC301 Introduction to Grber Seaurity | GISF

You are experienced in technology, but need
to learn hands-on, essential security skills
and techniques

Core Techniques Prevent, Defenl & Maintain

Every Security Professional Should Know

Focus Job Roles

You are experienced in security, preparing
for a specialized job role or focus

Monitoring & Detection Intrusion Detection & Monitoring Over Time
Scan Packets & Networks

Intrusion " "

Bt SEC503 Intrusion Detection In-Depth | GCIA

Monitoring & SECST1 Continuous Monitoring and

Operations Security Operations | GMON

The detection of what is happening in your environment requires an
increasingly sophisticated set of skills and capabilities. Identifying
security anomalies requires increased depth of understanding to
deploy detection and monitoring tools and to interpret their output.

Penetration Testing Vulnerability Analysis & Ethical Hacking

Every Pen Tester Should Know
SEC560 Network Penetration Testing and Ethical Hacking |
GPEN

Networks

SEC542 Web App Penetration Testing and Ethical Hacking |
GWAPT

The professionalwho can find weakness is often a differant breed

Web Apps

Sequrity o .

Bl SEC401 Security Essentials Bootcamp Style | GSEC
Hacker SEC504 Hadker Tools, Techniques, Exploits,
Techniques  and Incident Handling | GCIH

All professionals entrusted with hands-on cybersecurity work should
be trained to possess a comman set of capabilities enabling them to
secure systems, practice defense in depth, understand how attacks
work, and manage incidents when they occur. To be secure, you should
seta high bar for the haseline set of skills in your security organization.

Security Management Managing Technical Security Operations

Every Security Manager Should Know

Leadership . . .

B MGT512 Security Leadership Essentials for Managers | GSLC
(ritical SEC566 Implementing and Auditing the Critical Security
Controls Controls - In-Depth | GCCC

With an increasing number of talented technologists, organizations

A

than one focused exclusively on building defenses. A basic tenet of red
team/blue team deployments is that finding vulnerabilities requires
different ways of thinking and different toals. Penetration testing skills

are essential for defense specialists to improve their defenses.

Incident Response & Threat Hunting Host & Network Forensics

Every Forensics and IR Professional Should Know

FOR500 Windows Forensic Analysis | GCFE
FOR508 Advanced Incident Response, Threat Hunting,
and Digital Forensics | GCFA

Nefwork FOR572 Advanced Network Forensics: Threat Hunting,
Forensics Analysis, and Incident Response | GNFA

Whether you're seeking to maintain a trail of evidence on host or
network systems, or hunting for threats using similar technigues, larger
organizations need specialized professionals who can move beyond
first-response incident handling in order to analyze an attack and

Endpoint
Forensics

develop an appropriate remediation and recovery plan.

Crucial Skills, Specialized Roles

You are a candidate for advanced or specialized training

Cyber Defense Operations

Harden Specific Defenses

Specialized Defensive Area

Blue Team

SEC450 Blue Team Fundamentals: Security Operations and Analysis

OSINT

SEC487 Open-Source Intelligence (OSINT) Gathering & Analysis | GOSI

Advanced Generalist

SEC501 Advanced Security Essentials - Enterprise Defender | GCED

Windows/ Powershell SEC505 Securing Windows and PowerShel Automation | GCWN
Linux/Unix Defonse SECH06 Securing Linux/ Unix | GCUX
SIEM SEC555 SIEM with Tactical Anatytics | GCDA

Other Advanced Defense Courses

Security Architecture

SEC530 Defensible Security Architecture and Engineering | GDSA

Adversary Emulation

SEC599 Defeating Advanced Adversaries - Purple Team Tactics
and Kill Chain Defenses | GDAT

Specialized Penetration Testing Focused Techniques & Areas

In-Depth Coverage

Yulnerahility Assessment

SEC460 Enterprise and Cloud |
Threatand Vulnerability Assessment | GEYA

SEC660 Advanced Penetration Testing, Bxploit Writing,

\—) require effective leaders to manage their teams and processes. Those
managers will not necessarily perform hands-on work, but they must
know enough about the underlying technologies and frameworks to
help set strategy, develop appropriate policies, interact with skilled
practitioners, and measure outcomes.

CIsspe
Training

MGT&14 SANS Training Program for CISSP® Certification | GISP I—J

Networks and Ethical Hacking | GXPN
SEC760 Advanced Exploit Development for Penetration Testers

Web Anns SEC642 Advanced Web App Testing, Ethical Hacking, and

PP Exploitation Te chniques
Mabile SEC575 Mobile Device Security and Ethical Hacking | GMOB
Cloud SEC588 Cloud Penetration Testing
Wireless SEC617 Wireless Penetration Testing and Ethical Hacking | GAWN
Python Coding SEC573 Automating Information Security with Python | GPYC
adversary Enulation SEC699 Purple Team Tactics - Adversary Emulation for

Breach Prevention & Detection

Digital Forensics, Malware Analysis & Threat Intel Specialized Investigative Skills

Essentials

DAR Essentials FOR308 Digital Forensics Essentials

Malware Analysis

Malware Analysis FORS10 Reverse-Engineering Matware: Malwa e Analysis

Tools and Techniques | GREM

Threat Intelligence

Cyber Threat Intelligence

FORS78 Cyber Threat Intelligence | GCTI

Digital Forensics & Media Exploitation

Battlefield Forensics
& Data Acquisition

FOR498 Battlefield Forensics & Data Acquisition | GBFA

Smartphone Analysis

FOR585 Smartphone Forensic Analysis In-Depth | GASF

Memory Forensics

FOR526 Advanced Memory Forensics & Threat Detection

Mac Forensics

FOR518 Macand i0S Forensic Analysis and Incident Response

Advanced Management Advanced Leadership, Audit & Legal

Management Skills

Planning, Policy, Leadership MGTS14 Security Strategic Planning, Policy, and Leadership | GSTRT

Managing Yulnerabilities

MGT516 Managing Security Vulnerabilities: Enterprise and Cloud

MGT525 IT Project Management, Effective Communication, and

Project Management. PIPY Exam Prep | GCPH
Audit & Legal
Audit & Monitor AUD507 Auditing and Monitoring Networks,

Perimeters & Systems | GSNA

Law & Investigations

LEG523 Law of Data Security and Investigations | GLEG

https.//www.sans.org/media/SANS_Roadmap.pdf

Industrial Contol Systems

Every ICS Security Professional Should Know

Essentials 1CS410 ICS/S CADA Security Essentials | GICSP

ICS Defense & n .

Response: ICS515 ICS Active Defense and Incident Response | GRID
ICS Advanced .

Sequrity 1CS612 ICS (yhersecurity In-Depth

NERC Protection

NERC Security 1S456 Essentiats for NERC Critical

Essentials Infrastructure Protection | GCIP

Cloud Security
Every Cloud Security Ops Person Should Know
Essentials SEC488 Cloud Security Essentials

SECS22 Defending Web Applications
Security Essentials | GIVER

Secure Web Apps

Secure DevOps SEC540 Cloud Security and DevOps Automation | GCSA

Cloud Security SECs45 Cloud Security Architecture and Operations

Cloud Pen Test SEC588 Cloud Penetration Testing
The most trusted sourcefor
cybersecurity training, certifications,
degrees, and research
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ntrol Assessor Sr Security Control Assessor

IrS ity Control A .
[SECUILY, LOTTO 2SS ESSOT Authorizing Official/Desi ng Representative

IJr Software Developer Software Developer

Secure Software Assessor

Research & Development Specialist

ystem Testing and Evaluation Spe stems Requirement Planner

Information Systems Security Developer
Jr System Developer

Database Administrator

Data Analyst Sr Data Analyst

Knowledge Manager

Technical Support Spe

Network Operations Specialist

Ir System Administrator Sr Network Operations Specialist

System Administrator

Jr Systems Security Analyst Systems Security Analyst

Cyber Legal Advisor

Cyber Instructional Cur m Developer
Cyber Instructor

munications Security Manager

Cyber Workforce Developer and Manager
Cyber Policy and Strategy Planner

Cyber Director

IT Program Auditor

Cyber Defense Analyst

Cyber Defense Infrastructure Support Specialist

IT Project Manager
Product Support Manager

Sr Software Developer

Sr Security Architect

Security Architect
Senior Enterprise Architect

Enterprise Architect

Jr Security Architect

Jr Enterprise Architect SecurelyProvision

r Information Systems Security Developer

System Developer

Sr Database Administrator

Sr System Administrator

Sr Systems Security Analyst Operate and Maintain

Privacy Compliance Manager Privacy Officer

Information System Security Manager

Sr Cyber Workforce Developer and Manager
Sr Cyber Policy and Strategy Planner

Sr Cyber Director Oversee and Govern

IT Program Manager
IT Investment/Portfolio Manager

Sr Cyber Defense Infrastructure Sup

Cyber Defense Incident Responder
Vulnerability Assessment Analyst

Threat/Warning Analyst Sr Threat/Warning Analyst

Jr Exploitation Analyst

All-Source Analyst
Mission Assessment Specialist

Target Developer
All Source-Collection Requirements Manager All Sourc

Cyber Intel Planner Cyber Ops Planner

Cyber Operator
Cyber Crime Investigator

Cyber Defense Forensics Analyst
Law Enforcement/Counterintelligence Forensics Analyst

Exploitation Analyst

Sr Vulnerability Assessment Analyst Protect and Defend

Analyze

ollection Manager

Collect and Operate

Partner Integration Planner

Investigate

https.//pauljerimy.com/it-career-roadmap/
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CISO MindMap 2022

What do Security Professionals Really do?

Security Projects

Busingss Case Development

Balance FTE and contractors

Technology amortization

Acquisitian Risk Assessment

Network | Application Inisgration Cest |0 Mergers and Acauisitions

_ ety Managemen |

Cyber Risk Insurance

nment with IT Projects

Balancing budget for
People, Trainings, and
Tools{Technalogy

Threat revention

(NIST CSF Identify & Protect)
]

|| Metwork/Application
Firewalls

Vulnerability
Management
)

- Scope

Operating Systems |
Netwark Devices.
‘( Applications
Code Review
Physical Security

Mobile Devices
H et
{ omscana
- igentify
s

|_Comprehensive

¢
% Risk Bazed Approach
 prioritize

- Mitigation (Fix, varity) |

Cloud misconfiguration testing

Security

Operations

-
Threat Dotection |,
(NIST CSF Detect)

)
Leg Analysis/correlation/SIEM

Alerting (IDS/IPS, FIM,

WAF, Antivirus, etc)
|

DLP

- Threat hunting and Insider threat
Automate

L Threat
Hunting
MSSP integration
Threat Datection
capability assessmant
a

|
~|_Priaritizatien 1o fill gaps
SOC Operations

| SO Resource Mamt

S0C Staff continuous training

—|_shift management
| S0C pracedures

50C Metrics and Reports

$0C and NOC Integration

SOC Tech stack management

Threat Intelligence Feeds
and propr utilization

Incident Management
INIST CSF Respond & Recover]

Create adequate
— Incident Responsa
capability

| Madia Relations
| Incident Roadiness Assassment
|_Forensic Invastigation

| DataBreach
Preparation
1| Update and Test
Incident Response Plan
|| set Leadershin
Expectations
1| Business Continuity
Plan

{ Forensic and IR

Partnr, retainer

H_ adequata Logging

|| Breach exercises
(e.g. simulations)

L] First respanders
Training

[ Ransomware

\dentify crifical systems.
Perform ransomware BIA
“Tie with BC/DR Plans

Devise containment
sirategy

Cloud architecture E
S [ _SOC DR exercise -l Ensure adequate backups
Strategy and Guidulines —--_L]
Q Partnerships with ISACs ~|_Periodic backup test
Cloud Security Posture Management (CSPM)
Baseline Long term trend analysis

Owmership/Liabilityfincidents
Vendar's Financial Strength

SLAs.

Infrastructure Audit

Procf of Application Secur

Disaster Recovery Posturs | 5325 Strategy

Application Architecture O Cloud Computing

Integration of Identity
Management/Federation/SS0

SaaS Policy and Guidelines.

Cloud log intearation/APls

Application
Security

|| application Devalopment
Standards

Sacurs Code
and Review

Application Vulneral Testing

Change Control

Unstructurad data from loT

Integrate new data
saurces (see areas.
under skills development)

Understand
Algarithm Biases

Hoor |

Offline backups in case
backup is ransomed.
S rer—
e
i ey
[ watormstion s soae_|

)

{ Playbooks |

- Supply chain incident mgmt

Keep inventery
| ol software
mponents

File Integrity Mo riny _| Autonomous
Vehicies Managing relstionships
Virtualized securly appliances L Web Application Firewal 7 |V et et
_— —_—— | Drones d :

Claud-native apps se:

rity

Containers-to-container communication security

Sorvice mesh, micro services
sorverless computing security
Policy
Technology

LostiStolen devices  |©' Mobile Technologies
BYOD and MOM (Mabile Device Management)
Mabile Agps Inventary

HROn Boarding/Termination

O Processes

Business Continuity and Disaster Recavery

Business Partnerships

Understand industry trends [e.g. retall, financials, et}

Evaluating Emerging Technologies (Quantum, Crypts, Blockehaln, ete.)

10T Frameworks
Hardware/Devices security features

10T Communication Protacols

o Identity, Auth and Integrity
Over the Air updates
rack and Trace
Condition Based Monitoring
Customer Experience

{0 10T Use cases
Smart@rid [

Smart Cities [ Communities

Others.

2 Business Enablement

Last update: April 24, 2022
Expiration date: June 30, 2023
Twitter: @rafeeq_rehman
Version: 2022

I es

LR

- PRI

-_Encrypt

| Integration 1o SDLC
and Projact Delivary

—_Inventary open source components

Source cade supaly chain security
| Secure DevOps, DevSecOps
—|__API Security

i identity Management

Information Security Policy

Anti Malware, Anti-spam
{_Proxy/Gontent Filtering
| DNS security/ filtering
- Patching
|

| Hardening guidelines

|- Desktop security

n, SSL

1 Security Health Checks

'{_Public software repasitaries

Credentialing

| Medical Davices

Incustrial Control
Systems (ICS)

Blockehain &
Smart Contracts

| Mire atTack |
=

{Human experience

Devaps Integration
Prepare for unglanned work
Use of Al and Data Analytics

Use of computer

wisian in physical
security

Log Anomaly Detection
| ML model raining, retraining

' Red teamyblua tasm axercisas (and whatever you want to call them)

Integrate threat intelligence platform (TIP)

|| Deception technalogies
for breach detection

Full packet inspection

Detect misconfigurations

Account Creation/Deletions.

single Sign On (S50, Simplfied sign on)

loT $aa$ Platforms

Repository {LDAP/Active Directory, Cloud Identity, Local ID stores)
Data Analytics

Downloads: http://rafeeqgrehman.com
ML

InfoSec Professionals
Responsibilities

Imn

Federation, SAML, Shibbalsth

Augmented and Virtual Reality

S — 2-Factor (multi-factor) Authentication - MFA
Train InfaSec teams

—— Role-Based Access Control
Secura models

Ecommerce and Mabile Apps

Securing raining snd test data [0

Artificial Intelligance

Password resets/self-service
Adversarial attacks

HR Process Integration

Chatbots and NLP

Integrating cloud-based identities

Drones \ Identity Management

16T davica idantities
56 use cases and security -

1AM Saa$ solutions

Edge Camp:

Unified identity profiles

https.//rafeeqgrehman.com/wp-content/uploads/2022/04/CISO Mindmap_2022 no_headings.png



HACKER BUSINESS

@ HACKTHEBOX

Hackthebox

UNIVERSITY

Products Resources Company Pricing

@ HTB CPTS | Become a certified Penetration Tester with Academy! >

A Massive

Hacking Playground

Join a dynamically growing hacking community and take your cybersecurity
skills to the next level through the most captivating, gamified, hands-on training
experience!

https.//www.hackthebox.com/

SignIn >

JOIN NOW




Academy Hackthebox

8 HTB ACADEMY B Courses £2 Paths @ Business & Certifications ® FAQ Dashboard

Cyber Security Training

by &) HACKTHEBOX

= b @KXR\

v Interactive v Browser based v For everyone

Practice on live targets, put your Train through your browser Courses for every skill level,
knowledge to the test utilizing a web-based workstation ranging from fundamental to expert

4+ Sign Up! @ Business Inquiry

LATEST NEWS

https.//academy.hackthebox.com/




Tryhackme

o =)

o101 Hack Learn Compete Networks For Education  For Business

0w Try 1 © =5

A Fun way to learn cyber security

Hands-on cyber security training through real-world scenarios

o

Beginner Friendly Guides and Challenges

Byte-sized gamified lessons

https.//tryhackme.com/



PortSwigger

&1 PortSwigger

Products v | Solutions Vv Research Academy Daily Swig ‘ Support vV ‘ =

Academy Home Learning Path Latest Topics v All Labs Hall of Fame v Getting Started Guide Get Certified v

Web Security
Academy <]

Free, online web security training
from the creators of Burp Suite

Q@G; Boost your career Flexible learning — | Learn from experts
The Web Security Academy is a Learn anywhere, anytime, with free ———  Produced by a world-class team -
strong step toward a career in interactive labs and progress- led by the author of The Web

https.//portswigger.net/web-security
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VIRTUAL MACHINES HELP RESOURCES ABOUT SUBMIT MACHINE CONTACT US

VIRTUAL MACHINES Q, search by name or author SINGLE SERIES ALL TIMELINE

You don't have permr

ﬁ
Apache/2.4.18 (Ub ’

Hello Blu

Red was here, Blue is

G

Red has taken over your system, are
you able to regain control?

Difficulty: easy
The secret to this box is enumeration!

Difficulty: Medium Difficulty: Easy
Earth is an easy box though you will

likely find it more challenging than Inquiries jangow2021@gmail.com

Red: 1

The Planets: Earth Jangow: 1.0.1

Web Machine: (N7)
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https://www.vulnhub.com/



CyberDefenders

YRORO

3 CyberDefenders

A training platform for
Digital Forensica|

CyberDefenders is a training platform focused on
the defensive side of cybersecurity, aiming to
provide a place for blue teams to practice, validate

the skills they have, and acquire the ones they

need.

Newest Course

FAQ About Contact us

Learn Practice Host a live CTF =) Signin

Newest Challenge

Upcoming CTF

Certified CyberDefender ...

Certified CyberDefender is a vendor-

neutral, hands-on cyber defense training

and certification. Thi...

Explore Courses =

Eli
Scenario: A lacrosse enthusiast on the hunt
for a delicious chicken sandwich Tools:

Cyb..

Explore Challenges =

Nothing is scheduled at the moment.
Follow us on Twitter & LinkedlIn to get

notified

Explore CTFs =

https.//cyberdefenders.org/



Hackerone

Login [ Contacted by a hacker? J [ Contact Us J

|1acker0ne SOLUTIONS v PRODUCTS v PARTNERS v COMPANY v HACKERS v RESOURCES v

Learn how to

hack.

Explore dozens of free capture the flag

challenges to build and test your skills b ‘
while accessing hundreds of hours of ' @l\ .

This site uses cookies and related technologies, as described in our privacy policy, for purposes that may include site operation, analytics, enhanced user experience, or advertising. You may choose to consent to our use of

these technologies, or manage your own preferences.

Manage Settings ~ Accept Decline All

https.//www.hackerone.com/hackers/hacker101




PEN-200

nFFENSIVEU Courses & Proving Pentest Training Global Kali & About

ﬂﬂﬁﬂ] V7 Certifications Grounds Services for Orgs Partners Community OffSec

Penetration Testing with Kali Linux

The industry-leading Penetration Testing with Kali Linux (PWK/PEN-200) course just got even better with the addition of five recently retired OSCP exam machines to PWK labs. These
five machines represent an entire OSCP exam room! Get more value out of your lab time for the same price, and enjoy extra preparation for the OSCP penetration testing
certification.

This online penetration testing course is self-paced. It introduces penetration testing tools and techniques via hands-on experience. PEN-200 trains not only the skills, but also the
mindset required to be a successful penetration tester.

Students who complete the course and pass the exam earn the coveted Offensive Security Certified Professional (OSCP) certification.

Register for PEN-200

https.//www.offensive-security.com/pwk-oscp/#about-pwk



MHHOKnbepnonuroH

[nagHaa — Kypcel = Nmap — BBepgeHue

B pononHeHue K Tabnuue BaxKHbix NopToB Nmap MOXeT NpeaocTaBnaTh AanbHeN LYo
uHdopmMauumio o uenax: npeobpaszosaHHble DNS MeHa, NnpeanonoxeHue o6 UCNonb3yeMom
onepaumoHHOM cUCTeMe, TUMbI yCTponcTB U MAC agpeca.

[Ona npoBefeHUs TECTOBOIO CKaHUPOBaHUA C UCMonb3oBaHWeM Nmap, 3anycTuTe
BUPTYanbHy MallUHYy U B pabodyto o6nacTb TepMUHana BNULLIKMTE CNeayoLLyo KOMaHay:

- NapaMeTp, onpeaensaouwmnin sepcuto OC;
- MapaMeTp, YCKOPSAOLWLMIA BbIMOMHEHUE CKaHUPOBaHUS.
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E-mail: n.kormiltcev@innopolis.ru
Phone: +79963351810
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