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PomaH 3axBaTtoB — UHXKeHep-pa3paboTunk UKC
danuna Bancbypr — HayanbHUK otaena Ub



Kak poccumnckue komnaHmm aganTUpoBainch
K peaanam 2022 roga?

Tunosble NnoaxoAabl

C) CutyatnBHbIA

OTcyTcTBYeT btoaxKeT. OTCYTCTBYET aKTUBHAA NOANMCKA Ha MHocTpaHHoe [O.

@ KomnpomuccHbiin

HeT BbiaeneHHoro btoaxeta. AKTUBHAA NOANMUCKA Ha NOAAEePKKY U OOHOBAEHMA
nHocTpaHHoro [0.

Q UpeanbHbIU

Y KOMnNaHWUu ecTb CI)MHaHCOBbIe, npon3BoacrTtBeHHble N BpeMeHHbIe pecypcCbl ANA
MMMNOPTO3aMeLlLUEHNA.



NHTepHeT KoHTpOonb CepBep

3@: 19 net Ha pbIHKE TEXHONOrUN,
II™=2 MexAayHapoaHasa napTHepcKas ceTb

‘/@ EAMHOe pelueHUue AnA 3aMeHbl
57/, MHOMecTBa YCTPOICTB bonblue -

@_l YHuBepcanbHbIi Wato3 6e3onacHocTu 4yem Bbl oxknpaere
L&) c Habopom AONONHUTENbHbIX CEPBUCOB OT MeXKceTeBoro

O} 3KkoHomMA pecypcos IT-oTgena, dKPdHaAJ...
m WHTYUTUBHO NOHATHbIN UHTEepdenc



10 ctpaH, 470 ropoaos, 16000 nHcTannauum
Mouemy IT-aupekTopa sbibupatror UKC?

&3

[MpoctoTa agmuHUcTpupoBaHna  CKOPOCTb MHCTAaNANALUMU

Obwmm nutepdenc gna ynpaBaeHms He 6onee 30 MUHYT Ha YCTaHOBKY
CUCTEMAMM U HACTPOMKM Moay/ien N NEePBUYHYIO HAaCTPOUKY
3 o,

P 3
PacwnpeHHble BO3MOXXHOCTU KomnaekcHaa nogaepXKa
Bonbwe pyHKUMIK AnAa pelieHuns JIN4HbIN KabnHeT, obyyatoLne TPEHUHIN,

AONO/IHUTENbHbIX I T-3a4a4 NnepcoHa/bHble Tex. ceccuu
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Pa36op peanbHbiX KEUCOB j
MHTEPHET KOHTPO/1b CEPBEP

DaHnna Baincbypr — HauanbHUK otaena Ub AO «BO dneKTpOHUHTOpPr»



KOHTPO/1b

@:::H Kenc Nel. OO0 «MHIHepaKn»

* Codepa gearenbHOCTU: pa3paboTKa U NPoU3BOACTBO
3NeKTpoaBuraTenemn c BOAOPOAOM

rpyrnna KoMnaHumn

®* Konwunyectso nonb3osareneu: 200 nergy

® PaHee ucnonb3oBanu: Mikrotik

3a/a4va: yctaHoBUTbL coBpemeHHoe NO
C BbICOKMM npuopmuteTtom 6e3onacHocTu
1 yao6CcTBOM aAMUHUCTPUPOBAHUA



WHTEPHET Keuc No1
KOHTPOJIb
CEPBEP

PEAJIN3OBAHO:

7

** Ucnonb3oBaHue UKC B KauectBe UHTEepHeT-WAI03a
’ W W

** dannosbiit cepsep (Beb, ftp)

\/ o

** VPN-nogkntoueHnAa ana yaaneHHoun pabotbl

X Hacrpouka tyHHeneit OpenVPN

G o
%* 3anpeT ncnonb3oBaHUA NPUNOXKEHUM B ceTu (L7)



CEPBEP

@:3;5::51 Keiic No2. AO «DNeKTPOHUHTOPI»

(npoaarka komnaekTywowmx ana Kb, nonynpoBoaHUKOB )

3aaauun

BHEAPUTb rOTOBOE peLueHune C
KauyeCTBEHHbIM A4POM

NOHATHbIUX UHTEpdEMC

KOHTPO/Ib TPadUKa ceT nNo Noab3oBaTeNnam

KOHCTPYKTUPOBKa OTYETOB

HaCTPOIiKa NPO3pPayYHOro NPoOKcu cepsepa

[onoBHOM odpUC duanan



@2255';25: OYHKLMN Keiic Ne2
MHTEPHET KOHTPO/1b CEPBEP

o ~

+* HacTpouKa npoKcu cepsepa
o o

** Hactpoika tenepoHumn

7/ o
** PacnpepaeneHue ceTeBbiX YCTPOUCTB NO Pa3HbIM
LUV ELEELIELY

7 o .
%* HacTpoWKa geteKktopa atakK Suricata

*%* Pa6ora c Kaspersky Anti-Virus

oS
+* Pabora c npaBunamm (paspelueHue u 3anper
AOCTYNOB Ha pecypcbl)



@ESE&E:EL MpeumyLiecTsa Npu BHeAPEHUN
UHTEPHET KOHTPO/1b CEPBEP

4 ApyxentobHana TexnogaeprKa

v UHOMBMAYaNbHbIA NOAXOA MEHEAXepoB &

‘/Perynﬂpl-lblﬁ BbiXoa 06HOBEHUMU = T—

R
—

‘/BOBMO)KHOCTb peanusosaTtb cobcTtBeHHY0 ATC
U NOYTOBbLIU cepBep

— ¢

4 YTunura asropusaumum Xauth

‘/CTOMMOCTb nvueH3nn UKC

v Hannuue AOMNONTHUTENbHDbIX Moaynei



MHTEPHET

@ Kakum KomnaHuam Hy»xeH UKC?

BbusHec-cekTop

focyupexkageHua

O6pasoBaHue

3alWmTa AaHHbIX, NpaBuaa AOCTYyNa B CETb,
npokcu, TenedpoHusa, VPN

KOHTpO/b NPUNOKEHUN, KOHTEHT-PUNBLTP,
3allUTa OT CeTeBbIX aTaK, aHTUBUPYC, aHTMCNAM

[oTOBblE HAbOpPbI NPaBUA ANA LWKOS,
bnoknpoBKa no cnuckam MuHIoCTa



UHTEPHET
KOHTPO/JIb
CEPBEP

\/ -

%* 35 pHel TecTupoBaHMA becnsiaTtHO
7 v

*%* Bce HacCTpoOUKK coxpaHAKTCA

*** NMpuopuTeTHAA TEXMOAAEPKKA
C NepBOro AHA TeCTUPOBAHUA

Monpobyute UKC!

https://xserver.a-real.ru/#sect-download
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OueHuTb nHtepdpenc oHNauH

https://demo.a-real.ru




Telegram-uyat UKC

v’ [lenutecb cBOUM ONbITOM PaboThl
¢ UuTepHeT KoHTpOnb CepsBep
v YyacTtByuTe B aKUUAX

4 ObwanTtecb c Konneramu

v/ BypgbTe B Kypce BCeX HOBOCTE




UHTEPHET KOHTPO/J1b CEPBEP

Otaen npopax
+7 800 555-92-97
+7 901 052-77-19

hello@a-real.ru

Tex.nogpepxKa
+7 495 240-92-96

Xserver.a-real.ru



