secure-t 7 7777




s Kyanypa I
Kuﬁﬂﬂﬁe30naCHOCTM -

JJ,J'IFI BCeX KOMI'IaHI/II/I




"HpoéneMa

HeocBenoMAeHHOCTb

HepocTaTouHas OCBEAOM/IEHHOCTb O PUCKaX
KNBEepP6E30MacHOCTH, OCHOB LIMGPOBOIL rUrneHsbl
M HEOOXOLMMbIX Mepax 3aLUThI

BseamTe
flOTVH v Mapofe

OTCyTCTBUE KOHTPOS

HexBaTka pecypcoB nnm OTCYTCTBUE |

* BO3MOYXHOCTM KOHTPOJISA 3HaHWM COTPYAHUKOB
§ &

HexBaTka aHannTUKK

OTCyTCTBME NOAPOOHOM aHaANNTUKM
M0 YPOBHIO MOATOTOBKM COTPYAHUKOB,
W CTENeHNn X ya3BMMOCT



3akoHoOaTe/IbCTBO.

152-03 «O nepcoHanbH bIX LaHHbIX»

Mepbl No 3aLLKMTe NepcoHasibHbIX JaHHbIX

[lpunkas OCTAK Poccum
oT 25.12.2017 . N2239 KNI

CocTaB Mep Mo obecneyeHmnto
6€30MacHOCTH 1 06y4eHMIO NepcoHasna

[lonoyxeHune BaHKa Poc.cmm
(N& 683-I1, N2 757-[1) |

OnncaHne obasaTe/IbHoro 0by4eHus
PabOTHNKOB GUHAHCOBbIX OpraHn3aLmin -




W ZEIVERER::
VFOHbBHéﬂ OTBETCTBEH HOCTb

3a He3aKOoHHbIN o6opoT INH
BCEX 3aUHTEPECOBAHHbIX ANL

O60pOTHbIE WTpadsl
- B'pasmepe o1 1.00 3% rogoBow
BbIPYYKW 332 YTEYKY Hﬂ,H |




CratmcTvka

W 5 ) %
3anmcel biso __ yTeueK AaHHbIX . M3-32
~ QAN ST O0EE]ale . : OULLMHIOBbIX aTaK
" B2021r. °
11000
9879,9 S
4709,7
3354 4893 2766,6
2015 . 2016 L2017 2008 - 2019 2020 2021 -

06bEeM [laHHbIX, CKOMMPOMETUPOBAHHbLIX B PE3YbTaTe PULLMHIOBBIX aTak, MaH.3anncen, 2015-2021 rr.



- KwbepaTaku v nocnencTBus

KomnaHus e
YnpasneHue rno YC Ha [ aBanax .

[lpoucliectsme
CoTpyAHVK BbINOXMN GOTO, e Ha
. GOHe ObiN BMAEH Naposib Ha CTUKePe

Pe3ynbTat

- Bbuia o6baBIeHa NOXHasA TpeBora *
Ha. TEpPpPUTOPUN LITaTa '




KubepaTtaku 1 rnociecTBuS

View this emall in your browser

© TREZOR KoMMnaHus N e
[TouTOoBbLIV cepBMc Mailchimp

Dear customer,
We regret to inform you that Trezor has experienced a security incident
involving data belonging to 106,856 of our customers, and that the wallet

associated with your e-mail address || N NN is \ithin

those affected by the breach. .

Namely, on Saturday, April 2nd, 2022, our security team discovered that |_| O I/I C LLI eCT B l/l e

one of the Trezor Suite administrative servers had been accessed by an p

unauthorized malicious actor. :

At this moment, it's technically impossible to accurately assess the scope ™~

of the data breach. Due to these circumstances, if you've recently C |_| O M O LI—L b I'O CO LL l/l aﬂ b H O l/l l/l H >'Ke H e p l/l l/l
accessed your wallet using Trezor Suite, we must assume that your

cryptocurrency assets are at risk of being stolen. : 6 b I ﬂ I_] Oﬂ yL‘l e H ﬂlOCTyl_l K 9” e KT pO H H bl M

In the spirit of transparency, we wanted to make our customers aware of

this incident before malicious actors could utilize this information to their . I_] VI C b M a M Kﬂ [/I e H TO B Ce p B l/l Ca

etriment. We felt time was of the essence, and we are expediently
@ ‘ing through our investigation.
* receiving this e-mail, it's because you've been affected by the
» order to protect your assets, please download the latest version
uite and follow the instructions to set up a new PIN for your

PesynbTaT

Ha KNMEHTOB OblTM Pa30C/1aHbl

NOALENbHbIE MUCbMa OT C/YXKObI
NOOAEPXKKM KDUMTOBAOTHOMO KOLLEbKa

ICTOUHKK https://techcrunch.com/2022/04/04/maiIchimp—intemal—todl—breach/
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- KomnaHus no oby4eHunto
. KnbepobesonacHOCT SANS

-

Whitepaper

A SANS 2021 Report: [lpouclliecTBue
Making Visibility COoTpyAHMK KOMMNaHWK cTan
Definable and Measurable .y onTEON GULLIMHIOBOM ATakw
. “itten by Barbara Filkins and John Pescatore | _' |
. PesynbTaT |
- bbw10 NoTepsiHo okono 28 000
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ OaHHbIX y4acTHMKOB SANS

. IcTOYHMK https://www.infowatch.ru/anaIytics/utechki—informatsii/khake.ry—vzlomaIi—sans—putem'—fishingovoy—ataki '



- Kak 3aLmTnTeCS

PeFynsipHOe 0byYeHne
[oBbilLEHWE OCBEOMIEHHOCTY
- COTPYOHWKOB B o6nact Mb

VIMUTMPOBaHHbIE aTaKw
[MpoBepka COTPYAHWNKOB, Kak OHY

pearnpytoT Ha NOTEeHUMa bHYO
yrpo3y co CTOPOHbI MOLIEHHWKOB







Secure-T-awareness platform

O6Yy4lM peasibHbiM HaBblkam

‘Pacckaxem, kakme 0eNCTBNSA MQryT
NOMOYb N36EXaTb YrpPo3y

CHU3NM pUCK yTEeYeK

Hay4dnm y3HaBaTb Yrpo3bl, N3beratb
X MPOTUBOCTOATb UM~

[penocTaByM MHCTPYMEHT
N7 KOHTPOMS W aHamM3a

[loApobHaa cTaTUCTUKa 1N OTYETbI




Secure-T-awareness platform
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Secure-T-awareness platform
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Nanaunr CraTucTHka

64%

Mucbma

O06CTBEHHbIX LWab0HOB ABTOMaTM3aLMSA yNpaBneHus
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Cratuctuka
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aHWe Halumx WwabnoHoB

Secure-T-awareness platform
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Secure-T-awareness platform

Your logo

Paccbinku

yripaBneHus nnathopmon

BpeHavpoBaHue nnaTtpopmbl
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KOHTaKTHhI
- Tehe¢0H
+ 7 (495)105-54-85

[lo4Ta

info@secure-t.ru
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