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152-03 «O nepcoHanbHbIX AaHHbIX»

Mepbl Mo 3alMTe NepcoHasibHbIX AaHHbIX

[prnkasa OCTIK Poccuu
oT 25.12.2017 r. N2239 KNI

CocTaB Mep Mo obecrnedyeHunto
6e30MacHOCTU U 0BYyYEeHNIO nepcoHana
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OnuncaHme oba3aTenbHoro 0dby4eHus
PabOTHMKOB PUHAHCOBbIX OpraHn3auun
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KunbepaTtaku 1 MocneacTBus

KomnaHus e
YnpasneHue no YC Ha [ aBanax -

[IpoucLuecTBue
COprﬂHMK BbINIOYM/I doTO, rae Ha
~ pOHe OblN1 BUAEH Naposib Ha CTVKepe

PesyanaT

' Bblna o6baBNeHa NoxHas TpeBora '
Ha TEpPPUTOPUM LUTATA




KubepaTtaku 1 noc1encTBms

iis emall in your browser

© TREZOR KoMMaHus ¥ o
[TouTOoBbLIN cepBMc Mailchimp

Dear customer,
We regret to inform you that Trezor has experienced a security incident
involving data belonging to 106,856 of our customers, and that the wallet

associated with your e-mail address || N NN is \ithin

those affected by the breach.

Namely, on Saturday, April 2nd, 2022, our security team discovered that : I_I O l/l C L|J eCT B l/l e

one of the Trezor Suite administrative servers had been accessed by an p

unauthorized malicious actor.

At this moment, it's technically impossible to accurately assess the scope ~

of the data breach. Due to these circumstances, if you've recently C I—I O M O LLL b I'O CO I_II I/I a.ﬂ b H O l/] l/] H >'Ke H e p l/] l/]
accessed your wallet using Trezor Suite, we must assume that your )

cryptocurrency assets are at risk of being stolen. 6 b | j-l |_| Oﬂ yL‘l e H ﬂlOCTyl_l K Sﬂ e KT po H H bl M

In the spirit of transparency, we wanted to make our customers aware of

this incident before malicious actors could utilize this information to their . r] l/l C b M a M K]'I I/I e H TO B Ce p B l/l Ca

etriment. We felt time was of the essence, and we are expediently
@ ‘ing through our investigation.
* receiving this e-mail, it's because you've been affected by the
» order to protect your assets, please download the latest version
uite and follow the instructions to set up a new PIN for your

PeaynibTaT

Ha KNMEHTOB Obl/1 Pa30CaHbl

NoAeNbHbIE MCbMA OT CYXKOb
MOALEPIKKM KPUMTOBAMOTHOMO KOLLEebKa

IcTouHKK https://techcrunch.com/2022/04/04/mailchimp-internal-tool-breach/



Kunbepataku v moc1eaCTBuS

PN T s KoMnaHus b
' ~ KoMnaHma no oby4yeHmto
" KnbepbesonacHOCTN SANS

-

Whitepaper

A SANS 2021 Report: [lpoucLlecTBMe
Making Visibility COoTpYyAHMK KOMMaHWM CTan
Definable and Measurable - KEPTBON GULLMHIOBOM aTaKu
- ““itten by Barbara Filkins and John Pescatore : .
. PeaynbtaTt o R
- bbwio notepsaHo okono 28 000

,,,,,,,,,,,,,,, OAHHbIX y4aCTHMKOB SANS

VICTOYHMK https://vvvvvv.infovvatch.ru/analytics/utechki—informatsii/khake}y—vzlomaIi—sans—putem'—fishingovoy—ataki '
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_MoBbllLEHWEe 0CBEAOM/IEHHOCTH
- COTPYOHWKOB B o6nact Vb

MIMUTVPOBaHHbIE aTaky |

[poBepKa COTPYAHNKOB, KaK OHY
pearnpytoT Ha NOTEeHLMabHY0
YrpO3y CO CTOPOHbI MOLWIEHHKOB
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Secure-T-awareness platform

OBy4KM peasibHbiM HaBblKaMm

Pacckarkem, Kakne 0encTBmna MoryT
MOMOYb N36EXXaTb Yrposy

CHI3MM PUCK yTEHEK

Hay4mMm y3HaBaTb yrpoa3bl, M3beraTb
XM MPOTUBOCTOATb UM

[lpegocTaBUM MHCTPYMEHT
N9 KOHTPOA U aHamm3a

[logpobHasa CTaTUCTUKa U OTHETD




Secure-T-awareness platform

LLIabnoHbi

PepaktupoBaHme HaLlnx

Co3fgaHune co6CTBEHHbIX LLAGOHOB



Secure-T-awareness platform

&) Tocycnyru

Nanaunr CraTucTHka
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Mucbma

06CTBEHHbIX LWab0HOB ABTOMaTM3aLMSA yNpaBneHus

PepakTnpoBaHue Hawmx WabnoHoB



Cratuctuka

64%

rocycnyru

aHWe Halumx WwabnoHoB

Secure-T-awareness platform
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Secure-T-awareness platform

Your logo

Paccbinku

yripaBneHus nnathopmon

BpeHanpoBaHue nnatpopmbl
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