
ИГОРЬ БЕДЕРОВ

НЕ
БОТАМИ

ЕДИНЫМИ



не собирает информацию на момент времени
не исследует открытые источники данных
не использует расширенные операторы поиска
не проводит расследования и мониторинг

логирует все действия пользователя
идентифицирует личность пользователя
может распространять вредоносное ПО









НОВЫЕ ПРИЁМЫ
РАБОТЫ С

БАЗАМИ ДАННЫХ



Поиск по нескольким идентификаторам... 



Поиск данных в непопулярных сервисах... 



Поиск редкоиспользуемых идентификаторов... 



Поиск данных по используемым паролям...



Поиск частично скрытых данных... 



ОРГАНИЗАЦИЯ
МОНИТОРИНГА



При помощи общедоступных сервисов...





Организация мониторинга контрагентов...

https://service.nalog.ru/regmon/
https://fssp.gov.ru/subs/
https://guard.arbitr.ru/#index
https://fedresurs.ru/monitoring



ИССЛЕДОВАНИЕ
КРИПТОВАЛЮТ



https://www.breadcrumbs.app/
https://shard.ru/
https://ethtective.com/

3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E -block

При помощи общедоступного ПО и дорков...





АВТОМАТИЗАЦИЯ
РАССЛЕДОВАНИЙ



https://docs.google.com/spreadsheets/

При помощи Google Таблиц...



https://start.me/
https://docs.google.com/spreadsheets/

Сервисов организации полезных источников...



https://t.me/venatorbrowser

Специализированного OSINT-браузера...



https://medium.com/@ibederov_en/51-osint-extensions-for-chrome-
ec3c3a53da0a

Или различных браузерных расширений...



https://www.maltego.com/
https://www.spiderfoot.net/
https://www.vortimo.com/

Специализированных программных комплексов...



https://datashare.icij.org/
https://www.dataiku.com
https://journaliststudio.google.com/pinpoint/

Сервисов eDiscovery...



МОБИЛЬНЫЕ
ПРИЛОЖЕНИЯ



https://play.google.com/store/apps/details?
id=hiddencamdetector.futureapps.com.hiddencamdetector
https://play.google.com/store/apps/details?
id=com.workshop512.glintfinder
https://play.google.com/store/apps/details?id=com.icechen1.metalsniffer
https://play.google.com/store/apps/details?
id=com.overlook.android.fing&hl=en_US



https://play.google.com/store/apps/details?
id=com.nainfomatics.microphone.earspy&hl=ru&gl=US
https://play.google.com/store/apps/details?id=org.havenapp.main
https://play.google.com/store/apps/details?id=info.guardianproject.ripple
https://play.google.com/store/apps/details?
id=org.briarproject.briar.android



СОЗДАНИЕ
ЛОВУШЕК



https://iplogger.ru/
https://grabify.link/
http://canarytokens.org/

https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8


https://vk.com/cc
https://cli.com/
https://clck.ru/
http://bit.do/
https://bitly.com/
https://www.lnnkin.com/

https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8


https://webresolver.nl/tools/iplogger
https://vk.com/away.php?to=ЛОГЕР
https://telegraph.com%story%dsadasdasd@ЛОГЕР

https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8


http://canarytokens.org/
https://www.locklizard.com/track-pdf-monitoring/
http://www.mailtracking.com/mailtracking/pmdoctrack.asp

https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8


https://telegra.ph/
https://medium.com/
https://teletype.in/
https://start.me/
https://t.me/FakeSMI_bot
https://t.me/LivegramBot
https://t.me/Manybot
https://t.me/FleepBot

https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8


https://socfishing.com
http://soceffect.ru
https://dmp.one
https://wantresult.com

https://github.com/thewhiteh4t/seeker
https://github.com/jofpin/trape
https://github.com/cryptomarauder/TrackUrl
https://github.com/Bafomet666/Bigbro
https://github.com/spyboy-productions/r4ven
https://iplogger.ru/location-tracker

https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
https://www.google.com/search?q=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&oq=3QzYvaRFY6bakFBW4YBRrzmwzTnfZcaA6E+-block&aqs=chrome..69i57.1383j0j7&sourceid=chrome&ie=UTF-8
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