Ctatuctuka m
NpPaKTUKa
nHumnaeHtoB b

lkaspersky



Forbes. TOM-200 Hanbonee "kKnbep3awmnweHHbIX" komnanun CLUA

Most CyberSecure in USA

Top 20, as ranked by Forbes & SecurityScorecard

‘ Neiman Mu!g S

\'f
PACIFIC WESTERN BANK ‘\

¥ A
& ay Virtusa

1“ Security F b Forbes & SecurityScorecard
v2) scorecard KOXDECS "5 iched June 8 2023




YcnewHoe UB, 3To yto? How Business Leaders Measure
Security Success

Top metrics used by business leaders
to understand cybersecurity

VU7 Security efficiency metrics like MTTD and MTTR

31% Regulatory compliance (e.g., number of times
il found in violation, speed of reacting to audit requests)

<{1PV9 Cyber risk quantification/mitigation metrics

30% Downtime/availability of key applications
il due to security incidents

riL73 Number of successful attacks

risV/9 Number of incidents detected and inspected

rA& W Progress on critical security programs

25% Number of new initiatives supported

(e.g., security as an enabler vs. blocker)

pZ:5 /9 Ability to remain under budget

r4 /3 Returnon cyberinvestment

https://www.splunk.com/en_us/pdfs/gated/ebooks/state-of-security-2023.pdf



CtaTuctuka no yasBmmoctsamMm Ha ocHoBe 300k neHTecTOB

Percentage of High and Critical Vulnerabilities, by Industry

Government & Non-Profit
Healthcare

Education
Manufacturing
Technology

Retail & Ecommerce
Professional Services
Energy & Utilities

Financial Services

Insurance

o
R
N
R
N
R
()
R
o]
R

10% 12%

https://www.netspi.com/wp-content/uploads/netspi-offensive-security-vision-report-2023. pdf
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LUndpbl u cTatucTnka no wndpoBanbLiMKam

Largest Ransom Largest Ransom Average Ransom

Demand in 2022: Paid in 2022: Paid in 2022:
$90+ million $8+ million $600,688
($60+ million in 2021) ($5.5 million in 2021) ($511,957 in 2021)

\ paid even though the
40% J of organizations paid aransom 16% organization was able to
fully restore from backups

of the time an organization found evidence of data

85% L . 82% § exfiltration when there was a claim

restore from backup without of data theft in the ransom note
payingransom

paid even though the ) '
a7% organizationwas able to 77% involved theft of data resulting
partially restore from backups SRR RIS

https://www.bakerlaw.com/webfiles/2023%20DSIR%20Report.pdf



LUndpbl n ctatucTnka no wudgpoBarnbLiMKam

Percentage

20%
in breaches
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Figure 8. Ransomware action variety over time

https://www.verizon.com/business/resources/reports/2023-data-breach-investigations-report-dbir.pdf



Y10 nomoraer?

Comparing Timelines for Network Intrusion
Incidents with and without an EDR tool: @ oetection @) Containment @) analysis

e 0@ O ox-

with EDR tool

AVERAGE

without EDR tool Days

YnydlleHne MeTpuk Ha 22,5 %

https://www.bakerlaw.com/webfiles/2023%20DSIR%20Report.pdf



Y10 nomoraer?

Contextual Sources Actionable Alerts

Application .  S|EM & SOAR
& 0S logs e et | alerts

Network traffic ool oo (-~
metadata S e

Machine
" learning
~ model output

Memory &
media images

What really happened: Ground Truth
Deserving of immediate attention

Relative volume of data

https://www.mitre.org/sites/default/files/2022-04/11-strategies-of-a-world-class-cybersecurity-operations-center. pdf
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Haxoanm nepBoe nposBneHue PowerShell c ceteBon akTUBHOCTbLIO

Alerts (T Processad Filtersv‘ Showall‘

0

In process

Created Details Source Destination Technologies State

20/10 1117 powershell_with_network_activity

H H

28/10 10:45 powershell_with_network_activity

26/10 15:00 powershell_with_network_activity

3

23/10 14:46 powershell_with_network_activity

3|

20/10 15:00 powershell_with_network_activity

3

18/10 12:01 'powershell_Wim_nemork_acumy

3

1610 17:15 powershell_with_network_activity

10/10 02:45 powershell_with_network_activity

07/10 09:45 powershell_with_network_activity

B B EH

03/10 20:45 powershell_with_network_activity

B

04/10 13:15 powershell_with_network_activity

B

02/10 17:30 powershell_with_network_activity

B




Haxoaum oyeHb Noao3puTenbHYH NPOBEPKY AOCTYNHOCTU pecypca

cmd.exe @ nowershellexe @ Events: 17 @

Process started Parent process

I0A tags suspicious_powershell_cmdline_downloading [ | powershell_with_network_activity [4 File

Event time 03 October 2019 02:20 MD5

Wi SE IO o il e SHA256

File ws\System32\WindowsPow:

Launch parameters powershell try(Sip="216.58.213.142": Ses=New-Object System.Net Sockets TepClient(Sip, Process ID 9564

443);Write-Host [OK] }catch{Write-Hest [FAILI}
MD5 92f44e405db16ac55d97e3bfe3b132fa
SHA256 6c05e11209b7e3c8ed31bae72914cf249c144a8f4a2c54a758eb2eb6fad47aec7?
Size
Process ID
Process end time 03 October 2012 02:20

Time created 14 July 2009 04:32




PaCKprBaeM BeTKMN aKTUBHOCTU U CMOTPUM NnposiBJrieHne BCEeN aKTUBHOCTM

]

®00000®

" ®®

®

Process started / Parent process
Event time 02 October 2019 17:08 File

File C:\PerfLogs\winsde.exe MD5

Launch parameters ping 192.168.10.55 -n 1 / SHA256 17746d82695fa9b35493b41859d39d786d32b23a9d2e00f4011dec7a02402ae

MD5 6242e3d67787ccbf4e06ad2982853144 Process ID 5132

SHA256 4caledba7¥f487fdb3f1362a3681d7d929f5aa1262cdfd31be4c3€826983fb1d

Size S5SKB

Process ID 3796




NMpoBepum ceTeBoe obpalleHune oT winsde.exe

Process started: 9 @

Remote connection: 5

®
©
Q,
Q)

Remote connection Parent process

Event time 02 October 2019 17:09 File C:\PerfLogs\winsde.exe

Remote IP 9.141.168.114:44 MD5 71fa6c1937eff70f618b5fb3ed5e0d37
-
®

Local IP 192.168.178.114 ) SHA256 306dc58e4b023¢9a7221805341078736e4fd2138ad528ec3a57e99¢89ac36fb2

User name NT AUTHORITY\SYSTEM




winsde.exe — BpeaAOHOCHbLIN?

http://79.141.168.114:443/

(¥) No engines detected this URL

hitp:/79.141.168.114:443/ 2019-10-08 16:09:21 UTC
79.141.168.114 29 days ago

Community
Score

DETECTION DETAILS COMMUNITY

ADMINUSLabs 'ZE/) Clean AegisLab WebGuard

AlienVault &) Clean Antiy-AVL




winsde.exe — BpeAOHOCHbIN

Kaspersky
Threat Intelligence Portal

[Z] Reportingv /& Threatlookup =3¢ WHOIS Track

Reporis (1)
You are using a trial wersicn of the service, Purchase a commercial license for a large e

- Reports©
Enter p
@ More ab I Oct0l 2015 Early alert: silence active in Eastern Europe

| » Bosnia and Herzegovina Cilence| | o Banks

Report for IP address: Dangerous # Copyre
3 79.141168114:443 At the beginning of the 2019 summer, the Silence group changed their tactics and started to

‘\ attack financial organizations all over the globe. Now they are one of the most active financial-
motivated targeted attack groups. In September they added new proxy tools to their arsenal
that was used during the attack on a bank in Bosnia and Herzegovina. This report describes
these tools and provides [OCs of the current attack.

f=3 Early alert: Silence active in Eastarn Eurcps

“\

WHOIS ©

79141166.0-79141 169255  HZ-NA28 _ Aug03.2018  Aug30.2018 133358




APT = Silence

Malicious Ink

Malicious.doc

SHlence.Downloader

Silence
SurvellanceModule MainModule

Atmosphere
Dropper

Atmosphere
Injector

e 3
2 S
%@

Malicious. js

Malicious.chm

C&C Server

o
-]

\J
dispenso ATM
command

Mute
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LLinnoHckoe MO Ha mobunbHom yctpouctee (PEGASUS)

aTh 20KPLITHE COHOPYXEHNA | bIe QUABTPL vV Ounctnto |

Kaspersky O6Hapy»(eH n4d ® ” | |
Anti Targeted

Attack Platform

MonuTopuHr
O6Hapymerma

MNowuck yrpoa
elated host [loren: chubaka.org 192168.7.79

_Group]. Maliciows
3anaun

MNonntuiu TA-related host Lor chuba¥a.org 192168.7.79
_Group]. Malicious
[Nonwsosarenscime npasuna v
TA-related host [lomer breakfastisgood com 192168.7.79

(NSO _Croup), Malicious
Xpanunue v

Endpoint Agents ) ( 252 A ted host Jlomen breakfastisgood com 192.168.779
pl. Malicious

OTuetul v

TA-related host topadblocker net 192 168779 16216871

[Napametpbl » INSO_Croup). Maliclous

TA-related host Aot opadblocker net 192 168779 192.1 74 Houoce
(NSO _Group], Malclous
ho=t

TA-related host ‘1 Noextrarnonrey com 192168.779
INSO_Group|
noextramoney com 192168.7.79
lawlowvat net 192160.7.79

lawlowvat net 192160.779

TA-related host N Yy -pa 192168779 71 Hooce
(NSO _CGroup|, Maliclous




PeanbHbIN Keuc
Y KITMEeHTa
(2021)




NMucbmo, KOTOpOE NMpoLio HECKOJIbLKO NnpoBepoK ...

. . Bce o6Hapyxenus > O6HapyxeHue #8-1 . HaaHauute @MHe | v OTMeTUTh Kak 06paboTaHHOe PekomeHpauumn
aspersky
@ Anti Targeted

Attack Platform 3 v - 202112 36

20211237
MoHUTOPUHr P Haiitu noxoxue
- ob6HapyxeHua A

LT Brewnan cucrema Sensor 192168.10.123 {2 36 36

Mo MD5

Focxyrpan Mudpopmauma 06 o6bekTe

Mo anpecy ornpasurens n

3anauu Mo appecy nonyuartens

MNonuTvkm @) Hairtu noxoxue EPP-
Order inquiry cobbiTua
2us-ascii?q?hDemlwRAOIT+WzkceykPMHKSL LkTp5YhodsP2jGI3Fe3PT8pZp/Z1cVI3LYC?
7us-ascii?q?DKsHalRbsN@alMZDv1 gheQysd49YNNNSdZE8fxC18St6zHYTK1Gdoh39WLmZ?
7us-ascii?q?rAuc7103xvQQt2Ap #M0ySFDG+gfnFLeA=3D=3D7
XpaHunuie v X Anti-Spam-Filtered/ true
Anti-Spam-Resultf =7us-ascii?q?AQArAWDTS31gUxKa7MCBbLobhkxxGgM?-=
=7us-ascii?q?CAQYEATgHRI)YdgjgihDE6tmSIalHpeBk0?=
Endpoint Agents X-IPAS-Result: =7us- ¥\ 7q? AGArAnDTS31 gUxKa7MCBbLobhkxxGgMCAQYEATgHRIVdg?
=7us-ascii?q?igibDEGiS JaTHpeBkO? =
AV:| E=McAfee] i="6200,9189,9955"; a="11817746"
AV:| E=Sophos}i="5.82,226,1613419200";

" a="11R1774KR"

[MNonbzosarensckme npasuvna v

®) Hairtu noxoxue cobbitus

Orierbl v

MNapameTpsbl >

E Order inquiry

Cxavatb




CoaepXuT noTeHUuuanbHbIV WKdpoBanbLLUK

K K Bce 06HapV)KEHMﬂ 4 O6Hapy)KeHMe #-4 e Ha3sHauntb @QMHe v PEKOMeHﬂaLI,VIVI

aspersky

@ Anti Targeted
Attack Platform

Ckauatb

MoHUTOpUHr P Haittu noxoxue
ob6HapyeHua A
Pe3synbraTbl npoBepku

O6Ha HUA
e Mo MD5

ﬂ Order inquiry//[From "Isab...RDER.PDF.iso//ORDER.PDF.exe

[Mowuck yrpoa
Mo anpecy ornpasutens
Il - He o6rapywero LG

3apaun n Trojan.MSIL Crypt.sh Mo anpecy nonyuyartens
MonuTnkm : He gbinonHanace @ Haittn noxowwue EPP-

co6biTnA

n Sandbox-06HapyxeHue Hadtm Ha KLTIP 2 MameHnTb nonuTuky
onbzoBaTenbckme Npasuna v

SpSA ﬂ Order inquiry//[From "Isab...rder inquiry]/ORDER.PDF.iso

m HEUR:Trojan Win32 Generic
IEl - Heobrapyxero

He BbinonHAanacs

@ Haitt noxoxme cobbiTus

Endpoint Agents
Oruetbl v

(Mpmactiadts Haitn Ha KL TIP 2 CoapaTb NnpaBmno 3anpera

XypHan usmeHeHun




Nnendykun CERT Societe Generale
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