JRIN

CUCTEMHbIN MHTEerpaTop

YnpasneHune Vb B
BEPTUKaNbHbIX

XONANHIaX




[lpeanocbiNKv

XONAWHT (34ec5)—- COBOKYMHOCTb B3aMMOAENCTBYHOLLINX

KOMMaHMIN C pasINyHoU cneymnprikon n maclutabom
neaTenbHocTU, UT-MHOPaCTPyKTYpOU, perynsaTopHeiMu [

TpeboBaHUAMW, ypoBHeM 3penocTtun Vb.

MHUMAEHT B 110601 N3 HUX MOXEeT HeraTMBHO

CKa3aTbCA Ha pPaboTOCMNOCOOHOCTY 1 Ae/I0BOV P

penyTtaunn Bcero XoaaunHra.



[lpob6nemaTunKa

v’ pasHble ypoBHU BocnipudaTtua: CA=TA=CISO
v oTpacsieBad/onepaunoHHas cneynpurka

v NPpOoO3payHas OTYeTHOCTL/CTaTyC NCMOJIHEHNS
v  IHCTPYMEHTbI aHa/ln3a 1 BU3yanusaunmn

NAHHbIX




YpoBeHb cTpaTternm
CoBeT ilnpeKkTopos

yepes «[1onntuky ynpasneHusa Mb»' XongmHra onpegensier

obLime NprHUMNblL opraHmsauymnm ynpasneHna Ub:

v’ eAnHble NoaxoAbl K BbIABEHWI, OLleHKe 1 0bpaboTke
yrpos

v pacnpegeneHue 30H orBeTctBeHHoCcTW, KPIl ana I

v peanmsaumsa opraHm3aumMoOHHO-TEXHNYECKX Mep 3aLnThbl

v’ NepnogmnmyHOCTb 1 BUAblI OTYETHOCTN

'nanee - Nonntnka



YpoBeHb TaKTUKW
[ 4, CISO

KOHKpeTm3npyet Nonantuky, onpeaenss:

v cTpaternto Vb

v\ pUCK-yrpassieHune

v’ KOMMNekT 4okymMeHTOB /16 (npouecchl, npoueaypbl)

v OpPr-LUTaTHY CTPYKTYPY, 30HbI oTBeTCTBeHHOCTU, KPI

v KOHTPO/JIbHbIE NPOLIeAYPbl, OTYETHOCTb




YpoBeHb onepauunn
KoOMaHaa Vb

v aBTOMaTM3aumsa OTYETHOCTY

v’ 0bpaTHasa CBA3b MO MeTOA0/10M N
v\ YTOUHEHVe cTpaTernmn

v oueHka C3U




[lpoLyecc KOHTPO/i1A Ha
ypoBHEe XONAUNHTa

Crparterns Kb

HenpepblBHOCTb BM3Heca 5. - - ApxutekTtypa Kb
Eﬂll/l Had M eTO,LI,OJ'I Oornd I/I E Monutukmn u ctasaapTel 8 obnactu Kb KommyHunkaumm 8 obnactu Kb
OpraHu3aumMoHHan CTPyKTypa - OTUYETHOCTb U METPUKM
KOMMaHW XONAUNHTra:
KomnnaeHc KB Mpynnol . - PUCK-oOpueHTUpoBaHHbIv Noaxon
‘/ ~9OO BOIT1 p 0OCO B, 2 1 Harll pa B/IeHWU e, B3anmopencrseue . Sawm Be3onacHocTb pa3zpaboTku
C TPeTbMMM CTOPOHaMM
|/ | 3almTa NPUNOXKEHUA
6 JoMeHOB Vb Ynpasnetie | -.
ﬂ. e i .= TN e : B Npouecce aKkcnayaraumm
‘/ TeK ¥ |7| Y eq1eBo M OBeHb ObyueHune paboTHUKOB YnpagneHme aocTynom
yLLII I'Il yp cnyxbbl KB
Kynetypa KB S (S | T YnpasneHue
v/ aBTOMaTn3auMsa KOMMaaeHca , | AHOOPMAUMOHHEIMMA KTHBAMN

PaccneposaHus - MpoTusoaencTene
KubepMolweHHUYecTsy

TecTbl Ha NPOHUKHOBEHUE ' | , CeTteBas 6be3onacHocTb

Ynpasneuune nHumaeHtammn K6 Be3onacHOCTb KOHEYHbIX YCTPOUCTB

MoHuTOopuHr Kb — ' Be3onacHoOCTb AaHHbIX
YnpasneHue yassnmMoCcTaMm




VIHCTPYMEHTDI

yrnpaBneHus
V1b

SGRC - Heckonbko PO-cucrtem,

Pa3HbIX LeH N BO3MOXHOCTeW.

BblCOKIIA MOPOr BXOXAEHUA.

3aBUAHbLIVN pe3ybTar.

| v CooTBeTCcTBME TpE6OBaHMﬂM

A / CootsetcTBue TpeboBaHuam / [pukas GCTIK Poccum N2 27 o1 18...

CocTtaB U coaep>xXaHne Mep rno obecrevyeHnto 6e3o0nacHoOCTU
NepCoOHalIbHbIX AaHHbIX, HeO6XO,£I,I/IMbIX anA obecneyeHus KaXaoro 13
ypOBHEﬁ 3alLeHHOCTU NepCoOHal/IbHbIX AaHHbIX

MNpukas OCTIK Poccum N2 21 ot 18.02.2013

anJ'IO)KEHMe K COCTaBy N cofepXaHW OpraHn3aumMoHHbIX U TEXHWYECKUX Mep MO obecrneyeHunto
6e30nacHoCTK nepcoHanbHbIX AaHHbLIX NMPU KX o6pa60TKe B If‘IHCIJDpMaLLMOHHbIX CHUCTeMaX NnepCcoHaslbHbIX
OaHHbIX
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| v CooTBeTtcTBMUE TpEﬁOBaHHHM

@A / CooTtBeTcTBMe TpebOBaHWUAM

®dUHaHCHI

13 nokymeHTOoB | 1456 TpeboBaHuit

CTO BP MBBC-1.0-2014 CIS Critical Security Controls v7.1 (SANS

_ Top 20)
SWIFT Customer Security Controls

Framework v2022

13% (24 3 183)
15% (4 3 27)

CIS CSC)
Guideline for a healthy information

system v.2.0 (...

NIST Cybersecurity Framework (RU)
FOCT P 57580.1 Pa3pen 8 CIS Critical Security Controls v8 (The 18
MNonoxeHwne baHka Poccun 787-T1

[MonoxeHne baHka Poccun 779-T1

MNpukas ®CTIK Poccum N2 235 ot

80% 3TC |

6 noKymeHTOB | 554 Tpe6oBaHuiA

(3 O6nactb

Bbi6epuTte obnacTtb

4
X
v YpoBeHb 3alMLEHHOCTU v =
MacTep

[pynnbl AOKYMEHTOB Bce nOKYMeHTb!

YpoBeHb cooTBeTCTBUA 28 % 25 3alUTHbIX

aKTyaﬂbeIX
108 e E— ver

il piq MepekntounTb Auarpammy

WHL \_we— / '"'""“\\onc © Mnaknpyembiit ypoBeHb

© Tekywmit yposeHb

3B ;<

N n T~ r“ﬁD
& ~
M Bbi6patb gokyMeHTbI . e ®
OCT 573580 CtaTtucTuka CrpaBka

Mpynnbl AOKYMEHTOB Bce AOKYMEHTbI

Jlydlume npakTuKu B [H

5 nokymeHTOB | 216 TpeboBaHui

MNpukas GCTIK Poccun N2 21 ot

18.02.2013

MNpuka3 PockoMHaasopa N2 179 ot
28.10.2022

_
®depepanbHbIn 3akoH N2 152 oT

27.07.2006

MNocTtaHoBneHue MpaButenoctea PO N
0% (0 u3 22

0% (0 m3 34)

\
34paBooxpaHeHune R KA ACY Tl
1 11 10
4 nokymeHTa | 134 TpeboBaHuA 3 AoKymeHTa | 196 TpeboBaHuA 3 nokymeHTa | 217 TpeboBaHus
GMP Annex 11: Computerised Systems (RU) MNpukas ©CT3K Poccumn N2 239 ot MNpukasz ®CTIK Poccumn N2 31 ot 14.03.2014
n3
25.12.2017
GMP Annex 11: Computerised Systems (EN) FDA 21 CFR part 11 (EN)
depepanbHbii 3akoH N2 187-03 oT
DA 21 CFR part 11 (EN) FDA 21 CFR part 11 (RU)
26.07.2017
FDA 21 CFR part 11 (RU)

21.12.2017




BOIPOCHI?

+7 495 972-98-26
info@it-task.ru
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