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В компаниях
сейчас
в приоритете

Растущий ландшафт угроз 
информационной безопасности

Ускорение цифровой 
трансформации

Нехватка специалистов по 
безопасности и навыковПроблемы 

обеспечения 
безопасности 
организаций

Сканируйте код, чтобы 
задать вопрос прямо сейчас 
или после презентации

Presenter Notes
Presentation Notes
There are several key challenges that organizations need to addressFirst - The growing threat landscape – more attacks, more complicated, moving to target the applications and business layers.Second - The accelerated digital transformation as more applications are now online.Third - The increase in cloud adoption which introduces new challenges and threats.And finally, the huge shortage in cyber security experts across the world.
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Растущий ландшафт угроз безопасности

Максимальная безопасность требует защиты от всех 
возможных угроз

1

Presenter Notes
Presentation Notes
Capital One (2019)vulnerability in the WAF allowed a “Server Side Request Forgery” (SSRF) attack where the attacker manipulates a vulnerable web server to make new http requests on its behalf to access resources that the attacker should not have direct access to. The resource in this case was the AWS metadata service. Capital One had to pay a $80M Penalty from the US bank regulatorFor more details go to https://krebsonsecurity.com/2019/08/what-we-can-learn-from-the-capital-one-hack/VW Audi North America(2021)The hacker  hacked an unsecured Azure Blob container stealing records of 3.3 million customers. More info here: https://cyberintelmag.com/attacks-data-breaches/audi-volkswagen-customer-data-is-sold-on-a-hacking-forum/Dunkin Donuts (2019)Credentials stuffing is a cyber-security term that describes a type of cyber-attack where hackers take combinations of usernames and passwords leaked at other sites and use them to gain (illegal) access on accounts on new sites.Hackers used user credentials leaked at other sites to gain entry to DD Perks rewards accounts, which provide repeat customers with a way to earn points and use them to get free beverages or discounts for other Dunkin' Donuts products.The type of information typically stored inside a DD Perks account includes a user's first and last names, email address (also used as username), a 16-digit DD Perks account number, and a DD Perks QR code.For info go to  https://www.zdnet.com/article/dunkin-donuts-accounts-compromised-in-second-credential-stuffing-attack-in-three-months/Facebook (data scraped in mid-late 2019 and started circulating in dark web forums in 2020)Method of operation – scraping bots. Web scraping refers to the process of using automated scripts or bots to harvest public information from sites, such as any information users make publicly available on their profiles (Names, City, Education, etc.).  Read more here  https://www.digitalshadows.com/blog-and-research/the-facebook-data-leak-explained/Solarwinds (2021)The attack impacted an unknown number of Solarwinds B2B customers (out of 18,000 companies). Damages are estimated in dozens of billions of dollars, as each of those companies needed to go through an internal technical investigation, mitigation and in some cases recovery.https://www.cisecurity.org/solarwinds/VenmoIn 2018 a researcher hacked Venmo and managed to expose over 200 million transaction details just to prove that Venmo and the likes of it are not safe.
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Растущий ландшафт угроз безопасности

Абьюз API

200M Transactions 
API EXPOSURE

18K Companies
UP TO $100B IN DAMAGES

Атаки ботов

10M Records
CREDENTIAL STUFFING

533M Records
SCRAPING BOTS

Максимальная безопасность требует защиты от всех 
возможных угроз

Эксплуатация 
уязвимостей

100M Records
SERVER-SIDE REQUEST FORGERY

3.3M Records
DATA BREACH

*$80M PENALTY

1

Presenter Notes
Presentation Notes
Capital One (2019)vulnerability in the WAF allowed a “Server Side Request Forgery” (SSRF) attack where the attacker manipulates a vulnerable web server to make new http requests on its behalf to access resources that the attacker should not have direct access to. The resource in this case was the AWS metadata service. Capital One had to pay a $80M Penalty from the US bank regulatorFor more details go to https://krebsonsecurity.com/2019/08/what-we-can-learn-from-the-capital-one-hack/VW Audi North America(2021)The hacker  hacked an unsecured Azure Blob container stealing records of 3.3 million customers. More info here: https://cyberintelmag.com/attacks-data-breaches/audi-volkswagen-customer-data-is-sold-on-a-hacking-forum/Dunkin Donuts (2019)Credentials stuffing is a cyber-security term that describes a type of cyber-attack where hackers take combinations of usernames and passwords leaked at other sites and use them to gain (illegal) access on accounts on new sites.Hackers used user credentials leaked at other sites to gain entry to DD Perks rewards accounts, which provide repeat customers with a way to earn points and use them to get free beverages or discounts for other Dunkin' Donuts products.The type of information typically stored inside a DD Perks account includes a user's first and last names, email address (also used as username), a 16-digit DD Perks account number, and a DD Perks QR code.For info go to  https://www.zdnet.com/article/dunkin-donuts-accounts-compromised-in-second-credential-stuffing-attack-in-three-months/Facebook (data scraped in mid-late 2019 and started circulating in dark web forums in 2020)Method of operation – scraping bots. Web scraping refers to the process of using automated scripts or bots to harvest public information from sites, such as any information users make publicly available on their profiles (Names, City, Education, etc.).  Read more here  https://www.digitalshadows.com/blog-and-research/the-facebook-data-leak-explained/Solarwinds (2021)The attack impacted an unknown number of Solarwinds B2B customers (out of 18,000 companies). Damages are estimated in dozens of billions of dollars, as each of those companies needed to go through an internal technical investigation, mitigation and in some cases recovery.https://www.cisecurity.org/solarwinds/VenmoIn 2018 a researcher hacked Venmo and managed to expose over 200 million transaction details just to prove that Venmo and the likes of it are not safe.
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Известные инциденты в Беларуси

Утечки перс. данных

Атакуют всех и бдительным нужно быть всегда

Регулярно 
подвергается атакам

и другие компании 
гос. сектора 

1

и другие…

Presenter Notes
Presentation Notes
Capital One (2019)vulnerability in the WAF allowed a “Server Side Request Forgery” (SSRF) attack where the attacker manipulates a vulnerable web server to make new http requests on its behalf to access resources that the attacker should not have direct access to. The resource in this case was the AWS metadata service. Capital One had to pay a $80M Penalty from the US bank regulatorFor more details go to https://krebsonsecurity.com/2019/08/what-we-can-learn-from-the-capital-one-hack/VW Audi North America(2021)The hacker  hacked an unsecured Azure Blob container stealing records of 3.3 million customers. More info here: https://cyberintelmag.com/attacks-data-breaches/audi-volkswagen-customer-data-is-sold-on-a-hacking-forum/Dunkin Donuts (2019)Credentials stuffing is a cyber-security term that describes a type of cyber-attack where hackers take combinations of usernames and passwords leaked at other sites and use them to gain (illegal) access on accounts on new sites.Hackers used user credentials leaked at other sites to gain entry to DD Perks rewards accounts, which provide repeat customers with a way to earn points and use them to get free beverages or discounts for other Dunkin' Donuts products.The type of information typically stored inside a DD Perks account includes a user's first and last names, email address (also used as username), a 16-digit DD Perks account number, and a DD Perks QR code.For info go to  https://www.zdnet.com/article/dunkin-donuts-accounts-compromised-in-second-credential-stuffing-attack-in-three-months/Facebook (data scraped in mid-late 2019 and started circulating in dark web forums in 2020)Method of operation – scraping bots. Web scraping refers to the process of using automated scripts or bots to harvest public information from sites, such as any information users make publicly available on their profiles (Names, City, Education, etc.).  Read more here  https://www.digitalshadows.com/blog-and-research/the-facebook-data-leak-explained/Solarwinds (2021)The attack impacted an unknown number of Solarwinds B2B customers (out of 18,000 companies). Damages are estimated in dozens of billions of dollars, as each of those companies needed to go through an internal technical investigation, mitigation and in some cases recovery.https://www.cisecurity.org/solarwinds/VenmoIn 2018 a researcher hacked Venmo and managed to expose over 200 million transaction details just to prove that Venmo and the likes of it are not safe.
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Обзор 2023 года
Интенсивность атак растет

Атаки на мобильные 
приложения

Увеличение активности Хактивистов

по сравнению с 2022 число 
атак в 2023 на мобильные 
приложения выросло на 
500%
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9%

40%

52%

56%

71%

76%

MEDIACL RECORDS

ID/SOCIAL SECURITY NUMBER/SOCIAL INSURANCE 
NUMBERS

PAYMENT INFO

TOKENS/HASHES/COOKIES

USER CREDENTIALS

EMAILS/PHONE/ADDRESS

ЗАЩИТА API — САМАЯ БЫСТРОРАСТУЩАЯ ЗАДАЧА

* Источник: Отчет о безопасности приложений Radware.

Угроза №1

61%
СВЯЗАННЫЕ С 
НАРУШЕНИЯМИ 
ЭКСПЛУАТАЦИИ API

55% 
БЕЗОПАСНОСТЬ 
ПРИЛОЖЕНИЯ И 
ИНФРАСТРУКТУРЫ API

Приоритет №1

ТРЕБУЕЕТСЯ 
ИНВЕСТИРОВАТЬ В 
ЗАЩИТУ ПРИЛОЖЕНИЙ

#1 App-Sec 

59% 

% конфиденциальных данных, открытых через API
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Нарушения прав доступа

Неаутентифицированный
доступ

Не авторизованный доступ

Захват аккаунта

• Authentication: OAuth2, JSON Web 
Token,…

• Session Hijacking (e.g. steal token)
• Token manipulation (e.g. privilege 

esc.) 

• IP, token or role-based access
• Access to restricted APIs (temp/ test)
• Excessive use (cost)

• Credential Stuffing
• Brute-force
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Манипуляции API

• SQL & Command Injections
• Cross-Site Scripting (XSS)
• Directory Traversal

Встроенные атаки

• HTTP Method Abuse: DELETE vs. GET
• Unexpected JSON/XML Element Types
• Out of range JSON/XML Element Values

Абьюз API

• Data Exposure (PII/CCN/SSN etc.)
• 5XX Internal Server Errors
• HTTP response headers

Утечка конфиденциальных данных
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Good Bots

Bad Bots

Humans

Боты захватили Интернет

Что делают хорошие боты?
• Поисковые системы 
• Сервисы сравнения цен 
• Сборщики информации
• Загрузчики информации

Что делают плохие боты?
• Захваты аккаунта
• DDoS атаки
• Блокирование склада 

в e-commerce
• и другие вредоносные активности

26%

26%

48%

организации не могут отличить 
«хороших» от «плохих» ботов26% интернет-трафика 

генерируют плохие боты 4 из 5
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Ускорение цифровой трансформация

Работа
из дома

Интернет-
потребление 
товаров

Веб-приложения
в центре 
бизнеса

Скорость и гибкость имеют 
решающее значение для 

сохранения 
конкурентоспособности

2

Нужна стабильная безопасность, которая 
не снижает вашей скорости

Presenter Notes
Presentation Notes
Beyond the threat landscape, what else is going on with organizations today.There are several key challenges that organizations need to addressFirst you need to enable digital transformation. More applications are deployed online, a bigger part of the business is done online – hence those applications are critical.  The speed in which you develop and introduce new applications is becoming the competitive differentiation.  Orgs need to accelerate their business transformation.  What you need is frictionless security – security that does not hold you back, that security is actually an enabler for the digital transformation and not decreasing the pace of agility.  
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Нехватка специалистов по ИБ растет 3

Потребность в автоматизированных средствах защиты и 
полностью управляемых сервисах ИБ

85%
организаций 
сталкивается 
с нехваткой 

навыков

~3,5M
открытые 

позиции по 
всему миру

+27%
спрос на 

специалистов
по ИБ

38%
сообщают о 

высоком 
уровне 

выгорания

* Источники: (ISC)² Исследование и опрос рабочей силы в области кибербезопасности, проведенный Gaper ISSA/ESG.

Presenter Notes
Presentation Notes
One of the key challenges organizations worldwide are facing is the lack of cybersecurity experts. It is very difficult to find qualified people, and organizations often need to compromise and place IT experts without cyber security experience in security roles.There are currently oabout 3M open positions in cybersecurity worldwide – about 400-500K in the US.An a recent survey shows 85% of business facing skills shortages and a high burnout rate within their existing teams – because they are over-worked.What does this mean?  Organizations need more automated solutions – they cannot rely on human intervention for protection – as well as fully managed services as they simply can’t handle this in house.“The need for cybersecurity professionals increased by 30% in 2021,” said Clar Rosso, CEO of the nonprofit cybersecurity association (ISC)².That leaves about 400,000 open cybersecurity jobs in the U.S., according to an (ISC)² report. “In any period of time, this is concerning. It is especially concerning now,” Rosso said.“There is an undersupply of cyber professionals—a gap of more than 3 million worldwide who can provide cyber leadership, test and secure systems, and train people in digital hygiene," it said. - The world is lacking 3 million cybersecurity professionals, according to the latest report by the World Economic Forum (WEF). “There is an undersupply of cyber professionals—a gap of more than 3 million worldwide who can provide cyber leadership, test and secure systems, and train people in digital hygiene," it said.85% of business are facing skill shortages62% report increased workload for cybersecurity teams38% report high burnout among staffhttps://www.issa.org/cybersecurity-skills-crisis-continues-for-fifth-year-perpetuated-by-lack-of-business-investment/CSO by Title – IT manager by experience 
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Растущая сложность
Среды и процессы разработки и доставки создают слепые зоны для ИБ

70%

Большая 
сложность

Распределенная 
информация

Непрерывная 
доставка

Частые 
изменения

не интегрируют 
безопасность в 
конвейер CI/CD56%

59%
2/3

приложений 
еженедельно 
меняются

защита API - приоритет № 1 
безопасности приложений 
на 2024 г.

говорят, что потребность 
в последовательности и 
наглядности является 
главным вопросом

Presenter Notes
Presentation Notes
EASYa) Robust and B) Adaptive.3DData on the rightNEED FOR SIMPLIFICATION. AUTOMATION, MACHINE LEARNING, AUTO TUNING, PLAYS ALONG THE RAPID CYCLE, VISIBILITY AND SENSE OF CONTROLABOVE ALL – DELIVERS PROTECTIONTCO



Комплексная 
защита 
Вэб-приложений
Radware
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Универсальное решение для всех потребностей в 
безопасности приложений

Защита API Cloud Bot-
менеджер

WAF

Presenter Notes
Presentation Notes
Radware’s industry-leading WAF, bot management, API protection, and application DDoS protection services are a one-stop-shop for all your application security needs, providing you with state-of-the-art application and API protection (WAAP) that doesn’t roadblock business agility and growth.
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Положительная + отрицательная модель безопасности 
для надежной защиты приложений

Отрицательная модель безопасности
• Стандарт для большинства сервисов WAF и технологий WAF
• Блокирует известные атаки с помощью известных сигнатур и правил
• Не может обеспечить ПОЛНУЮ защиту от OWASP TOP-10
• Не может защитить от неизвестных уязвимостей: атаки нулевого дня

Позитивная модель безопасности
• Изучает и определяет, какие действия являются законным трафиком
• Блокирует несанкционированный доступ или действия, которые не 

разрешены
• Уникальная защита от атак нулевого дня и неизвестных уязвимостей
• Высокий уровень защиты: ПОЛНАЯ защита OWASP TOP-10, минимум 

ложных срабатываний

WAF
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Алгоритмы машинного обучения для автоматического создания политик
Автоматическая генерация политик

Автоматический 
анализ угроз

Охватывает ВСЕ Топ-10 OWASP 
и более 150 векторов атак

Сопоставление 
приложений
для обнаружения 

новых/изменений в веб-
приложении

Автоматическая 
активация политики

добавление адаптированных правил 
для приложений и оптимизация для 

максимальной точности

Генерация и 
оптимизация политик

для нестандартных правил, чтобы 
свести к минимуму ложные 

срабатывания

Постоянно следите за изменениями в приложении и приемлемом поведении 
пользователя, чтобы поддерживать защиту в актуальном состоянии.

WAF
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Больше безопасности. Меньше работы.
Непрерывная оптимизация политик

МОДУЛЬ ОПТИМИЗАЦИИ ПОЛИТИКИ БЕЗОПАСНОСТИ 
Запатентованные алгоритмы машинного обучения

Более высокая 
эффективность

Меньше 
ложных 

срабатываний

Точная и 
надежная 

защита

LOGS LOGS LOGS

УТОЧНЕНИЯ ПОЛИТИКИ БЕЗОПАСНОСТИ

WAFWAF

Presenter Notes
Presentation Notes
ML algorithm for Security policy optimizationA security policy optimization engine based on advanced patented machine-learning algorithms automatically reviews large log files in a pre-defined intervalsFinds anomalies with high level of accuracyAutomatically suggests policy refinementsERT reviews and approves for deploymentResult – more accurate and tighter protectionFewer false positivesMachine runs offline  and policy refinement are implemented by the customer or Radware ERT team at a click of a button. Combination of the best optimization algorithms and the best ERT team to monitor and utilize it.Higher operational efficiencyError free mechanism with full control over the machine
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Web Application Firewall (WAF)
Защита от уязвимостей Веб-приложений и API WAF

Radware

Specialized
Vendors

IaaS 
Providers

WAF

Presenter Notes
Presentation Notes
Radware provides an industry-leading Web Application Firewall (WAF) which protects web applications from web application attacks, hacking and other vulnerabilities. Our WAF technology uses a positive security model, which automatically learns the behavior patterns of legitimate user activities, and then automatically builds security policies tailored to allow those activities, and block any action which deviates from these patterns of legitimate behavior.This allows a higher degree of protection compared to traditional cloud WAF services, which are based on a negative security approach, based on manually configured, static security rules. Therefore, if a rules for a specific attack is not activated, or the organization is attacked with a new (zero-day) attack for which there is no rule, the attack will not be stopped, but will be allowed to go there.As a result, the positive model provides a higher level of security against OWASP Top 10 threats (and more), and against zero-day threats for which there is no rule.Radware’s WAF is available in multiple deployment models, including fully-managed cloud security service, virtual appliance, virtual appliance integrated with ADC (for secure delivery of applications), and as a Kubernetes edition for microservices.
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Что говорят о Radware клиенты

Radware WAF 
ТОП #2 ПО МНЕНИЮ 

ПОЛЬЗОВАТЕЛЕЙ

БУДУТ РЕКОМЕНДОВАТЬ
Radware WAF

Radware Bot Manager 
в среднем 5-звезд по отзывам

90%

WAF

в 2023 году в Беларуси
WAF Radware покупали
в банковском секторе 
и секторе телеком
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Сертификация ОАЦ

Presenter Notes
Presentation Notes
With regards to GDPR, there is no such thing as an official GDPR certificate. However, one of the best ways for companies to prove GDPR compliance is by having ISO 27001 and more particularly its extension ISO 27701—a standard created in 2019 to specifically tackle  the majority of GDPR requirements. - Except for Cloudflare, today Radware is the only Application Protection vendor to hold the ISO 27701 certificate. Which means that we are most compliant with GDPR. - Another anecdote about GDPR – One of the GDPR requirements is that the personal data of EU end users will be stored in the EU. Therefore, any of our competitors who claim to be GDPR compliant but don’t store data in the EU, in fact are not in compliance with GDPR!



Есть Вопросы?
Нужно ДЕМО?
radware@outsourceit.by
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