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Presenter Notes
Presentation Notes
There are several key challenges that organizations need to address

First - The growing threat landscape – more attacks, more complicated, moving to target the applications and business layers.

Second - The accelerated digital transformation as more applications are now online.

Third - The increase in cloud adoption which introduces new challenges and threats.

And finally, the huge shortage in cyber security experts across the world.
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Presenter Notes
Presentation Notes
Capital One (2019)
vulnerability in the WAF allowed a “Server Side Request Forgery” (SSRF) attack where the attacker manipulates a vulnerable web server to make new http requests on its behalf to access resources that the attacker should not have direct access to. The resource in this case was the AWS metadata service. 
Capital One had to pay a $80M Penalty from the US bank regulator

For more details go to https://krebsonsecurity.com/2019/08/what-we-can-learn-from-the-capital-one-hack/

VW Audi North America(2021)

The hacker  hacked an unsecured Azure Blob container stealing records of 3.3 million customers. More info here: https://cyberintelmag.com/attacks-data-breaches/audi-volkswagen-customer-data-is-sold-on-a-hacking-forum/

Dunkin Donuts (2019)

Credentials stuffing is a cyber-security term that describes a type of cyber-attack where hackers take combinations of usernames and passwords leaked at other sites and use them to gain (illegal) access on accounts on new sites.Hackers used user credentials leaked at other sites to gain entry to DD Perks rewards accounts, which provide repeat customers with a way to earn points and use them to get free beverages or discounts for other Dunkin' Donuts products.
The type of information typically stored inside a DD Perks account includes a user's first and last names, email address (also used as username), a 16-digit DD Perks account number, and a DD Perks QR code.

For info go to  https://www.zdnet.com/article/dunkin-donuts-accounts-compromised-in-second-credential-stuffing-attack-in-three-months/

Facebook (data scraped in mid-late 2019 and started circulating in dark web forums in 2020)

Method of operation – scraping bots. Web scraping refers to the process of using automated scripts or bots to harvest public information from sites, such as any information users make publicly available on their profiles (Names, City, Education, etc.).  Read more here  https://www.digitalshadows.com/blog-and-research/the-facebook-data-leak-explained/


Solarwinds (2021)

The attack impacted an unknown number of Solarwinds B2B customers (out of 18,000 companies). Damages are estimated in dozens of billions of dollars, as each of those companies needed to go through an internal technical investigation, mitigation and in some cases recovery.

https://www.cisecurity.org/solarwinds/

Venmo

In 2018 a researcher hacked Venmo and managed to expose over 200 million transaction details just to prove that Venmo and the likes of it are not safe.
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Presenter Notes
Presentation Notes
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Presenter Notes
Presentation Notes
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% KOHPUAEHUMANbHbIX AaHHbIX, OTKPbITbIX Yepes API

EMAILS/PHONE/ADDRESS
USER CREDENTIALS
TOKENS/HASHES/COOKIES

PAYMENT INFO

ID/SOCIAL SECURITY NUMBER/SOCIAL INSURANCE

NUMBERS
MEDIACL RECORDS m

* UcTtouHmK: OTyeT 0 besonacHOCTU NpuaoXKeHui Radware.

Yrpo3a Nel
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CBA3AHHbIE C
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MPUNOKEHNA U
NHOPACTPYKTYPbI API
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* Authentication: OAuth2, JSON Web
Token,...

e Session Hijacking (e.g. steal token)
e Token manipulation (e.g. privilege
esc.)

HeayteHTMdUUMpoBaHHbIN
aoctyn

e |P, token or role-based access

He aBTOpU30BaHHbIN AOCTYN * Access to restricted APIs (temp/ test)
e Excessive use (cost)

e Credential Stuffing

3axBaT aKKayHTa e Brute-force
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BCTpOeHHble aTaku

SQL & Command Injections
Cross-Site Scripting (XSS)
Directory Traversal

Ab6bi03 API

HTTP Method Abuse: DELETE vs. GET
e Unexpected JSON/XML Element Types
e Out of range JSON/XML Element Values

YTeuKka KoHPMAEeHUMNANbHbIX AaHHbIX

e Data Exposure (PII/CCN/SSN etc.)
e 5XX Internal Server Errors
e HTTP response headers
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° U Apyrve BpeaoHOCHblIe aKTUBHOCTU
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Presenter Notes
Presentation Notes
Beyond the threat landscape, what else is going on with organizations today.
There are several key challenges that organizations need to address

First you need to enable digital transformation. 

More applications are deployed online, a bigger part of the business is done online – hence those applications are critical.  
The speed in which you develop and introduce new applications is becoming the competitive differentiation.  Orgs need to accelerate their business transformation.  What you need is frictionless security – security that does not hold you back, that security is actually an enabler for the digital transformation and not decreasing the pace of agility.  
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Presenter Notes
Presentation Notes
One of the key challenges organizations worldwide are facing is the lack of cybersecurity experts. 
It is very difficult to find qualified people, and organizations often need to compromise and place IT experts without cyber security experience in security roles.

There are currently oabout 3M open positions in cybersecurity worldwide – about 400-500K in the US.

An a recent survey shows 85% of business facing skills shortages and a high burnout rate within their existing teams – because they are over-worked.

What does this mean?  Organizations need more automated solutions – they cannot rely on human intervention for protection – as well as fully managed services as they simply can’t handle this in house.




“The need for cybersecurity professionals increased by 30% in 2021,” said Clar Rosso, CEO of the nonprofit cybersecurity association (ISC)².
That leaves about 400,000 open cybersecurity jobs in the U.S., according to an (ISC)² report. “In any period of time, this is concerning. It is especially concerning now,” Rosso said.

“There is an undersupply of cyber professionals—a gap of more than 3 million worldwide who can provide cyber leadership, test and secure systems, and train people in digital hygiene," it said.

 - The world is lacking 3 million cybersecurity professionals, according to the latest report by the World Economic Forum (WEF). “There is an undersupply of cyber professionals—a gap of more than 3 million worldwide who can provide cyber leadership, test and secure systems, and train people in digital hygiene," it said.

85% of business are facing skill shortages

62% report increased workload for cybersecurity teams

38% report high burnout among staff
https://www.issa.org/cybersecurity-skills-crisis-continues-for-fifth-year-perpetuated-by-lack-of-business-investment/



CSO by Title – IT manager by experience 
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Presenter Notes
Presentation Notes
EASY
a) Robust and B) Adaptive.
3D
Data on the right

NEED FOR SIMPLIFICATION. AUTOMATION, MACHINE LEARNING, AUTO TUNING, PLAYS ALONG THE RAPID CYCLE, VISIBILITY AND SENSE OF CONTROL
ABOVE ALL – DELIVERS PROTECTION
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Presenter Notes
Presentation Notes
Radware’s industry-leading WAF, bot management, API protection, and application DDoS protection services are a one-stop-shop for all your application security needs, providing you with state-of-the-art application and API protection (WAAP) that doesn’t roadblock business agility and growth.


OTpuuaTenbHas moaenb 6e30nacHoOCTH

* CtaHaapT Aana 6onbwnHctBa cepsmcoB WAF u texHonormin WAF

* BAOKMpYeT U3BECTHbIE aTakM C MOMOLLLbIO U3BECTHbIX CUTHATYP M NPaBUA

* He moxet o6ecneuntb MOJIHYHO 3awmty ot OWASP TOP-10

* He MmoXeT 3aWUTUTb OT HEM3BECTHbIX YA3BUMOCTEWN: aTaKN HY/1€BOro AHA

[To3nTrBHaA moaenb 6e30NacHOCTU

* M3yyaeT 1 onpeaenseT, Kakue AencTBUA ABAAITCA 3aKOHHbIM TpadUKoM

* BAOKMpPYeT HECAHKLUMOHUPOBAHHbIM AOCTYN UKW AENCTBUSA, KOTOPbIE He
pa3peLleHbl

* YHUKaNbHAA 3aWiMUTa OT aTaK HyNeBoro AHA U HeU3BECTHbIX YHSBMMOCTEﬁ

* BbicOKui1 ypoBeHb 3awutbl: MOJ/THAA 3awmta OWASP TOP-10, MUHUMYM
NOXXHbIX cpabaTbiBaHUM
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ABTOMaTM4yeCcKaAa reHepauua NOAUTUK
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Presenter Notes
Presentation Notes
ML algorithm for Security policy optimization
A security policy optimization engine based on advanced patented machine-learning algorithms 
automatically reviews large log files in a pre-defined intervals
Finds anomalies with high level of accuracy
Automatically suggests policy refinements
ERT reviews and approves for deployment
Result – more accurate and tighter protection
Fewer false positives

Machine runs offline  and policy refinement are implemented by the customer or Radware ERT team at a click of a button. Combination of the best optimization algorithms and the best ERT team to monitor and utilize it.


Higher operational efficiency

Error free mechanism with full control over the machine
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Presenter Notes
Presentation Notes
Radware provides an industry-leading Web Application Firewall (WAF) which protects web applications from web application attacks, hacking and other vulnerabilities. Our WAF technology uses a positive security model, which automatically learns the behavior patterns of legitimate user activities, and then automatically builds security policies tailored to allow those activities, and block any action which deviates from these patterns of legitimate behavior.

This allows a higher degree of protection compared to traditional cloud WAF services, which are based on a negative security approach, based on manually configured, static security rules. Therefore, if a rules for a specific attack is not activated, or the organization is attacked with a new (zero-day) attack for which there is no rule, the attack will not be stopped, but will be allowed to go there.

As a result, the positive model provides a higher level of security against OWASP Top 10 threats (and more), and against zero-day threats for which there is no rule.

Radware’s WAF is available in multiple deployment models, including fully-managed cloud security service, virtual appliance, virtual appliance integrated with ADC (for secure delivery of applications), and as a Kubernetes edition for microservices.
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Presenter Notes
Presentation Notes
With regards to GDPR, there is no such thing as an official GDPR certificate. However, one of the best ways for companies to prove GDPR compliance is by having ISO 27001 and more particularly its extension ISO 27701—a standard created in 2019 to specifically tackle  the majority of GDPR requirements.

 - Except for Cloudflare, today Radware is the only Application Protection vendor to hold the ISO 27701 certificate. Which means that we are most compliant with GDPR.

 - Another anecdote about GDPR – 
One of the GDPR requirements is that the personal data of EU end users will be stored in the EU. Therefore, any of our competitors who claim to be GDPR compliant but don’t store data in the EU, in fact are not in compliance with GDPR!
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