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: 50y BCTIK B TpeHAoBbIe

ya3suUMOCTU

TpeHaoBble YyA3BUMOCTU — 3T0 YSI3BUMOCTW, KOTOPbIE aKTUBHO
MCNONb3YHTCA B aTakax UK C BbICOKOW CTeneHbio BeposTHOCTY
byayT MCnonb30BaThCA B bankanilee Bpems.
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410 BJIWAET HA TPEHN10BOCTb YASBUMOCTW

MoxeT bbITb MCNOb30BaHA 3N10YMbILWIEHHUKOM A5 Pa3BUTUS
aTaky Ha MHPPACTPYKTYpY U peanu3aumm HegonycTUMoro
CobbITUA

EcTb 3kcnnount ()enatenbHo NyBAMYHLIA U NPOBEpPeHHbIN)

B pacnpoctpaHeHHOM npoaykTe




[NOYEMY HE1IOCTATOYHO CISA KEV?

PeneBaHTHOCTb

2025

HekputnyHbie/
HeaKTyaslbHble

122 43 62

TpeHOoOBbIe
CISA KEV it




[NOYEMY HE1IOCTATOYHO CISA KEV?

3a4epKKu
Remote Code Execution (CVE-2023-36844,

_J U ﬂ ‘ pe r CVE-2023-36845, CVE-2023-36846,

NETWORKS  CVE-2023-36847)

* (06 ys3BMMOCTSIX CTANI0 N3BECTHO B CepenHe aBrycra.
o 25 aBrycta Shadowserver coobwmnnu o ya3BUMOCTEN BXUBYIO.
B TtpeHposbIx € 28 aBrycra.

« B CISA KEV 3tn ya3sumoctu nobasunan tonbko 13 Hoabps.
3agepKKa ~ 3 mecaua
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https://nvd.nist.gov/vuln/detail/CVE-2023-36844
https://nvd.nist.gov/vuln/detail/CVE-2023-36845
https://nvd.nist.gov/vuln/detail/CVE-2023-36846
https://nvd.nist.gov/vuln/detail/CVE-2023-36847

[NOYEMY HE1IOCTATOYHO CISA KEV?

3agepKK

Elevation of Privilege B
Linux GNU C library (CVE-2023-4911)

e (06 ya3BMMOCTM CTAN0 M3BECTHO 3 OKTABPS.

. NybnnyHbin PoC 3kcnnonTt gna Heé bbin rotoB ye Ha cieayrowmnn aeHs.

B tpeHpoBbix 4 okTAbpS.

B Havane Hoabps ya3BMMOCTL Hayana 3KCcnayaTMposathcsa B 3n08pede Kinsing.
B CISA KEV ya3suMoCTb nosiBuaack Tonbko 27 Hosbps.

3agepKa ~ 1,5 mecaua



https://nvd.nist.gov/vuln/detail/CVE-2023-4911
https://thehackernews.com/2023/11/kinsing-actors-exploit-linux-flaw-to.html

[NOYEMY HE1IOCTATOYHO CISA KEV?

lNMpuunHbI 3a4epXKeK

GNU | GNU C LIBRARY

M¥ CVE-2023-4911

GNU C Library Buffer Overflow Vulnerability

GMNU C Library's dynamic loader ld.so contains a buffer overflow vulnerability when processing the GLIBC_TUNABLES
environment variable, allowing a local attacker to execute code with elevated privileges.

B Action: Apply mitigations per vendor instructions or discontinue use of the
product if mitigations are unavailable.

®  Known To Be Used in Ransomware Campaigns?: Unknown

Events that do not constitute as active exploitation, in relation to the KEV catalog, include:

] : -12- i
Due Date: 2023-12-12 ®  Scanning

Resources and Notes + . .
B Security research of an exploit

®  Proof of Concept (PoC)

-~



[NOYEMY HE1IOCTATOYHO CISA KEV?

MpuunHbI 3aaeprKeK

——— ‘

MY CVE-2023- T

GNU | GNU C LIBRARY

GNU C Library Buft

GMNU C Library's dyr
environment variak

B Action: Apply
product if mitig

¥ KnownToBeU
, in relation to the KEV catalog, include:

B puye Date: 2023

Resources and Nots



[IOYEMY HEIOCTATOYHO JKCIJIONTOB U3 NVD?

e TO/bKO 26 13 105 TPEHM0BbIX YASBMOCTEN, UMESA
[TYBJIMYHBIE CObITIKIA HA KCTIOUT B NVD. NVD

http://packetstormsecurity.com/files/174986/glibc-ld.so-Local-Privilege-Escalation.html
http://seclists.org/fulldisclosure/2023/0ct/11

http://www.openwall.com/lists/oss-security/2023/10/03/2 m Mailing List

http://www.openwall.com/lists/oss-security/2023/10/03/3 ( patch ]
http://www.openwall.com/lists/oss-security/2023/10/05/1

Third Party Advisory
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W3MEHEHWUE OMNCARKA YA3BUMOCTW

o  AUTHENTICATION BYPASS YASBMOGTb B ATLASSIAN CONFLUENCE ({38 Confluence
2023-22318)

e  BMOMEHT BbIXO[IA BIONETEHA BE3OMACHOCTIA:
(3JI0YMBILLNEHHMK HE CMOXXET HAPYLLUATE KOHDWUEHLAATIBHOCTD
[IAHHBIX)

e  YEPESHELEH)

<<8ﬂUYI\/|bILL|ﬂEHIHI/IK C MOMOLLIb 3TOM YASBIMOCTY MOXET NOAYYATD
[IPABA AAMARWGTPATOPAY
_ ‘(7
f



https://nvd.nist.gov/vuln/detail/CVE-2023-22518

HECTAH/IAPTHbIE CVE YA3BUMOCTH

o  SUPPLY GHAIN ATAKA G VCNO/b30BARVEM SATPOARERHON O TPUNOXERVA SCX
DESKTOPAPP (CVE-2023-28039)

Description
3CX DesktopApp through 18.12.416 has embedded malicious code, as exploited in the wild in March 2023. This affects versions 18.12.407 and
18.12.416 of the 3CX DesktopApp Electron Windows application shipped in Update 7, and versions 18.11.1213, 18.12.402, 18.12.407, and

18.12.416 of the 3CX DesktopApp Electron macQS application.

Weakness Enumeration

Seve r|ty CVSS Version 3.x CVSS Version 2.0 E

NVD-CWE-noinfo Insufficient Information

CVSS 3.x Severity and Metrics:

§ NIST: NVD Base Score:- Vector: CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/AH
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https://nvd.nist.gov/vuln/detail/CVE-2023-29059

CVE YA3BUMOCTW, KOTOPbIX HET B NVD

O A ) httpsy//www.rarlab.com/vu... 3% A [} 5% 3
Introduction

We have received many questions from software developers and WinR AR users about the
CVE-2023-40477 vulnerability. We would like to provide more details here.

Description

A buffer overflow is possible when processing recovery volume names in the old RAR 3.0
format. The user must start unpacking a RAR file in the same folder as a REV file with a
malformed name to trigger this vulnerability. This has been fixed in WinRAR 6.23.

q > X ] ) https://xakep.ru/2023/10/02/exim-rce-problems/ ATy m = %3

Cutyauus yeyrybnaetcs Tem, 4To EXim MCnons3yoT COTHU ThICAY WK AaKe MUNNUOHBI NOYTOBLIX
CEepBEepOoB Mo Bcemy MUpy. Tak, CormacHo AaHHeIM Security Space, Exim yctaHoBneHd Bonee yem Ha
56% NoYToBLIX cepBepoB (342 337), 0BHapyXeHHbIX B MHTepHeTe. Mo uHdopMauun Shodan, B MUpe 1
BOBCE Hac4nTbiBaeTcH Gonee 3,5 MnH cepeepos ¢ Exim Ha GoprTy.

YassumocTb CVE-2023-42115 (9,8 6anna no wkane CVSS) Gbina obHapyeHa nccneqosarenem,
KOTOPLIW Npearno4yen ocTarbcs Hen3BecTHIM. [pobnema ceszaHa ¢ out-of-bounds 3anuceio B
KOMNOHeHTe EXim, KOTOPbIA OTBEYAET 33 ayTEHTUMUKALMIO, U MOXET UCNONL30BaTLCA ANA YOaNeHHoro
BLINONHEHWS KOOA WU KOMaH Ha YA3BUMEIX CEpBepax.

]
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(nl (3] httpsy//nvd.nist.gov/vuln/detail /CVE-2023-40477 as @ oA [0 1y 03 e

CVE ID Not Found

A vulnerability has been identified, and possibly a CVE has been assigned, why is it notin
your database?

Although a CVE ID may have been assigned by either CVE or a CNA, it will not be available in the
NVD ifit has a status of RESERVED by CVE.

A ] https://nvd.nist.gov/vuln/detail/CVE-2023-42115 a&s  ® A [ |:|:I ‘fé

CVE ID Not Found

A vulnerability has been identified, and possibly a CVE has been assighed, why is it notin
your database?

Although a CVE ID may have been assigned by either CVE or a CNA, it will not be available in the
NVD if it has a status of RESERVED by CVE.




b1y YA3BUMOCT bE3 CVE NAEHTUDWKATOPOB

[maeHas | CnWcok yAseumMmocTel | BDU:2023-05357

,

BDU:2023-05857: YAasBMMOCTE Moayna landing cucTeMbl ynpaeneHus coaepxumbliM canToB (CMS) 1C- Bua ~
BUTpUKC: YNpaBneHne cainTom, NO3BONAOLLAA HAPYLUUTENO BbINOMHWUTL KOMaHObl OC Ha yA3BMMOM Y3ne,
NoNy4YuTk KOHTPOMNb Haj pecypcamMy U NPOHUKHYTL BO BHYTPEHHIOK CEThb

OnucaHne YR3BUMOCTE MOZYNA landing CMCTEMbI YNPaBNeHUA COAePHUMEIM CaHTOB (CMS) 1C-BUTpUKC: YNpaBneHne caiToM Bbi3BaHa
YASBUMOCTH  OLUIMOKAMK CMHXPOHM3ALUMKM NP MCNONB30BAHWK OOLLErD pecypca. JKCNNyaTauua YAZBUMOCTH MOKET NO3E0ONUTE HAPYLUMTENID,
AeHCTBYIOWEMY YOANEHHO, BLINOMNHUTL KOMaH4bl OC Ha YASBUMOM Y3ne, Nony4y1Th KOHTPONb Ha4 pecypcamMi U NPOHUKHY TL BO
BHYTPEHHIOK CETh

BeHgop Q00 «1C-BUTpPUEC»

HaumeHoBaHue 1C-BUTPUKC: YNpaBneHWe CanToM (3anuck B E4MHOM peecTpe pOCCHMACKMX nporpaMm Ne3s)
no

MoeHTUDUKATOPLI  [JaHHLIE YTOUHAKTCA
ApPYrux cUCTEM
OMMCAHMA
YA3BMMOCTEH




KAK [TPABWJIbHO ONPEAEJIATD TPEH[I0BbIE
VFI3BI/IMUGTVI7

ABTOMATWSVIPOBARO COBUPATb W AKTY AJNSNPOBA Th MRDOPMALIVK Ob
YASBMOCTHX W13 PASIINYRBIX CTOYHIKOB

bA3b! YA3B/MOCTEN, BHONIETEH/ BESOMACHOCTY BEHLOPOB, COLIMAJIBHBIE CETY
bJI0M W, TENET PAMM-KAHAJTBL, 5AS KCTITOUTOB, MYBJIMYHBIX PENOSATOPUER
KOLAWT.L.

 [IPOBOMNTD PYHHYHO BEPUDUKALIAK MHMOPMALI

* [IPOFHOSVIPOBATD TPEH[I0BOCTD SAPAHEE
(B TOMYWCITE G TOMOLLLbHO ML-MOLEJ )




105 TPEH[10BbIX YA3BWUMOCTEWN 2023

REMOTE CODE EXECUTION: 45
ELEVATION OF PRIVILEGE: 22
AUTHENTICATION BYPASS: 1o
SECURITY FEATURE BYPASS: 9
COMMAND INJECTION: 3
MEMORY CORRUPTION: 3
INFORMATION DISCLOSURE: 3
DENIAL OF SERVICE: 2

PATH TRAVERSAL: 2

GROSS SITE SCRIPTING: T



105 TPEH[10BbIX YA3BWUMOCTEWN 2023

KopnopaTtuBHaa nHopacTpyKtypa: 41 HeckronHoe IM0O: 10
CeTtesble ycTpoicTsa: 10 ApxunsaTopbl: 2
NouTOBbIE CepBepbI: 9 Be6-6paysepbi: 2
CpeacTea COBMeCTHOM paboTbi: 9 KnneHtbl gna paboTtbl ¢ 3N1€KTPOHHOM NOYTON: 2
ERP 1 CRM: 4 TeKcToBble peaaKTopbl: 2
MDM: 3 KnneHTbl ansa pabotol ¢ IP-tenepoHmen: 1

[Mporpammbl gna npocmoTtpa PDF: 1
Pa3paboTKka npunoxkeHuni: 10

Moaynn n bubnmoteku: 5

CpepactBa pa3pabotkm u gensos: 3

Cpencrsa moHuTopuHra IT: 1 Ba3bl AaHHbIX 1 BpPOKepPbl COOBLEHNI: 2
OnepauymoHHble cnctemsl: 35 BusHec-cepsucbl: 9

Anpo n komnoHeHTbl Microsoft Windows: 27 CMS n e-commerce: 8
Anpo n cuctemHble yTuanTbl Linux: 5 Beb-cepsepbl: 1
Appo n cnctemusble ytnantbl macOS: 3

Buptyanusauyma: 3
banaHCUPOBLUMKKM Harpysku: 1
Pe3epBHOe KonnposaHue: 1
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SAK/NHYEHKE

Y TDEH,D,OBI:IE YA3BUMOCTUN - MOXXHO BblaeNAaATb CaMOCTOATENIbHO,

HO pr,ﬂ,OéMKO, T.K. HEeT A0CTaTO4HO XOpownx UCTOYHWNKOB MO
IKCNNONTaM K 3KCNNyatTaunn BXUBYHO

* bynet nu nonHbIN NYBANYHBLIA CNUCOK TPEHOO0BLIX YS3BUMOCTEN
oT V\MBeenpop®’ Stay tuned!



