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CTAXAHOBEL

Kak pewatb npobnemy
nHcanpepcrea B 2024 roay?

ANNEKCAHAP KAHATOB
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() CraxaHoBeL

KT0 TAKOW MHCAMIEP?

TUNbl UHCAWAEPOB B KOMNAHUM

UHcanpep - 3To nnuo, KOTOPOMY A0BepeH U NpefocTaBneH AoCcTyn K KOHPMAeHUNANbHOW
WHpopmMaLmn.

[lBa TMNa nHCanpepoB-HapyLwnTeneu:

» HeyMbIlWNeHHbIA HapywuTens;

» YMbIWNEHHbIN HapyWwunTens.

3a nocnegHue 2 roga Habnogaerca poct obenx KaTeropun nHcanaepos, Ho B bonben

cteneHn - pocT ueneHanpaBsieHHbIX yTeyek.




() CraxaHoBeL

[IPOBJIEMbI U PUCKW Wb B PD

» PocT uncna atak Ha UT-uHPpacTpykTypy Ha GoHe reononUTUKM

> XaKep-«aKTUBM3M» KaK CNOHTaHHOE ABMXeHWe AN BbIPpaXeHUs CBOeN No3uLuu
» [locTynHOCTb Knbep-ycnyr Ha YepHOM pbiHKe

» PocT uncna MHcanaepos B OpraHu3aLmnax

» Yteuku N[ HecyT B cebe cepbesHble pUCKU

w—




KOJIMHECTBO YTEYEK MHDOPMALIMA

COrNACHO OTHETY KOMNAHUU «UHDPOBOTY», 2023
Poccusa, 2017-2022
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MHCAW[IEPbI B 2023 rOf1Y

COrnACHO OTYETY KOMNAHUU «<NWHPOCUCTEMbI OXET», 2023

YBENNYMUNOCL YUCNO
WHCAWOEPOB B 2023 roay BO3POC CNPOC HA

KOPMNOPATUBHYIO UHPOPMALMIO

CBA3AHA C BHYTPEHHUMU

HAPYWWUTENAMU NPUYUHOU CTAHOBUTCS
YENNOBEYECKUW PAKTOP




2 C ) Ctax
MOTWBbI NHCAULEPA

U NPOBNIEMbI YTEYKU UHPOPMALUN B 2022-2023

» Monutuyeckue B3rnaabl MHcanaepa («Bpeautensctsoy u «lWnuoHax»)
» Penokaums u ysonbHeHue nHcangepa

» OtToK UT- 1 UB-cneumnanucros

» Paboune nepenuckn B HeKOpPNOpaTUBHbLIX MeCCeHaXepax

» Yenoseueckunit paktop

|
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KAHAJIbI YTEYKN UHDOPMALIWA

MecceHaxepbl ¢ Pnewkun n gpyrue CkpuHwoTbl n ¢oTo
KOopnopaTusHasa noyTa CbeMHble HocUTenu LUeHHbIX 4OKYMEHTOB

'EJJ 2 @

h Oon. PUCKU: yp,aJ'IEHHbIM AoCTyn wn KOH(I)J'IMKT BHYTPEHHUX NONUTUK

i’ \‘.\
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() CraxaHoBeL

MHCTPYMEHTbI KOHTPOJIA KHDOPMALIMA

MapkupoBka [peankTnBHan KoHTponb fonocosoe DLP
[OKYMEHTOB aHaNUTUKA: pacyer yAaneHHbIX
pUCKOB noseaeHuns pabouunx cTonos
J L

A




() CraxaHoBeL

0bOPOTHBIE LLITPA®bI

HOBOCTU 4 NIEKABPA 2023 NOAA

» 3akoHonpoekTbl Nt 502 104-8 v K 502 113-8 » OTBeTcTBEHHOCTb byeT ycunusaTthbes, eciu
onybnukoBaHbl B opuumnansHon base M. npectynnexHue:
> YxecTouaroTcs wipadbl NS OPANUL Y v CoBeplIeHOo rpynnomn N1y No npegaBapuTenbHOMY
. i b crosopy
MHAMBUAYANbHLIX NpeagnpuHuMarenein u ¢pusnuy v MPUYMHINO KPYNHBIN Yiiep6

> B yronosHbin Kogekc sBoagnNTCA oTBeTCTBEHHOCTb ANA v COBepwanoch B Lensx oboraueHus
v

TeX, KTO He3aKOHHO: coeepwanoch C ucnonbsosaHueMm CJ'IY)KGGHOI'O

o NONOXEHNSA U «WNUOHCKUX YCTPOUCTBY
cobupaer
XpaHuUT

uncnonb3yer

P i =

nepegaert MNAH



https://sozd.duma.gov.ru/bill/502104-8
https://sozd.duma.gov.ru/bill/502113-8

\%l G) CraxaHoBel|

0bOPOTHBIE LLITPAMI

3a yTeyky AaHHbIX 3a yTeyky AaHHbIX 3a NOBTOPHOE HapyleHue
ot 10 Tbic. Ao 100 ThiC. 6onee 100 Toic. npu yteuke ot 1 ThiC.
CybbekToB cybvekros cybbvekros

> o1 5 MnH 10 10 MaH py6. > ot 10 MaH o 15 M py6.  ~ WwTpad o1 0,1 Ao 3%
BbIPYYKM 3a oA

> HO He MeHee 15 MAH py6.
n He bonee 500 MnH py6.




() CraxaHosey

—_
YT 0/10BHAA OTBETCTBEHHOCTDb

3a He3aKoHHoe 3a He3akoHHoe
“ucnonb3oBaHue, Nnepegavdy ncnonb3oBaHue 3a TpaHCrpaHUYHYH
unu cbop nepcoHanbHbIX NepCoHanbHbIX AaHHbIX U3 He3akoHHY0 nepegavy
AAHHbIX, NONYYEHHbIX KOPbICTHOW NepcoHanbHbIX AaHHbIX
HenpaBOMepHbIM NyTem 3auHTEepecoBaHHOCTH
> nuieHue ceoboabl Ha > nuiweHue ceoboabl Ha > nuieHune ceoboabl Ha

CpoK Ao 5 ner Cpok Ao 6 nert cpok no 8 ner




() CraxaHoBeL

CUCTEMbI KOHTPOJTA NEPCOHANA

ONa NPEAYNPEXAEHUA YTEYEK WHPOPMALIUA

CucteMbl MOHUTOpPUHIa akTUBHOCTU nepcoHana (Employee monitoring)

— 3TO NPOrpaMMHble CUCTeMbl AN aBTOMATUYeCKOW perucTpaunm u oueHKu
noseaeHna COTPYAHMKOB Ha paboyeM MecTe, yyeta paboyero BpeMeHn, KOHTPOAA
3¢ pekTUBHOCTN paboTbl.

DLP (Data Leak Prevention)
— 3T0 NpOrpaMMHbIe pelleHuns, KoTopble paspaboTaHbl ANS NpeaoTBpalLeHUs yTeyek

KOH(I)MJJ,EHLI,I/IafIbeIX AAaHHbIX.




YEMT10J1E3HbI B CYAE EM W DLP CUCTEMDI?

3TU CUCTEMbI AOKA3DBIBAIOT CNEAYIOLWLEE:




\5\‘(/ G:D CtaxaHoBel

KAK JIETUTUMWPOBATD

EMPLOYEE MONITORING U DLP CUCTEMY B OPTAHU3ALUN?

= BBeCTU NOAUTUKU UCNONb30BAHWA KOPNOPATUBHLIX PeCypcoB KOMNAHWUKW U 3anpeTUTb:
XpaHeHWe NINYHbIX AAaHHbIX; HeCOrNacoBaHHbIN BbIHOC MHGOPMauUKN U 0bopyaoBaHuUS;
WCNoNb30BaHWE KOPNOPATUBHLIX YCTPOUCTB B Hepabounx uensx.

. BHYTPEHHVIM npukasoMm esectn cucteMy MOHUTOPUHIa Unn DLP B KkcnnyaTauyuio.

" YBenoMuTb coTpyaAHWUKOB O BO3SMOXXHOM MOHUTOPUHIE U NONYYNUTL UX cornacue.
Hanpmmep, yepe3 nognucaHuve aorosopa unn A0onNo0aHUTENbHONro cornaweHus.




() CraxaHosey

CYIEBHBIE KEWCbI

C NPUMEHEHUEM EM- U DLP-CUCTEMDbI «CTAXAHOBEL,»

» Wck Baxuna M.C. k 000 «Mono TpaHc-CTpoi» 0 npusHaHUW npukasa 06 yBoNbHEHUU
He3aKOHHbIM:

v' 26 Hos6psa 2019 ropa, r. Camapa.

v https://sudact.ru/regular/doc/rNuGgjtt2ZV;/

> YronosHoe feno B oTHoweHuu KopobeiiHukosa A.WU., 06BMHSeMOro 8 coseplueHUm
npecTynneHuun:
v 4.1cT. 183 YK P (He3akoHHbIe nonyyYeHue n pasrnaweHue ceegeHun,
COCTaBNAOWMX KOMMEPYeCKYo, HaNoroByo NN BaHKOBCKYIO TaWHy)

v 4.1 c1. 272 YK P9 (HenpaBoMepHbIit [OCTYN K KOMNbIOTEPHON UHPOPMaLMK)

v'  https://cynebHblepewenmns.pd/33650259 |



https://sudact.ru/regular/doc/rNuGgjtt2ZVj/
https://судебныерешения.рф/33650259

() CraxaHoBeL

CYIEBHBIE KEWCbI

C NPUMEHEHUEM EM- U DLP-CUCTEMDbI «CTAXAHOBEL,»

» Wck NapuHon H.A. k boiBwemy pabotoaatento OAO "HUUK" o npu3HaHWM He3aKOHHbLIM
YyBONbHEHUS 3a pa3riaweHne KOMMep4YecKon TanuHbl:

v 16 mapta 2021 roaa, r. [I3epXUHCK.

v'  http://cyne6Hblepewenuns.pd/60201080

> BepxoBHbIt cyn Pecnybnukun BawkopTtocTaH, anennsiuuoHHoe onpefeneqne 06 ocnapusaHuu
NnpuUKasa 0 CHUXeHWWU rofoBov NpeMun paboTHUKY

v 6 maprta 2019 roaa, r. Yoa.
v'  http://cynebHblepewenuns.pd/41453681

W —



http://судебныерешения.рф/60201080
http://судебныерешения.рф/41453681
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0 1IPOEKTE

«CTAXAHOBEL>» — 370 nporpaMMHbIX KOMNAeKC AN
aBTOMATUYECKOW perncrpauum, oueHku nosegeHUs COTpyaHUKOB
Ha pabouyeM Mecte (Employee monitoring), npenorspauieHus
yreuyek uHpopmauuu (DLP) n paccnegoBaHna MHUNACHTOB
uHpopMaLnMOHHOU Bbe3onacHoOCTHU.

> lMpepoTspauieHns yteyek uHdopmaumu (DLP)
> Mposenexuns paccnenosBaHuin nHumaeHTos UB

Pewaet npobnem
P i > MNposeaeHns paccnegoBaHnin MHUMaeHTos UB

» AHanu3a 3¢ $peKTMBHOCTU 1 BOBIRYEHHOCTU COTPYAHNKO
B paboune npouecchl




‘ﬁ( o () CraxaHoseu
CTAXAHOBEL|
CO3AH KOMAHAOW ONbITHbIX YNPABNEHLEB U
NPOPECCUOHANOB B PA3SPABOTKE CUCTEM KOHTPONA

IPPEKTUBHOCTU NEPCOHANA

14 ner 17 000 166,7 MnH

Ha IT pbiHke Poccuum ¢ 2009 ropa BHeapeHUin B PP 1 apyrux crpaHax obopoT komnaHuu B 2022 rogy
Poccuncknn npogykr MNaTeHTbl PP =C
BHeceH B EAUHBLIN peecTp Paspabotkn «CraxaHoseuy = :' E.%,pywémknﬂegzg 128
poccuiickoro MO Muulundpel 3anateHToBaHbl B PP :

'8
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" HAC BbIEHPAIOT

@ COBKOMBAHK Anbda baHk coras

~ HOPHUKEJb GIS monmeor @ Pycnapo
il i
<A’ POCKOCMOC POCHESTD L J Pocrex
) e
fa MErA®@oH 3P TEFIEKOM hg Xalqgn?"]!ﬂ
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CTELINPEAJIOXEHWE

ansa YY4ACTHUKOB «KOA Ub UTOIU 2023»

[o 31 pnexkabps 2023 Bbl MOXeTe
npuobpectu niobble nuueH3nU
«CraxaxosBeu: MPO» co ckuakon 30%!
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 OCTAMCH BOTIPOCHI?

CBAXWUTECb C HAMU Ni0OBbIM YAOBHLIM BAM CNNOCOBOM

aHan, rae Bce akTyanbHble HoBocTu no UB, EM n DLP

> stakhanovets.ru

> info@stakhanovets.ru
> +7 (499) 110-64-10

Poccus, r. Mockea, ynuua [epberesckas, a. 20, ctp. 18 https://t.me/stakhanovets_ru
«000 «CraxaHosewy, MHH: 7725836290; OrPH: 1147746831220
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