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CaMmbie YacTO CAyHAIOLLMECH ) \
T T
UHUMAEHTbl UHPOPMALMOHHOM SECUREBA4 _
6esonacHocTu B 2023 roay (RY) e e P
58% YTe4yku AQHHbIX 40% JRRIPaMMmb

BbIMOIraTeAu

0 MO AAS YAQAEHHOTO o OAEKTPOHHbIN
47 /0 AocCTyna 32 /0 LLUMUOHCDK

41 °/o Kpaxxa AAHHbIX 1 1 °/o ATAKU U3HYTPMU




YTe4ykmn uHchopmMaLum

OrPAOHUYEHHOro AOCTYNA

B Mupe, 2023

YTeKkKAO AQHHLIX: > 364 M+

UK: 40M+ nsbuparteaen

USA: 37M+ kaneHTOB T-Mobile



YTe4yku nHdbopmaumm
OrPAHMYEHHOro AOCTYnNA
B Poccun, H1.2023

BHYTPEHHUW HAPYLUUTEAb+

CTOPOHHME UCMOAHUTEAU PABOT No
3aKA3y OPraHu3almm, NapTHEPDbI U
BHELUTATHbIE COTPYAHMUKMU
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pwned websites

12,847,430,579

pwned accounts

Largest breaches

115,765

pastes

228,881,530

paste accounts

Recently added breaches

[

:
S

ﬁ‘myspace

4

772,904,991
763,117,241
711,477,622

622,161,052

593,427,119
509,458,528
457,962,538

393,430,309

359,420,698
268,765,495

Collection #1 accounts
Verifications.io accounts
Onliner Spambot accounts

Data Enrichment Exposure From
PDL Customer accounts

Exploit.In accounts
Facebook accounts
Anti Public Combo List accounts

River City Media Spam List
accounts

MySpace accounts

Wattpad accounts

23,209,732 RailYatri accounts
— 4,774,445 SoarGames accounts
GONinja 4,999,001 Go Ninja accounts
evsif'tal?:le 5,412,603 Estante Virtual accounts
SBLEABILS 143,711 Bleach Anime Forum accounts
’-\ 12,629,245 IndiHome accounts
<$> 434,784 Jam Tangan accounts
. 98,726 KitchenPal accounts
m 7,071,293 OMGPOP accounts
= 14,055,729 Acuity accounts
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Cyber Security

Key Trends

Attacks Against >

Cloud Services

]&E@ Growing IT Skills Gap

Rise in loT Devices >/ ;

Increasing Threat
of Deepfakes

Integration of Al and \\

Machine Learning
€

International State-
sponsored Warfare

y
Zero Trust \
/

Organizational
Behavior

Cyber Security <.
583
A\

Multi-factor

Authentication

- -
25

Connected Cars

Continuously Evolving\

Ransomware //

808
G

Rise in Insider \\

User Awareness

Attacks on the
Health Care Sector

v v VvV VvV v v

Threats /
€
Explosion of BYOD

and Mobile Devices /

,/’/‘

4

|~

J 7

b =

D /N
The number of loT 0 N The post-pandemic ' _ L
fewicests etimated > ¢ cybersecurity market
toincrease by 18% ™ o : -
in 2023 and reach is expected to reach
27 million by 2025. $51.6 billion by 2026.
Source: loT Analytics # SelectHub
,l °

The multi-factor

L
authentication ma ﬂ'- i' the cosf °f‘
is expected to reacll | l'l_% ment of insider
$26.7 billion by 20 . ge had increased
with a CAGR of 15. % since 2016.

Source: MarketsandMarkets 1 Institute

The number of un
cybersecurity job
openings is expected to
be at 3.5 million in 2025. =g

Source: Cybersecurity Ventures
|
Ji

The global connected cars
market size is estimated
to reach $191.83 billion
by 2028.

Source: Fortune Business Insights



Software Supply

Chain Attacks ] [ Data Breaches IOT

Advanced

Persistent Threats Cloud Security &
Privacy

Emotet ———

[ ] S e — [ Password Attacks ]
ey \e—

Multi-Layer

Security [ AL P Cloud Security
Threats

[ Phishing Malware ]
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Kakme 1pm yrpo3bl 0€30nNaCcHOCTH =
ACQHHbIX B BALLIEM OPraHU3aLmMmM/OTOACAM |
Bbl cymtaete HaMboAee AKTYOAbHbIMM U
| KOUTUMYHBIMM, MOYEMY S




TOIN-3 BHYTpeHHux yrpo3 Ub Q4.2023

NPEBbILUEHUE CrOBOP C «CAYYAWNHbDIEN
NMOAHOMOYUU UHCAUAEPOM YTEHKU

U3MEeHeHUs B 3aKOHOAQTEeAbCTBEe




UsmeHeHus ¢ 1 sHBapsa 2023 road

* U3MEHEHMS MPABUA KOTETOPUPOBAHMS
obvektos KU (127-11)

* MAQHbI NO MMmnoTtozameLleHmto C3N y
cyobekToB KM (Yka3 Ne 250)




UsmeHeHus ¢ 1 mapTa 2023 roAa

* OLLEHKQ CTEMNEHU BPEAQ: HOBbIM MOPIAOK
* YeTkme NPABUAA YHUHTOXEHUA [TAH
* TPAHCIPAHWMYHAS Nepeaaya MNAH

* HOBbIE MPABUMAQ NPOBEPOK PKH
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KAK M3MeHEHMSI B 3OKOHOAOTEALCTBE PP )
| 2022-2023 roAOB B OOAQCTH 3ALLMTDI ‘
| AQHHBIX MOBAMAAM HO MAQHbBI PA3BUTUA
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Ha pabote sanpeTunu HedpoceTn: Chat GPT, YandexGPT n gpyrue

MNoBecenko eac HOBOCTAMM C MOl GHAXETHON KOHTODKK, KOTopanA BCE GoNblle HanoMUHasT
TeaTp abcypaos. [1eNo & TOM, YTO Ha OHAX BbILWUNKW OBa 3KCTPEHHLIX NpUKa3za.

#¥ Mepebiit NPUKa3 UWTUDYHO: €0 3aNpPeTe UCMOoMNbL30BaHKA Ha pabounx MecTax YCTRONCTE GUPMEI
Apple». MMeeTca seMay 3anpeT abcoMoTHO BCeX YCTPOWCTE Bpenaa Apple. 3anpellén naxe
MPOHOC Ha TEPPUTOPUID OpraHM3aluK NofobHLIX YCTPoRcTe. [3a NepBoe e HapylleHWe MoryT
CXofly YBONWTL]. Ho 3TOT 3anpeT Haszpesan, U Mbl NOHUMagM OTKYAa «HOMW DacTyTy.

32 BTOpOW NpWKas ellé WHTepecHee: «Ha paboynx MECTax UCKMHYUTL TEXHWYECKM OOCTYN KO
BCEM HEWPOCETAM, U pecypcaM, aCCOLUUMUPOBaHHBIM C HUMUW», 3TO 0YeHb MHTEPECHLIR NPUKa3)
BesonacHUKam noka NpULLINock NOMPoCcTY OTKMHYUTL MHTEPHET B OpraHu3aLum, YTobbl ero
BbINONHUTL.

MoToMy YTO BO-nepBbiX GPT — pecypcos, a Tak Xe «acCoLUMPOBAHHBIX C HUMW» B MHTEPHETE

MWNMMOHBI, M KaK UX 3aNDETUTEL BCE W Cpasy — BONPOC. A YTO KacaeTcA TakWx Kak «Anuca
GPT», Hy, T.e. YandexGPT, To noka y 6230NaCHNKOB HET MOHKMaHKUA KaK ero 3anpeTuThb, He
nopesas cam yandex.ru

MpakTuka
YandexGPT IS CENSORED ! 3ALWLMTDbI AGHHbIX
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®uHaHchbl, 05 pek, 12:51 © 6623 Mopenutbca A

LLb c 25 nekabpsa sanpetur
COTPpYAHUKaAM
nonb3oBatbcs Apple Ha
paboTte

i /

MpakTuka
3ALWLMUTDBI AGHHbBIX
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TexHonoruu u megua, 04 gex, 13:05 © 10344 Mopenuteca A

B locaymy BHecnu
3aKOHOMNpPoeKT 06
y)>XeCToOuYeHUU HaKa3aHUA 3a
yTEeUKU AaHHbIX

B l'ocayMy BHeCIH NTaKeT IOIPaBoK,
NpeaycMaTpUBaIINX yyKeCTOUYeHe OTBETCTBEHHOCTH
3a yTe4KH [IepCOHAJIbHBIX JaHHBIX. B pUHaIbHYIO
BEpPCHUIO He Bolllell «CMArJYarliui» MeXaHUu3M
KOMII€HCAIlMOHHBIX BBIMJIAT ITOCTPaJaBIINM, Ha
KOTOPOM HacTauBaJIo MUHIIMPPbI

MpakTuka
3ALWLMUTDBI AGHHbBIX
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Ha Kakme TP MHHOBALUMOHHbBIX |-
MNOAXOAQ MAM METOAQ MO 3ALLUMTE

AQHHbIX Bbl pekomeHayeTe o0paTHTb
BHUMOHNE KOAAETOM B 2024 rTOAY¢




NAELLKOB
ANEKCEW
KOHCTAHTUHOBMUY

HE3ABUCUMMbIM SKCIEPT MO

MHPOPMALMOHHOM BESOMNACHOCTH L -
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BESOMNACHOCTU MHOTIO HE BbIBAET T



