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NHCTPYMEHTbI U cCpeacTBa 3allnTbl OJ19 MHPOPMALMOHHON
0e30MacHoOCTU

e MC3 - MexceTeBble 3KpaHbl (coBpeMeHHoe UTF nan NGFW)
e AB3 - aHTUBMpPYCHAas 3alimnTa.
e CKaHepbl YI3BUMOCTEMN.

e |PS/IDS.

e DLP.

e WAF.

e SIEM.

SOC | «.‘

SECURITY OPERATION CENTER




[MpBUIErMpOBaHHbIE MPaBa.

e [lpoBepKa 1 aHaAU3 NpaB NoJ1b30BaTe/NEN B [0
e KoppeKTupoBKa NnpaBs MoJib3oBaTesel

e KOHTpOJIb NpaB Nob30BaTENEN




HeaKTUBHbIE MNMOJIb30BaTe N

e He Bceraga cBoeBpeMeHHO 610KUpytoTca Y3 coTpya,
Npu YBOJIbHEHUN
e He 6nokupyrotcs Y3 noapsaavynmKkoB, KOHTpareHToB

Bce nerko npoBepsetcs yepe3 PowerShell

$LastlLogonDate=(Get-Date).AddDays(-180)
Get-ADUser -Properties LastlogonTimeStamp -Filter {lLastlogonTimeStamp -1t $LastlogonDate }

SearchBase ‘OU=Users,0U=UFA, dc=company,dc=ru’ | ?{$_.Enabled -eq $True} | Sort
LastlogonTimeStamp | FT Name, @{N="1lastlogontimestamp’;
E={[DateTime]::FromFileTime($_.lastlogontimestamp)}} -AutoSize \ Export-CSV

c:\ps\inactive users.csv

P5 C:\Usershgorshunovnv> $LastlLogonDate=(Get-Date).AddDays(-180)
Get-ADUser -Properties LastLogonTimeStamp -Filter {LastlLogonTimeStamp -1t SLastLogonDate } -SearchBase ‘DC=

Name lastlogontimestamp

testuser 26.12.2022 10:28:57
ComConnector 19.05.2023 16:14:15

P5 C:‘Users’gorshunovnv=



CTpyKTypa AD

OTaesibHble KaTanorm rnon b30BaTeIen:

PasaeneHue Nnonb3oBaTenem U KOMNbIOTEPOB
no otgenam, dbunmanam.

OTaenbHbIW KaTtanor ass cepBepos
OTaenbHbIN KaTanor ana Y3 ¢
NPUBUJIErMPOBAHHbLIMM NpPaBaMm
OTAenbHbIN KaTanor Ans cepBUCHbIX Y3
OTAaenbHbIN KaTanor Ana noapsavymKoB

-
1 Active Directory - NoNb30B3TENM 1 KOMMbIOTEPHI

Qaiin  Jeiictene  Bug Cnpaeka
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[[pynnoBble noantnkn GPO

¢ HacTtpornKa NoJIMTUK NaposibHOM 3aLUUTbI

® HacTpoiKa pacliMpeHHOro aygmta

® HacTpoiKa yCTaHOBKM aHTUBUPYCHbIX
nporpamMmm, NporpamMm yaaaeHHoro gocTyna,
areHtoB DLP u/unu SIEM

e PacnpeaeneHne NpUBMUAErUMPOBAHHbIX NpPaB

HacTponKka pacluMpeHHoro ayauTta aasa pabodmx

CTaHLMI1, CEpBEPOB N KOHTPOJI/IEPA JOMEHa:

KaTteropus

Onuacanae

| DC(floven) | C(Ceprep) | K(APM)

Bxoo yvemsoii 3anucu (Account Logon) — codepcum coobimua, pecucmpupyemsle npii Npoeepxe YuemHulx 0anHwIX. JorerHble yiemn

cmadig

Aynut npoeeprn
VyaeTHBIX AaHHbx (Audit

Conepsut cobermie 4776 «IloneiTka NpoEepHTE VYETHEIE TaHHEIE 10T
yHeTHO{1 3armcH Kommnetotepay. Ha paboumnx cranumax pernctpupyerca

Venex, Otxas

Vernex, Otxas

Venex, Otxas

Credential Validation) bonemoe KomM4YECTEO CODBITHIA

Avynut cnyber CobrITia perucTpHpyIOTCA TONBKO HA KOHTPOLIepax foMeHa. Pernctpupyerca

TIPOEEPEH Donemoe KOMMYECTEO CODBITHIA.

nommaHocTH Kerberos| Ipu ExmrodweHny ayauTa yerexoE perMcTpUpyROTCa cobbITia sarpoca ticket Venex, Otxaz - -
(Audit Kerberos granting ticket (TGT). [Ipu Exmroueny ayonTa OTKAZ0E PETHCTPHPYIOTC

Authentication Service)

cobeITHE HeyaauHeIX zanpocok 1GT (HermpaEMIEHO MMA, TApONE U T.0.)

Aynout omeparuii ¢
oumeTamy cayxbel
Kerberos (Audit
Kerberos Service Ticket
Operations)

CobrITHA perHcTpHPYIOTC TONBKO Ha KOHTPOIIepax noMeHa. Pernctpupyercs
DonBmoe KOMM4ECTEO CODBITHIL.
TIpu BEKIFOYEHHM ayIHMTA YCIIEXOB PETMCTPHPYIOTCE CODBITHA YCITEMHBIX
zanpocoe ticket granting service (TGS). Ilpu exmrodennn ayonTa oTEAZ0E
PETHMCTPUPYIOTCA CODBITHA HeyIadHEIX 3arpocoE 1 GS M MX IpHYHHEL

Venex, Otxas

Aynurt apyrix
cobBITHIT BXoTa
YVHeTHEIX 3armceft
(Audit Other
LogonLogoff Events)

BrirodenHe ayIMTa YCIIEXOE Ha KOHTPOJIEPE JOMeHa, CepEepax 1 pabodmnx
CTAHLMAX [TOZEONNT OTCIEKHUEATE [TOAKIIOYEHHE M OTKIIIOUEHHE K YIAIeHHOMY
pabodemy cTony, DIOKMPOBKY M pazdmoKMpoBKy pabodero croma. Yucio
cobBITHIT HeDonEmoe.

Eciu ornpefeneHa MONHTHEA JeleTHPOBAHNA YIETHBIX allHCell, BKIF0IHTE
aymuT OTKA30E HA KOHTPOIUIEpax JOMeHa, CepEepax M paboumx cTaHumax

Venex, Otgaz

Venex, (Otxaz)

Venex, (Otxaz)

anacﬂeﬂue VHemHbIMI 3anucav (AC‘C‘OH?H A/Ianagemem} - codep)fcum COO—blnllLﬂ, CEA3AHHBIE C HOBLIMI NOIB30EAMETAMI U SPYANA

VUeMHBIMU .

Ayaut ympasnenus
rpyTImaMin
npunoxennit (Audit
Application Group

Copeps#uT coDBITHA, OTHOCAMMECH K IPYIIIIAM [10Ib30EaTeN el IIPHIIOKEHMIT
(Application Group): coznanme, M3MeHeHNe, VIATeHMe TPV U ee wienos. Her
cobBITHIT ayaMTa OTKAZOE.

(Venex)

(Venex)

(Vemex)



PingCastle

Active Directory Indicators

This section focuses on the core security indicators.

Locate the sub-process determining the score and fix some rules in that area to get a score improvement.

Indicators

Domain Risk Level: 100 / 100

It is the maximum score of the 4 indicators and one scare cannot be higher than 100. The lower the better

Compare with statistics

m

JaE e e

Stale Object : 81,100

It is about operations related to user or computer

objects

Privileged Accounts : 75 /100

It is about administrators of the Active Directory

10 rules Trusts - 21,/100

matchad
It is about connections betwesn two Active
Diractories

8 rules Anomalies : 100 /100

maztched

It is about specific security control points

2 rules
matched

e rules
matched




PingCastle

Stale Objects Privileged Accounts

Stale Objects : 81 /100 Privileged Accounts : 75 /100

It is about operations ralated to user or computer objects It is about administrators of the Active Directory

Stale Objects rule details [10 rules matched on a total of 50] Privileged Accounts rule details [8 rules matched on a total of 45]

+ 15 Point(s)

Presence of wrong_primary group for users: 11

Presence of Admin accounts which do not have the flag "This account is sensitive and cannot be delegated™: 16 + 20 Point(s)
The LAN Manager Authentication Level allows the use of NTLMy1 or LM, A o) + 15 Point(s)

Presence of accounts with non-expiring_ passwords in the domain admin group (at least 2 accounts): 12 i
Number of computers without password change for at least 3 months: 2 = 15 Point(s) ;

The group Schema Admins is not empty: 12 account(s) + 10 Point(s)
Relatively high number of inactive user accounts: 89% (more than 25% of all users) g lions) - <

Number of admin with a password older than 3 years: 1 + 10 Point(s)
Presence of non-supported versions of Windows 10 or Windows 11 = 6 = 70 Pointls)

+ 15 Point(s)

LAPS doesn't seem to be installed

Check if the LAPS tool to handle the native local administrator passwords is installed
Anomalies analysis Aule 10:

A-LAPS-NotInstalled
50

Anomalies : 100 /100
Description:

o It is about specific security control points The purpose is to maka sure that there is 3 proper password policy in place for the native local administrator account.
Technical explanation:
LAPS {Local Administrator Password Solution) is the advised solution to handle passwords for the native local administrator account on all workstations, as it is a simple way to handle
100

most of the subject.

"v 4
[
Advised solution:

Anomalles ru I e detalls [1 6 rUIeS matChed ona tOtal Of 69] If you don't have any provisioning process or password solution to manage local administrators, you should install the LAPS solution. If you mitigate the risk differently. you should add

this rule as an exception, as the risk is coverad.

Suspicious admin activities detected on 40 users) + 40 Point(s)
Points:
Last change of the Kerberos password: 1460 day(s) ago + 40 Point(s) 15 points if present
Documentation:
LAPS doesn't seem to be installed + 15 Point(s)
The audit policy on domain controllers does not collect key events. + 10 Point(s)
+ 10 Point(s)

Policy where the password length is less than 8 characters: 1

Details:
The detail can be found in LAFS




DSInternals

%ctive Directory Password Quality Report

Yacto BcTpeyarLwmecs naposiv noJib3oBaTesier 13 NPaKTUKK:
- Ctynz,hm2023, Yjz,hm2024 - mecsiy, 1 roa, cMeHbl Napos

Passwords of these accounts are stored using reversible encryption:

LM hashes of passwords of these accounts are present:

- thjkm2023, Gthkm01 - CIIOBO «napOﬂb» M ropl M.}-IM HOMep These accounts have no password set:
Userl
Mo NopsAAKY NPUMeHeHUS u
. o Passwords of these accounts have been found in the dictionary:
- Anastasial, Nikita022024 - nms (cBoe, XeHbl, Ao4Yepun) 1 user2 Querty12345

User3 Ctynz,hm2823

KaKkon To HoOMep
- Qwerty, Password, Qaz - caMble pacnpocTpaHeHHbIE C/I0BA

Historical passwords of these accounts have been found in the dictionary:
History Qazl23

These groups of accounts have the same passwords:

Group 1:
User4
MHCTpYyMEeHT NoKas3bIBaeT: Users
- [laponu, xpaHsawmecs ¢ UCNoAb30BaHNEM 0O6PaTUMOro Group 2:
User?
LUMPpOBaHUS Users

_ y3 6e3 I'IapOIIFI These computer accounts have default passwords:

_ y3’ I'IapOﬂl/l KOTOple UMEIOTCS B 6a3e Kerberos AES keys are missing from these accounts:
- Y3 umMeroLme ogmMHaKoBble Napoau
- Y3, y KOTOpbIX Napoab He TpebyeTcs

Kerberos pre-authentication is not required for these accounts:

Only DES encryption is allowed to be used with these accounts:

These administrative accounts are allowed to be delegated to a service:
Passwords of these accounts will never expire:

These accounts are not required to have a password:




Lithnet Password Protection

& Reject normalized passwords found in the banned word store O

HacTpoika npoBoautcs Yyepes GPO. BO3MOXKHO HaCTpPOUT:

E} Reject normalized passwords found in the banned word store Previdus Setting Mext Setting

® 3anper cJIoB 13 C/I0BapsA
() Mot Configured Comment:
® 3anpet onpenenieHHbIX CN0B B NapoJse i

(HopManu3MpoBaHHOE NpeacTaB/ieHne) O Disabled
e 3anpeTt UCcnosib30BaHUA UMeHn Y3 B napoJie

supported ont | ay eact Microsoft Windows 3P

Options: Help:
Enable for passward set aperations YWhen gnabled, incor‘nir'!g passuvards will ble narrnalized
according to the following rules before being compared to the
Enable for password change operations banned waord store,
1. Password is lovwer-cased
CocroaHue CoctoaHune 2. &l wehitespace is rermoved
- e . 3. Leading and trailing numbers and symbols are remowved
\iz| Passwords must match a specified regular expression He zapaHa 4, Common character substitutions are replaced (e.g. @ -> a, §
1 15 : ; ¥
\iz| Passwords must meet specified number of complexity points He zapana )
.- & : The following examples demonstrate the normalization process
iiz| Enable length-based complexity rules He zapana s cin

. P P& $%aOrd - passward

\iz] Minimum password length He zapaHa Jati _fpasswmd

\iz| Reject passwords that contain the user’s account name Brnovena Ainter-Surnrrer - > winter-sumrmer

.._-n REJECt pESSWOrdS that contain the user's d|splay name BrnoveHa If the normalized password is found in the banned word store,
= : : 3 the password will be rejected, The banned word store can be
\i| Reject passwords found in the compromised password store BrnwoueHa populated with dictionary words ta prevent common variations
=) : . . . on basic words being used as passwords,

iz Reject normalized passwords found in the compromised password sto.. He zapaHa . .

.;_—. RE‘JECt nDrmalized passwords fUUﬂd in the banned WOI"d store Bknouena If disabled, or set to not configured, the password filter will not

|i| Passwords must not match a specified regular expression He 3apana i | Apply




PekoMeHOaUnum

Maponw:

- CMeHa napoJsient roa, Ans nosb3oBaTesien, noaroaa ansgd aaMmMHUCTPATOPOB;

- CNnoOXXHOCTb Napoas BKJKOYEHA

- HeobpaTtnmoe wmndppoBaHmne

- Hactpoika npoBepKu napoaen rno caoBapsam

- [1pn BO3MOXXHOCTM ABYXdaKTOpPHas aBToOpU3aLLUS

- 5 nonbITOK BBOAA nNapoas A0 610KUPOBKMK

Obuwwme:

- ABTOMaTmMyeckoe onoseleHmne cotpyaHmkos UT n Ib npu nnaHMpoBaHUN YBOJIbHEHUS COTPYAHUKOB
(ckpuntamu n3 1C)

- B cnyvyae yBoNIbHEHMS AAMUHUCTPATOPOB — U3SMEHEHUE BCEX M3BECTHbLIX EMY MNAPONEN

-  Wcnonb3oBaHue MeHeayXepoB Naposien

- YcTaHOBKa CpoKa Aenctems Y3 Ans BpeMeHHbIX PpabOTHUKOB, NOAPSAAYNKOB, KOHTPAreHToB.

- MakKcmnManbHoe 3ano/IHEHME MOJIEN KAapTOYKKM NoJsib3oBatens B AD

- O6yyeHune/onoselleHME COTPYAHUKOB B HaCTU KMOEprpaMMOTHOCTHU

- [lpoBeaeHne TPEHUPOBOK NO GULLNHIY

- Hactpounka LAPS
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