&Dr.WEB°®

c 1992 ropa

MeToAapbl NPOTUBOAENCTBUA TEXHUKAM
NEeTeKTUPOBaAHMA NEeCOYHUL, Ha NPUMEpPE
Doctor Web vxCube

KOA ]
WHPOPMALUOHHOMU
BE3SONACHOCTHU




JloKknaavmnkK

* ropb 3006HOB

* PykoBogmuTenb aHTUBUPYCHOM nabopaTtopmm
DrWeb




YTo Takoe sandbox ?

* 3onmnpoBaHHaA cpena
* CpeacTBO aHa/M3a NOA03PUTENBHbLIX PanoB
* 3awmnTa oT O-day yrpo3 u TapreTMpoBaHHbIX aTaK




3ayem 3awmwaTb sandbox

* CoBpemMeHHble yrpo3bl BCe Yalle AeTEeKTUPYIOT NeCOYHULb
* GootKit
e Zeu$S Panda
* GravityRAT

* HepOCTaTOYHO 3aWULLEHHAA NEeCOYHMULLA MOXKET ObITb
NO3KCNAYyaTUPOBAHA
e Zero-Day Exploit Published for VM Escape Flaw in VirtualBox
* 10 new VM escape vulnerabilities discovered in VirtualBox
* VirtualBox E1000 Guest-to-Host Escape




KaK ycTpoeH sandbox

* BupTtyanbHasa mawuHa (VirtualBox, VMware, QEMU,
XEN/KVM, etc)

* Perncrpatop cobbiTi onepauMoHHOU CUCTEMDbI
* AreHT

* [MnepBu3sop
* AreHT CKPbITbIXA TMNEPBN30POM




KaK ycTpoeH sandbox

* [TntoCbl U MMHYCbI KaXXa0ro U3 noaxoa0s
* AreHT
* [MnepBMn30p
* AreHT CKPbITbIN TMNEPBU30POM




KaK ycTpoeH sandbox: AreHT

* lpanBep onepaLMoOHHON CUCTEMDI
* Jlerko oObHapyXnTb
* CHATb NepexsBaTbl UM BbITPY3UTb ApPanBep
* AreHT moxKeT “yTeub”




KaK ycTpoeH sandbox: [mnepsu3op

*[MnepBun3op
* ChoxeH B pa3paboTke

* Hnyero He 3HaeT 0 BHYTPEHHOCTSAX onepaLMOHHOM
CUCTEMbI




BeKkTopbl aTakn Ha sandbox

* AHaNN3 NPOrPaMMHOTO OKPYHKEHUS
e [leTEKTUPOBAHME NO/Ib30BATENbCKON aKTUBHOCTU

e [leTeKTMpoBaHME BUPTYaNbHOU cpebl
* [lpoBepKa apTePaKTOB rMNepBmU3opa
* [lpoBepKa obopyaoBaHUA
* ATaku Nno BpemeHu




AHaNM3 NPOrpamMMHOro OKpy*KeHuna

* [IpoBepKa 3arpy*eHHbiXx b6ubnMoTEK B Npouecc
* [lpoBepKa oT/1aA4MNKa
* [IpoBepKa MbHOTEKCOB

* [lpoBepKa OKOH




AHaNM3 NPOrPammMHOrO OKPYHKEHUS

int shoxie_detect_shiedll<{> <«
if (GetModuleHandle< 'shiedll.d1l1"> *= HULL>» <
return TRUE;
>

else {

return FALSE;

)r.WEE
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AHaNM3 NPOrPaMMHOTO OKPYHKEHUS

SN
#* Query loaded sunbelt modules
=t

#* peturn: TRUE — if detected. FALSE — otherwise
3¢,/

int sunbelt_sandbox_modules ()

{
if (GetModuleHandle{"api_log.dl11'> *= HULL>» <
return TRHUE;

>
1if <{GetModuleHandle< ' 'diy_ watch.dll"> *= HULL>» <

return TRHUE:

>
if ({GetModuleHandle{ ' 'pstorec.dll’ > *= HULL>» £

return TRUE:
>

return FALSE;
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AHaNM3 NPOrPaMMHOTO OKPYHKEHUS

“TEPUlewﬂla35$ .

' TTCPUiew — Eyﬁlnternals 2
BPI TRHEE_HHIH$ PR 2 38
. G Program Files Vireshark.=5"">,
- MG wireshark.=%""2% .
- MG SandCastle tools FakeServer - .exeS'>,

“Fortinet Sunbox$''.

“Emartﬂn1ff$ .
» Fiddler — .=5"3,

“Jing5s "> .

“Wget . #5">,

“ztapt-~_bat — C: Manual auto . bhat$'>,

“Total Commander -0 — Ahnlabh Inc-~.5%">.

“Total Commander .53 — GRISOFT,. s ~.p

“Total Commander 56a — Avira Soft5">.

“Total Commander .56a — ROKURA SRLS .
H1nduwTup1&uel&$ - "“Wireshark.="3>,

“G: Python2? Python“ - .exe5"*,

. G Etrawherrg perl hin perl-- . exed ">,
AThunderRT6FornDCE ", CysAnalyzerds' >,
“TfrmMains’'. "“All- Eeeing Eyes™>,
“Afx:400000:h:10011:6:3501675",. "“Malicious Code Monitor.=%
“TApplication$", "“Mouse Move.=5""3,
“SmartSniffs", "“SmartSniffs"r.
“ConsoleWindowClasss",. "“UxStream Kernel Service Manager$'>
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AHaNM3 NPOrPaMMHOTO OKPYHKEHUS

int check_dll_hook<{int writeloqgs><{
const char * bhlacklist[]l = £

avcuf3i2._dll'.
BgAgent .d11".
guard32 .dl1".
wl hook.dl1".
Q0OFHook.d1l1
azhooks32. dll -
dir_watch.dll".
tracer.dll’.
ShieD11.d11".
APIOverride.dll”.,
MtHookEngine .d11".
api_log.dll".
LOG_API .DLL .
LOG_API32._DLL
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AHaNN3 NPOrPaMMHOIO OKPYHKEHUA

VEE

A

i:‘g';

(4

int check_kernel
const ch

© 000 «[lokTop Beb», 2020

_driverdint writelogs){
ar * hlacklistl[]l = {
taskrun-~hruta-~kbruta.sys',
“taskrun-hruta-~TBM.sys ",
vmx_svga.sys ',

vmmouse.sys ',

*ennet.suys .
CaptureProcessMonitor.sys’',
CaptureRegistryMonitor.sys'',
CaptureFileMonitor.sys"",
CHWSandboxWatchdogDri <sicr>'.
UBoxUideo.sys"",

bdznm.sys"" .,

bhdzflt.sys"',

ggc.sys'',

catflt.sys"',

wsnf.sys",

llio.syus",

mscank.sys"',

EMLTDI .SY5"'.

vadatant.sys'',

JolBox.sys"',

JeBox6d.sys'',
JblCamera.ays',
I6Camerabd.sys'',

J6Self Protection.sys’',
Jb0AntiHacker.syus'',
J6AntiHackerbd._ sys™',
JobAvFlt.sys'',
pctNdis.sys''.
pctNdisLi6d . sys'',
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[leTeKTMpPOBaHME NOb30BaATE/IbCKOM
aKTMBHOCTU

* [lpoBepKa ABUKEHUNA MbILLU

* Hannuymne nocnegHunx peaaktmpyemoix ¢annos

* Bpema c mMomeHTa cTapTa onepaumoHHOW CUCTEMDI
* 3anyuweHHble NoaNb30BaTeNIbCKNUeE NPorpammsbl

* [lpoBepKa UMeHU NosIb30BaTeNA U MPUHAANEKHOCTb K JOMEHY




[leTeKTMpoOBaHME NOJIb30BATE/IbCKOM
aKTUBHOCTM

Public Sub checkUszername(?

printMsg "[+*]1 Checking Win32_ ComputerSystem.Username ..."
badUsername = False
badUsernames = Array<"'admin''., "malfind". "“sandbox',. 'test')

Set objMIService = GetObject("winmgmts . “rootscimu2')
Set colltems = obhjWMIService .ExecQuery("Select * from Win3d2_ComputerSystem''. . 48>

For Each ohjltem In colltems

For Each badHame In badlUsernames
If InStr{LCase{obhjltemn.UserName),. bhadMame> > 0 Then
bhadlUzername = True
End If
Mext

Mext

If badUsername Then
printMsg "DETECTED"
Else
printMsg '"OK"
End If
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[TpoBepKa apTedaKkToB r’MNepBmn30Pa

* BeTKkn peectpa, dannbl ApanBepoB, MMeHa YCTPOMUCTB

** check 1f there are Vmware string in "SYSTEM\ControlSet@8l\services\Disk\Enum\@8"

return: TRUE - 1f detected, FALSE - otherwise
=/

1int vmware folders(int writelogs){

const char* blacklist[] = {
C:"\Program Files' VMware' 'VMware Tools",
C:""Program Files (x86)' VMware' 'VMware Tools

§ © 000 «[lokTop Beb», 2020 WWW.aHTUBUPYC.pd www.drweb.ru




[lpoBepKa apTedaKkToOB rMNepBmr3opa

* https://kb.vmware.com/s/article/1009458

Mechanisms to determine if software is running in a VMware
virtual machine (1009458)

B subscribe

Last Updated: 05.01.2015  Categories: Best Practices P97  Language: English

v Details

This KB article documents the mechanisms that programs should use to determine if software is running in a VMware virtual machine.

v Solution

Detecting when software is running in a VMware virtual machine relies on two mechanisms:

« Testing the CPUID hypervisor present bit
« Testing the virtual BIOS DMI information and the hypervisor port



[TpoBepKa obopygoBaHUA

* [lpoBepka obopyanoBaHusa yepes WMI

SELECT * FROM Win32 Bios

SELECT * FROM Win32 NetworkAdapterConfiguration
SELECT * FROM Win32 Processor

SELECT * FROM Win32 LoglcalDisk

SELECT * FROM Win32 Computer
SELECT * FROM MSAcpl ThermalZoneTemperature CurrentTemperature)
SELECT * FROM Win32 Fan

)r.WEE
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[TpoBepKa 060pPYyA0BaHMUA

Public Sub checkBios<)

printMszg “'[#] Checking Win32_PBios .SMBIOSBIOSUerzion & SerialNumber ..."

badBioz = False
badBioszsMamez = AprayC'virtwalbox'. "vnware',. "kum''>

Set obhjiMIService = GetObject<"winmgmts isM.sprootscimud''D
Set colltems = objMIService.ExecQuery<"Select * from Win3dZ_Bios". . 48>

For Each obhjltem In colltems

For Each badHame In badBiosMames

If InStr{LCasetobjltem.SHBIOSBI0OSVerzion?, badMame? > [ Then
badBios = True
End If

If InStriLCaszsefobhjltem.SerialNumber),. bhadMame?» > 0 Then
badBioz = True
End If

Mext

Mext
If bhadBios Then
printM=g "DETECTED"
Elze
printMsg *‘"OK
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ATaKM NO BPeEMEHM

* BpemeHHble 3aaepKKU BHYTPU NPOrpaMmmbil

* AHa/ I3 BPEMEHU NCMO/IHEHUS NHCTPYKL M




static inline uwnszigned long long rdtsc_diff _uvmexit{» {

unsigned ret;

__a=m__ volatilex
"rdtscp
mov Xxeax, #¥xXesi
"mov SOx70000001,. »reax i
"[.‘-lll.lid n
"rdtscp
"sub xxesi, Xxeax
"mov ¥xeax, x0 g
=p' (pretd

23
return (unsigned long longl)rets
>

static inline wnsigned long long »dtsc_diff _uvmexit4<> {
unsigned ret;
__a=m__ wolatile(
"rdtscp
"mov ¥¥eax, ¥¥esi
"muu SOx70000001, »xeax .
cpuld .
"mow $mx?mmmmmm2 MR EAX "
cpuld
"mov SOx7000D0D0D3, »reax .
"[.‘-l:ll.lid nr
"mov SOx700000D04, +reax .
"[.‘-l:ll.lid nr
"rdtscp
"subh xxesi, *¥eax
"mov xxeax, =0 .
V=p'" (petd

23
return {unsigned long longlXret;

T
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Pafish

* [Ina npoBepKn 3awmileHHocTn sandbox cywecTtsyet pafish
(HO OoH He obHoBAAACA ¢ 2016 ©) Mo 3ToMy Mbl caenanu
csou pafish

* pafish drweb edition — 06bvegnHaeTt B cebe camble
nocaeaHue MmeToAbl AeTEKTUPOBAHUA NECOYHUMN
MCNOJIb3yeMble B COBPEMEHHbIX Yyrpo3ax
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B8l pafish.exe |H

C:s111»pafish.exe
#* Pafish (Paranoid fizh) =

Some antid{debugger-UMssandbox? tricks
used by malware for the general public.

[#] Windows version: 6.1 build 7601

[=] CPU: Genuinelntel

Hypervisor: UMuareUMuware

GFU brand: Intel{R> Core<TM> i?7-3770 CPU @ 3.40GH=

[-]1 Debuggers detection
[#] Using IsDebuggerPresent(> ... OK

[-]1 CPU information hased detections

[#] Checking the difference hetween CPU timestamp counters <(rdtsc? ... Eraced?

[#]1 Checking the difference hetween CPU timestamp counters (rdtsc?» forcing UM exit ... EEaced?

[#]1 Checking the difference hetween CPU timestamp counters (rdtsc? forcing UM exit for 4 instructions cpuid ... OK
[#] Checking hypervisor bhit in cpuid feature bits ... EFEcedt

[#]1 Checking cpuid hypervisor vendor for known UM vendors ... Eraced¥

[-]1 Generic sandbox detection

’ al
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ﬁl pafish.exe -

[-]1 UirtualBox detection

[#] Scsi port—>hus—->target id—>logical wnit id-> 0 identifier ... OK

[#] Reg key C(HEKLM~HARDUWARE-Description:8ystem "SystemBioslUersion"> ... OK
[#]1 Reg key (HEKLMSSOFTUWARENOraclesUirtualBox Guest Additions> ... OK

[#] Reg key C(HEKLM~HARDWARE-Description:8ysztem "UideoBiosUersion'> ... OK
[#] Reg key (HEKLM~HARDWARE-~ACPI-~DSDT~UBOX_ > ... OK

[#] Reg key (HEKLM~HARDWARE~ACPI~FADI-~UBOX__ > ... OK

[#] Reg key (HEKLM~HARDWARE-~ACPI-RSDI~UBOX__ > ... OK

[#] Reg key (HEKLMNSYSTEMNControlSetDDisServicessUBox=> ... OK

[#]1 Reg key (HEKLMSHARDUWARESDESCRIPTIONNSystem "SystemBiosDate™> ... 0K
[#] Driver files in C:“WINDOWS“systemdZ-driverssUBox* ... OK

[#] Additional system files ... OK

[#] Looking for a MAC address starting with 08:00:=27 ... 0K

[#] Looking for pseudo devices ... OK

[#] Looking for UBoxTray windows ... OK

[#] Looking for UBox network sharve ... OK

[#] Looking for UBox processes {(vhoxservice.exe, vhoxtray.exe? ... 0K
[#] Looking for UBox devices using WMI ... OK

[-]1 UMware detection

[#] Scsi port 0,1,.2 —>bus—>target id->logical wnit id-> 0 identifier ... Eraced¥

[#] Reg key (HELM~SOFTWARE“UMware. Inc.“UMware Tools) ... tEaced?

[#] Looking for C:N\WINDOWS“systemiZhdriversswmmouse.sys ... Eraced¥

[#] Looking for C:“\WINDOWS“systemd2:driverssvmhgfz.sys ... Eraced?

[#] Looking for a MAC address starting with 00:05:6%, OD:0C:29, 00:1C:14 or ODD:50:56 ... EEaced®
[#] Looking for network adapter name ... OK

[#] Looking for pseudo devices ... traced?

[#] Looking for UMuare serial number ... EEIaceEd?

[-]1 Qemu detection

[#] Scsi port—rhus—>target id—>logical wnit id—> 0 identifier ... OK

[#] Reg key (HEKLM“~HARDWARE-Description“Bystem "SystemBioslUersion"> ... 0K
[#] cpuid CPU brand string ‘QEMU Uirtual CPU* ... OK

[-]1 Bochs detection

[#] Reg key (HEKLM“HARDWARE“Description“Bystem "SystemBioslUersion"> ... 0K
[#] cpuid AMD wrong value for processor name ... OK

[#] cpuid Intel wrong value for processor name ... QK

[-]1 Cuckoo detection
[#] Looking in the TLS for the hooks information structure ... OK

[-1 DRUEE detection

-1 ————— Emulator detection——————

[#]1 Checking cpuid vendor for known UM vendors ... 0K

[#] Check RHeg key HEKLM~SYSTEM~ControlSetOOisservices“disksenum —> sandbox ... OK

[#]1 Check Reg key HEKLM“SYSTEM“ControlSetO0i~ControlsSystemInformation —» sandbhox ... 0K
[#] Looking for Sandbox file C:ssandhox“starter.exe ... OK

[#] Looking for Sandbox file c:nipfsBDCore_U.d1ll ... OK

[#] Looking for Sandhbox file c:scwusandbox_manager ... 0K

[#] Looking for Sandbox file C:scuwsandbox ... OK

[#] Looking for Sandbox file C:ngfisandbox ... 0K

[#] Looking for Sandbox file d:“sandbox_svc.exe ... 0K

-1 ——————- UirtualBox detection—————

[#] Check Reg key HEKLM:SYSTEM~ControlSetO0isservices“Disk“Enum "0" -> UBOX ... OK
[%#] Check Reg key HEKLMASYSTEMNControlSetO01“Enum~IDE“CdRomUBOX_CD-ROM i.0 ... OK

[#] Oracle mac address prefix starting with 00:03:BA, 00:07:82. O0:0F:4B,. 00:10:4F, 00:10:ED, O0:14:4F. 00:20:F2, 00D:21:28, 00:21:F6,. O8:00:20 ... OK
[#] Executing driverquery command ... OK

[#] UirtualBox video adapter name ... 0K

[#] [+*] UirtualBox motherboard product ... OK

[#] UirtuwalBox disk info from setup API ... 0K

[#] Searching UirtualBox device UBoxGuest in system obhjects ... OK

[#] Searching UirtualBox device UBoxMiniRdr in system obhjects ... OK

[#] Eearching VirtualBox driver UBoxUideo in swstem ohdiects ...

1
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S| pafish.exe =1

L

[#]1 Additional disk size checking ... 0K

I Registry check————————

[#] Check Reg key HKLM~SOFTWARE:Microsoft:Windows“CurrentUersion“Uninstall —> DisplayName —-> debugging tools ... 0K

[#]1 Check Reg key HEKLM~SOFTWARE“\Microsoft:Windows“CurrentlUersion*lUninstall —-» DisplayMame -> fiddler ... 0K

[#] Check Heg key HEKLM~SOFTWARE:Microsoft:Windows“CurrentlUersion“Uninstall —> DisplayMame -> wireshark ... OK

[#]1 Check Reg key HEKLM:SYSTEM“ControlSetO0ienum~PCI —-> UEN_-DEU_ ... traced¥

[#] Check Heg key HEKLM~SOFTWARE“Microsoft“Windows“CurrentlUersion“UninstallsIris Metwork Traffic Analyzer ... OK

[#]1 Check Reg key HKLM~SOFTUARE“UWow643ZMHode“MicrosoftsWindows\CurrentUersionslUninstallsIris MHetwork Traffic Analyzer ... OK
[#] Check Heg key HKLM~SOFTWARE“Microsoft Windows“CurrentlUersion“UninstallxInstallWatch Pro 2.5 ... 0K

[#]1 Check Reg key HEKLM~SOFTUARE:UWow643ZMode~Microsoft Windows\CurrentUersionslUninstall~InstallWatch Pro 2.5 ... OK

[#] Check Reg key HKLM~SOFTWARE“Microsoft Windows“CurrentlUersion“Uninstall~SysAnalyzer_isl ... OK

[#]1 Check Reg key HEKLM~SOFTWARE:UWow643ZMode~Microsoft:Windows \CurrentUersionslUninstall~SysAnalyzer_isl ... OK

[#] Check Heg key HEKLM~SOFTWARE:\Microsoft*Windows“CurrentlUersion“Uninstall~{13BE68B1-7498—48BAB-?D22-AD3AB6532531> ... 0K
[%] Check Reg key HEKLMA\SYSTEMN\CurrentControlSet“Enum“\PCI~UEN_SOEE&DEU_BEEF&SUBSYS_000DDODDO&REV_OB ... OK

[#] Check Reg key HKLM:\SYSTEM“\CurrentControlSet“Enum~PCI\UEN_SOEE&DEU_CAFE&SUESYS_ 000DDODDO&REV_00 ... OK

[%*] Check Reg key HEKLM:\SYSTEM“\CurrentControlSet“Enum“\PCINUEN_5333&DEU_8811&SUBSYS_D0D0ODDODDD&REV_O0 ... OK

[#] Check Reg key HKLMA\SYSTEM“\CurrentControlSet“~Enum~PCI~UEN_1ABE&DEVU_4005&SUBSYS_04001ABS&REV_ 00 ... OK

[#] Check Heg key HELM~SYSTEM“CurrentControlSet“Enum~PCI~UEN_1ABS8&DEV_4000&5UBSYS_ (04001 ABB&REV 0 ... OK

[#] Check Reg key HKLMA\SYSTEM“\CurrentControlSet“~Enum~PCI\UEN_1ABE&DEV_4006&SUBSYS_04061ABS&REV_ 00D ... OK

[#] Check Reg key HEKLM~SOFTWARE:Microsoft:Windows:CurrentlUersion“Uninstall~{25AD16E5-F48B—4455-83DY-849D600475A4> ... OK
[#]1 Check Reg key HKLM\SOFTWARE:UWow6432ZMHode~Microsoft:\Windows\CurrentUersionslUninstall~{13BE6ABB1-7498-48AB-9?D22-AD3AB6532531> ... 0K
[#] Check Reg key HKLM~SOFTWARE:Wowb432ZMode“MicrosoftsWindows\CurrentUersionsUninstall~{25AD16E5-F48B-4455-83D7-849D600475A4> ... OK

|l Win32 .Mews8py detect check—m————

[#]1 Memory physical size checking ...

[#] Minutes from system start checking ... 0K

[#] Desktop files count checking ... 0K

[#] Program files count checking ... 0K

[#] Fixed drives count checking ... 0K

[#] Screen resolution checking ... OK

[#]1 Check Reg key HHKCU~SoftwaresMicrosoft:Windows CurrentlUersion:Explorer~Advanced "Hidden' or "SuperHidden™ keys ... OK
[#] Searching "start_process.py" in windows titles ... OK
[#] Searching for hlacklist files ... OK

[#] Checking username ... EFaced¥

[#] Checking computername ... OK

I Additional checkings————————

[#] Checking processos brand string ... 0K

[#] Checking filename ... OK

[#] Checking number of processors wusing Wmic and environment variahle ... Eraced¥

[#] Checking dl11 hook ... OK

[#]1 Checking kernel driver ... Eraced¥

[#] Checking filename iz shal hash ... 0K

[#]1 Checking filename is sha256 hash ... 0K

[#] Checking filename is md% hash ... OK

[#]1 Checking other folders exists ... OK

[#] Checking Reg key HELM~SYSTEM“CurrentControlSet“Enum in searching for Uen_Red_Hat&Prod UirtIO ... OK
[#]1 Checking Reg key HEKLM~SYSTEM“CurrentControlS8et“Enum in searching for DiskUirtuwual ... OK
[#] Checking Reg key HELM~\SYSTEM“CurrentControlSet“Enum“~ACPI“Hyper U _Gen_Counter Ul ... OK
[#]1 Checking Reg key HEKLM~SYSTEM“CurrentControlSet“Enum~ACPI“XENODODDOD ... OK

[#] Checking Reg key HKLM~SYSTEM“CurrentControlSet“Enum~XENBUS“CLASS_UBD&REU_02 ... OK

[#]1 Checking Reg key HEKLM~HARDWARE~DESCRIPTION“System —» SystemBiosUersion —> PRLS - 1 ... 0K
[#] Checking network interface card name ... 0K

[#]1 Checking video adapter using Direct3D ... EFaced¥

[#] Checking Internet access ... 0K

[#] Checking if physical memory is < 2Gh ... EFaced®

[#] Checking if physical memory iz < 2Ghb (SEYSTEM_BASIC_INFORMATION) ... EEGCElE

[#] Checking MSAcpi_ThermalZoneTemperature ... CEICEdY

[#] Checking Win32 Fan ... EESCEdE

[#] Checking if processor name contains "Seon” ... 0K

[#] Checking if invalid instructions tracing ... 0K

[#] Checking entire registry ... Eraced¥

[-]1 Feel free to RE me. check log file for more information.
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G111 >diw
Uolume in drive C has no label.
Uolume Serial Mumber is A416-—-BDO0O

Directory of G111l

n2.n4.2019 14:06 <DIR> -
0n2.04.2019 14:06 <DIR> -
n2.04.2019 14:06 hi_av_and_tools_detect
0n2.04.2019 14:06 hi_bad_kernel_driver
n2.04.2019 14:06 hi_bad_number_of_processors
0n2.04.2019 14:06 hi_bad_registry
n2.04.2019 14:06 hi_bhad_video_adapter
0n2.04.2019 14:06 hi_CPU_UM_hv_vendor_name
N2 . 04.2019 14:06 hi_CPU_UM_hypervizor_hit
0n2.04.2019 14:06 hi_CPU_UM_rdtsc
02.04.2019 14:06 hi_CPU_UM_rdtsc_force_um_exit
0n2.04.2019 14:06 hi_hypervizor
02.04.2017 14:06 hi_microsoft_wvirtual_pc
n2.04.2019 14:06 hi_MSAcpi_ThermalZoneTemperature
02.04.2017 14:06 hi_physicalmemory_less_2Gh
N2.04.2019 14:06 hi_sandhbox
02.04.2019 14:06 hi_sandbox_drive_size2
n2.04.2019 14:06 hi_sandbox_mouse_act
02.04.2017 14:06 hi_sandbox_MumberOf Processors_less_2 GetSystemInfo
n2.04.2019 14:06 hi_sandbox_MNumberOf Processors_less_2_ raw
0n2.04.2019 14:06 hi_vnware
n2.n4.2019 14:06 hi_Win32_Fan
n2.04.2019 14:06 hi_win32_mewsspy
28.11.2018 13:20 pafish.exe
0n2.04.2019 14:06 pafish. log
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detection method

hi_CPU_VM_rdtsc + + + - + + +
hi_CPU_VM_rdtsc_force_vm_exit + - E - + . ;
hi_CPU_VM_rdtsc_force_vm_exit1000 + + + + + - -
hi_MSAcpi_ThermalZone Temperature + - - + + . ;
hi_Trap_Flag + + - + - + +
hi_Win32_Fan + - - + - - +
hi_Xeon_Processor + + - + + . :
hi_bad_internet_access + + - - + + +
hi_bad_kernel_driver + + + - + + +
hi_bad_number_of_processors + -(12) - + - - +
hi_bad_registry_key + - (qemu) + - + + +
hi_bad_video_adapter + + + - + + .
hi_physicalmemory_less_2Gb + + + - - + .
hi_sandbox + - (uptime) - - + + .
hi_sandbox_mouse_act + - - + + + +
hi_virtualbox + + - - + ; .
hi_win32_mewsspy - (user) - - - + - :
hi_gemu + - [mac, reg) + + + + +
hi_av_and_tools_detect + + + + + - +
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