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| RuDesktop s
v Poccunckas paspaboTka

Poccumnckme nateHTbl noa N22023661713 1 N22022667530
MpoAyKTbl BKAKOUYEHbI B €4VHbIV peecTp Poccumckoro MO N215913 1 N219573
KOMMAHWA akKpeanToBaHA MUHUCTEPCTBOM LMOOPOBOro pPa3BuUTUS
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MpoaykTbl RuDesktop

+

+

RuDesktop RuDesktop
UEM

YAAQNEHHbIX AO0CTYN

. YnpassieHue
O6nauHbIv cepBep & KOHdOUrypaumnsamm

KOHEYHbIX YCTPOUCTB

+
JloKasibHbIN cepBep ... YAQ/IEHHbIW BOCTYN

(Cepsep)

Ha 3aMeHy MHOCTPOHHbBbIM pPeLeHUAM: Ha 3aMeHY MHOCTPAHHbBIM peLleHNAM:

DameWare %2

TeamViewer ) AnyDesk Semcener — CRGONEYS]  ivanti



Kakune 3aaaum pewaeTt [

+ OpraHnsauma 6esonacHoro yao/1eHHoro gocTyna

+ ABTOMATU3ALUSA QAMUHUCTPUPOBAHUA VT NHOOPACTPYKTYpPbI
+ OpraHn3aums yaa1eHHON UHTEPAKTUBHOMU TEX. NOAAEPIKKM
+ AMnopTo3amelyeHue

+ MaccoBaga yctaHoBka OC n 'O

KTO ncnonbayet @

- o =

TexHU4yeckas CucrteMmHble CneuuanucTbl No PykoBoguTenb
noanep>Xxka AAMUHUCTPATOPDI MHAOOPMALLMOHHOM UT
9 e 6e30NacHoOCTU e e
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OnepaTop

CoTpyaHWK Tex Noanep>xXKu
CucTeMHbl aAMUHUCTPATOP
CoTpyaHuk Vb
Pykosoauteno IT

& Beb-vHTepdeiic

{b PoneBaa Mmoaesnb

G CoegunHeHue yepel3 P2P

G ObLwoa aapecHas KHUra
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Cxema RuDesktop

Pull-moaenb

@ Astra Linux

@ Pen OC o ok
”

& Alt Linux Ui

® Debian/Ubuntu //

MacwTtabrpyemMocTb

Astra Linux

Alt Linux
MeX a4y Moaenamu Pen OC
v OC Poca
OTKA30yCTONYMNBOCTb OCHoEa

O
& CeTeBoe BaavMoaeiicTame
O
a

JlornpoBaHme

Ansible pacomnyeckasa

obonouka/web-cepsep

L \ﬂv/

Push-moaenb




Bbe30nacHOCTb CUctTeMbl

Bo BHEeWWHEM U BHYTPEHHEeM KOHTYpe€e

AByXcaKkTopHas
ayTeHTUucmKaums

MNoppnep>xusaeM 2FA
ABTOPUSALLUIO MO MoYTe,
TenerpamMmmy nam cMc-
COObLLEeHNIO O/19 OBTOPU3ALUA B
Beb-nHTEepdhence Nporpammsl

XpaHeHue AAaHHbIX Ha
cobcTBEHHOM cepBepe

Mpn PA3BEPTLIBAHUM ON-premise
peLleHnsa, aoMUHUCTPATOP CUCTEMDI
NMO/IHOCTbIO KOHTPO/IMPYET BCE A0CTYrbl,
BCE /101 CUCTEMbI U MOXET B /1II060U
MOMEHT OrpaHNYUTb /0Oble OEeNCTBUA B
cuUcTeMe U BCo paboTy CUCTEMDI.

PoneBas moaesib
npas gocrtyna

MOXHO HACTPOWUTb HECKOJ/IbKO  TUMOB
MoNb30BATENNEN  CUCTEMbl  HALETEHHbIX
POA3/INYHBbIMX  YPOBHAMW O0CTYyna K Beb-
NHTEepopency 7 K YMNPOABIEHUIO
MPUIOXKEHNEM.

OXHO TMOKO HACTPOUTb KOMY U 4YTO
MO>XHO Ae/10Tb B CUCTEME NN C CUCTEMOMN.

7§ RUDESKTOP

MoCTOSAHHbIN UM BPE€MEHHbIN NAPO/ib +
MacTep-naposib A/ CepBEpPHON Bepcum

B cuctemMe MOXHO OCYLWLECTBAATb OOCTYMN KAK MO O4HOPO30BOMY
naposo Anga yadneHHoro gocTtynad, TaK M 3040Tb MOCTOAHHbIV
naposib 4Nna aaMUHUCTPUPOBAHMA Napka APM.

MacTep-naposib  UCNOoMb3yeTca AON9 WCMNOJSIHEHUA MNOJITUK HA
KOHTpOIMpyembix APM.

NMNoanAnep>KKa Bbirpy3ku B SIEM
3HAYMMbIX COOBbLITUN CUCTEMDI

Rudesktop no3sonseT HAOCTPOUTb BbIrPy3KY COBBLITUN CBASAHHbBIX C
paboTon aAMUHUCTPATOPOB W/ MOMIb3OBATENIEN NN UBMEHEHUS
NApaMeTPOB CcUCTEMbI B SIEM-cUcTeMy Yepes yaasieHHbIU r-syslog
cepsep

3auuuiLeHHbIU
NPOTOKON

Mcnonb3ytoTca MpOTOKObl  WudppoBaHua TLS 1.3 ¢  anroputmamum
WwndopoBaHUA AES-256 Ona 3AWAUTbI COeOUHEHUN MeXAY KJ/IMEHTOM WU
CepBepoOM.

Nooaoep>XxuBoeMm paboTy CO_ CTOPOHHUMU CEepPTUCPUKATAMU KOMMOHUU
ona obecrneyeHus nydwenm COBMECTUMMOCTU C  KOPropaTUBHbIMU
cucTeMamMn obecrneymBaroWLMN  3OWUTY  MHADOPMALLUA ﬁlanpmmep:
AHTUBMpPYC, DLP, UTM)

RUST

ICnob30BAHME
COBPEMEHHOro
3aWMLLLEHHOIO A3blka
NporpaMMMPOBAHNA O14
KPUTUYECKN BAXKHbIX
YyacTeu NpoayKTa




RuDesktop

YAQNECHHDbIN A0CTYnN © [loakroyeHme K KOMOHOHOMN

HacTpoiiku cepBuca: KOHconu / paboyemMy CTony

3anNyCK OT MEHWU

BO3MO>KXHOCTM NOAKJIIOUSHMUMN:

ek

© BpeMeHHbIV U MOCTOAHHbIN
Napob AOMUHNCTPATOPA

BBona napond ot OC

<

Bbibop cepBepa N4

Mo OK/IIOUYEeHUs Y OONeHHOd nepe3arpy3Ka

Y 0,0BHbBIV MOUCK [epenada goannos

© © © O

ALPECHOSA KHUTO HacTpovnka KayecTBa

Teru N306pa>keHns

KOHTPO/b NNLLEH3UN [TONHO3KPAHHbIN PEXNM

OANTENbHOCTb CECCUM Bbibop MOHUTOPO

MepenaHHbIV TPATOUK CoBMecTHad paboTo

CBSI3b C TeX. MOA,0EP>KKOW TEeKCTOBbIV 4AT

© © © © © © © ©
© © © © ©

Y oaneHHoe yrnpasneHme 3anncb ceccun [CKPUHLLOT
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RuDesktop
YAAQ/IEHHBIX AO0CTYN

OCHOBHOU (PYHKLMOHAO

Bbe30onacHOCTDb:

© lIcTopua NOoaKOUEHNN

© XpoHeHMre AdHHbIX HO CBOEM cepBepe

® Pab0oTO B 3AKPbLITOM NepuMeTpe

® VHTerpauuma c AD, LDAP

® VHTerpauua c SIEM

@ YnpassieHne npaBaMn N ponaMm HO OCHOBAHUK rpynn AD

© lIcTopua ceccum ¢ YKA3OHMEM OaATbl, BPEMEHN N OObeMO
nepenoHHbIX oanIoB

© KOHTPO/Ib NO/b30BATENEN
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RUDESKTOP
UEM 04

06

YCTAHOBKA,
yAaneHve n

yAaneHHoe obHoBNneHue MO Ha

BbINoJ/IHEHue v

CKPUNTOB U yCTPOUCTBAX NN
01 KOMOHLA, rpynnax ycTpoucTs

MoHuTOpPUHr noros. MO Ha
YAQ/IEHHOM YCTPOUCTBE

02 05 07

UHBeHTapusauusa \ . YaaneHHas
obopynoBaHua u MO, ABTOMATUNYECKOE . YCTAHOBKA U
OTYETHOCTb U MOHUTOPUHT O6HOB/1IEHME K/ZINeHTa nepeycTaHoB
Kpa>ku obopyanosaHusa Rudesktop Ka OC

Y naneHHbIn

Aoctyn n UEM -
o 3 3arpy3ka doannoB Ha 2 NPpOAYKTO B

yAQ/IeHHbIN KOMMblOTEP OAHOM peLieHun
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Keuchbl

KJIMEeHT
I-v
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RuDesktop
UEM

KnueHTty 6b110 He06X04MMO YNPABAATD TMMO6pPUAHBIM
napkom B 2 000 yCTPOUCTB B PAMKAX Nepexoad Ha

poccumnckue OC (Actpa u PeaOC).

RuDesktop UEM npeano>xunn otiM4yHoe pelleHue no
UHBEHTAPU3ALMU U NJIAHOBOMY 3aMNyCKY ABTOMATUYECKUX
nonnTuk. baaroaapsa NPoAyKTy ynpocTU/ics npoLuecc

MUrpaumum Ha poccumnckue OC.



RuDesktop

Y AANeHHbIN JOCTYn

YaaneHHbin goctyn (CepBep) 04HUM peLUEHMEM 3AMEHUN

UHOCTpPAaHHOE nporpamMmmHoe obecrneyeHue: AnyDesk,

TeamViewer, nogknaoyeHue no RDP. Tenepb
UCroJsib3yeTcs oOAUH NPOoAYKT A1 peLlleHns Bcex 3aaay

Texnoaanep>Xkm - RuDesktop.

PUHAHCOBbIX
TexHonorun
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RuDesktop

Y AANeHHbIN JOCTYnN

KnneHT Hy>Kaancsa B NporpaMMHoOM obecneyeHuu ans

YpaneHHoro goctyna Ha 160 cneunaamcTos
Texnoanep>Xku, o6Cny>KMBarOLWUX BHYTPEHHIOKO

CTPYKTYpPY. POHEee Mcno/ib30BA/IMCb PA3/INYHbIE

cpeacTBa, He 6b1/10 eANHOMN NPOrpamMMbl AN

BAaHK TOMN-5

noAK/IlOUYEeHUS.

Bbin BbI6paH RuDesktop YaaneHHbin goctyn (Cepeep),
peweHue obbeauHseT Bce HeobxoanMble 304044 B
oAHOM nporpamMMHom obecrneyeHun, obecrneumsas
KOHTPO/1b NOAK/IIOMEHUNA N AKKYMYJIMPYS 3ASIBKU OT

COTPYAHUKOB B TEXNOAAEPIXKKY.
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HAA
3ALlnA
PocceTen

RuDesktop

Y AaNneHHbIU A0CTYnN

KnneHT nMmen 3anpoc Ha yaaneHHbin gocTtyn ana 200
onepartopos 1 100 noaknyeHUU. NMpoaykT 6611 HEO6XO0ANM
ANA paboTbl TEXHUYECKOU Noaaep XK. Caenka npoxoaund B
PAMKAX MYNbTUBEHAO0PHOMN 3AKYMKMU MO MMMOPTO3AMELL,EHUIO

nporpamMmMHoro obecneyeHus.

RuDesktop YpaneHHbn poctyn (CepBep) - CTan XOpoLInM
GHA/IOrOM 3apy6e>KHOro peleHus yaaneHHoro 4ocTyna Ha
3aKpbITON cepBepHou 6ase. Bnarogapsa napTHepy 6bin
nprnobpeTeH NPoAYyKT C KJIFOYOM HA 3 roaa o6HoBEeHUN U

Texnoanepi>KkKu.
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-l opraHusaums
PocTexa

- g

RuDesktop
UEM

KnneHTty 6b1n He06X04MM NOHBIN KOHTPOJIb HO A, MAPKOM
U3 eaUHOU KOHcoNn Ha 4000 yctpoucTs: 1500 yCTPOUCTB
C AOCTYNOM B MHTEpHET; 2000 yCTPOUCTB B 3AKPbITOM
nepumeTtpe Ha PegOC; 500 yCcTpOUCTB B NOJIHON

CEeKpEeTHOCTU C OTAEJIbHbIM YrNnpdaB/islOWMMM CEpBEPOM.

MpoAaykT o6ecneunn Moay/ib ynpaB/eHUs HQO HECKOJIbKO
OTAEe/IbHbIX CEPBEPOB, TEXHUUYECKYIO NOALEPIKKY,
o6HOB/IEHME NPOrpamMMHoro o6ecneyeHns u

UHBEHTAPU3AUUIO.



NMpeumyuiectBd RuDesktop

EonHoe pelweHne

BbICOKOTEXHOIOrMYHbIN MPOLAYKT

ObecneumBaeT ObICTPOE NoaktoUeHMe K pasHbiM OC

1

KpoccnnatdoopMeHHOoEe peLleHmne C Noanep>XKon otedecTBeHHbIX OC

KANEHTOUEHTPUYHOCTDb

-

808008

Pa60oTa HO MOBU/IbHBIX YCTPOWCTBAX

@) RUDESKTOP



o

NMOHATHAA M
npo3payHas noJiMTukKa

NINLLEH3UP OBAHUS

Mbl HE NpoAaaemM \
[OTOBbI

KnmeHT B LeHTpe AopaBaTbisaTS
NPOAYKT NoA BALUW
BHUMOHWNA

3a40a4um

-

NMpyuHuMaem
GKTUBHOE

yyacTtue BO
BHEeApeHUMN

Adaem paclimMpeHHble
TeCcTOoBble Nnepuoabl
a0 Bawero 6roaxeTa




NlnyeH3supoBaHue RuDesktop

foposasn beccpoyHas

RuDesktop RuDesktop UEM

yAAJZIEHHbIN AO0CTYN

Yl = B =~ R

Oneparop MoaKoueHus Cepsep YcTponcTeo Cepsep
NoNb30BATEND, nobas NCXoasLLas LOMpBIOTER V1 O%TOMOTMGMPOBGHHOG KOMELIOTE P11V
KOTOPBbINA CecCs YAANEHHOro BUPTYO/IbHOS MALUMHA, paboyee MecTo, cepBep BUPTYO/IbHOS MALLMHA,
obecneuymnBaoLLLas obecneymBaoLLLOs
ALl ] Sl L e e PABOTY MHCPPACTPYKTYPbI PABOTY NMHPPACTPYKTYpPbI
noaxk/iroyeHmne O0HOWN NNLLEH3UU RuDesktop RuDesktop

018 CMEeHbl NINLLEH3NN AOCTATOYHO NPOCTO OKTUBUPOBATH HOBbIU

!1I/IL|,eH3I/IOHHbIl7I KJ1IO4, OONOJ/IHUTEJIbHbIX YCTAHOBOK HE Tpe6yeTCﬂ
7§ RUDESKTOP



3aMeHa nHocTpaHHoro Mo
MNepexon Ha poccumnckme OC
OTcyTCcTBME eauHoro
peLweHuns

YnpasneHne rubpuagHbiM
NAPKOM YCTPOWUCTB U3
eaVHOWN KOHCON
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MpocToMn NyTh K BHEAPEHMIO

60-90 MuH BKC

deMoHCcTpauusa oyHKLMOHANA 15 MUH pa3BepHYTb cepBep

OTBETbl HO TEXHUYECKNe
BOIMpPOCDbI

— é? | EP——

MapTHepbI
MpsiMon O0roBop
CneuunanbHble yCNnoBuUs

O=r

Koy B 1 K/IMK

OT 30 gHeun TeCcTOoBbIU
nepuoa

3aaaum B pa3paboTky
[MomMoLlb B MHTErpauum

@ Buaeo-nHCTpyKLUUN

@ TexHunyeckas OO0KYMEeHTALUS
& VIH>XXeHep BHegpeHus

@ 1-9 1 2-9 NNHMA Texnoanep>XKu

@ MNepcoHanbHbI YaT B TT
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Hape>xaa LleLoxo
MeHeo>xep no npoaa>Xam

4 n.cecoho@rudesktop.ru
¢, +7 (499) 460-00-57 n06. 206

128 280 630
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