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Hype Cycle for Security Operations, 2024

EXPECTATIONS

Threat Exposure

Penetration Testing as a Service
CAASM -

CPS Security
Telemetry Pipelines

Exposure Assessment Platforms
Adversarial Exposure Validation

Management

Security Service Edge

Cybersecurity Al Assistants
SIEM
Digital Forensics and
Incident Response
Endpoint Detection
Digital Risk and Response
Cybersecurity Mesh Protection Services
Architecture External Attack
Automated Security Surface Management Threat Intelligence
Control Assessment Identity Threat Detection Products and Services
and Response NDR
MDR Services
Co-Managed Security Monitoring Services
As of July 2024
Innovation Peak of Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity
TIME
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Yto XXe penatb?
Hanpumep, CIS Controls

Inventory and
Control of
Enterprise Assets

@I 25 @ 45 163 5/5

Secure Configuration
of Enterprise Assets

and Software
@ 7/12 @ 11/12 168 12/12

Continuous
Vulnerability
Management

@ 47 @& 7/7 63 7/7

Malware
Defenses

@& 37 @& 77 W© 1/7

Network
Monitoring
and Defense

@6 0/11 @8 6/11 168 11/11

Applications
Software Security

@6 0/14 @ 11/14 163 14/14

Inventory and
Control of
Software Assets

6 3/7 @ e/7 W68 7/7

Account
Management

@Y 46 @2 6/6 63 6/6

Audit Log
Management

@ 3/12 @ 11/12 163 12/12

Data
Recovery

@Y 45 @& 55 W68 5/5

Security Awareness
and Skills Training

@1 8/9 @@ 9/9 183 9/9

Incident Response
Management

6 3/9 @Z s8/9 W63 9/9
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Data
Protection

61 6/14 (8% 12/14 168 14/14

Access Control
Management

@G 58 @& 7/8 W&

Email and
Web Browser
Protections

@ 2/7 @& e/7 18

Network
Infrastructure
Management

@ 18 @ 7/8 18

Service Provider
Management

@G 17 @ 47 83

Penetration
Testing

6 o5 @& 35 68
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The number of Safeguards an enterprise is expected to implement increases based on which 1 5 3
roup the enterprise falls into.
C I S C o n t ro I S ESSENTIAL CYBER HYGIENE g P P TOTAL SAFEGUARDS

1G1

I G 3 IG3 assists enterprises with [T security experts to secure sensitive and confidential data. 2 3
IG3 aims to prevent and/or lessen the impact of sophisticated attacks. SAFEGUARDS
AN
IG2 assists enterprises managing IT infrastructure of multiple departments 7 4
|G 2 with differing risk profiles. 1G2 aims to help enterprises cope with increased operational
complexity. SAFEGUARDS
IG1 is the definition of essential cyber hygiene and represents a minimum standard of
IG]_ information security for all enterprises. |G1 assists enterprises with limited cybersecurity 5
expertise thwart general, non-targeted attacks. SAFEGUARDS
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@ CIS Benchmarks £

Download Our Free Benchmark PDFs

The CIS Benchmarks are distributed free of charge in PDF format for non-commercial use to
propagate their worldwide use and adoption as user-originated, de facto standards.

SERVER
Secure HARDENING
Default

Accounts
Configure and p. OPERATING SYSTEM
Manage User « 4 b " HARDENING
Privileges / ' e

SECURITY |\ SYSTEM

SOFTWARE
HARDENING /& ' HARDENING HARDENING

Patch Known
Vulnerabilities

DATABASE

HARDENING
Enforce

Password

Complexity I

HARDENING



The Vulnerability Management Cycle
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Remediate

‘ Add threat
context

Assign Gauge

value exposure

prioritize nm‘l
Mitigate g

Accept risk

Prework

Determine scope
of program

yl'l pa BjieHWe Define roles and
yﬂ 3BUMOCTAMMU PQQ' responsibilities

| —

€=

Select vulnerability
assessment tools

assets

= Create and refine
—J policy and SLAs

Identify asset
context sources

o
=0

Validate

Eliminate 5

underlying EVGKG f III}

Issues
process -

and SLA Evaluate
metrics

Source: Gartner
ID: 410271
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General Data Protection
Regulation (GDPR)

KpynHenwwue wtpadsbl:
 Amazon
- Meta/FaceBook "=«

Country Date of Decision

Fine [€]

» Controller/Processor

|=' ter Column
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|F ter Column

2023-05-12
« WhatsUp
° Google IRELAND
. [ ] 2021-07-16
* TIkTOk [ ]
LUXEMBOURG
I I 2022-09-05
IRELAND
I I 2023-01-04
IRELAND
I I 2023-09-01
IRELAND
I I 2022-11-25
IRELAND
I I 2021-09-02
IRELAND
I I 2021-12-31
FRANCE
I I 2021-12-31
FRAMNCE
2021-12-31

FRANCE

1,200,000,000

746,000,000

405,000,000

390,000,000

345,000,000

265,000,000

225,000,000

90,000,000

60,000,000

£0,000,000

Meta Platforms Ireland Limited

Amazon Eurcpe Core 5.4.r.L

Meta Platforms, Inc.

Meta Flatforms Ireland Limited

TikTok Limited

Meta Platforms Ireland Limited

WhatsApp Ireland Ltd.

Google LLC

Facebook Ireland Ltd.

Google Ireland Ltd.
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