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[Mpeancnosue

Hoporue pgpy3bs!

B Hawe BpeMs, uenoseuecknm daktop
ABNSI€TCA OAHUM U3 Hanbonee BaXKHbIX
BbI3OBOB AJ19 NepMMeTpa
MHPOpPMaLIMOHHOM 6e30MacHOCTM.

[nsa Toro, yTo6bl CBOEBPEMEHHO OTBEYATb
Ha akTyasibHble Yrpos3bl, OpraHM3aumsam
Heo6X0AMMO BbICTPOUTb MOSIHOLLEHHYHO
nporpammy Kubepkynbtypbl. B npouecce
U3yYeHUs AaHHOW TEMMaTUKMU, Mbl
obpaTuUIM BHUMaHME Ha TO, YTO
obLenpuHATas MeToA010ruUs
otcyTcTByeT. OHa no3Bonuna

6bl OpraHM3aLunsaM BbICTPOUTb CBOKO
COBCTBEHHYIO NPOrpamMmy.

Mbl B35511 Ha cebsa He NPOCTO CMenNyto,

a NOUCTUHE AeP3KYIo 3afauy - COCTaBUTb
LOKYMEHT, KOTOPbIN MO3BONUT
CUCTEMATU3NPOBATb Pa3pPO3HEHHbIE
3HaHWUSA NO TOMY, Kak OpraHu3aunsam
Hanbonee apdeKTUBHO ynpaBnaTb
npoueccamu no GpopMUpPoBaHUIO
KnbepkynbTypbl. B Hawewn paboTe

Mbl CTapaeMcs OTBETUTb Ha HaCyLUHble
BoNpochbl: Kak BbiIcTpanBaTb npoLecc
noBblLLeHns ocBegoMneHHocTn? Kakune
rpynnbl obyyatomxcsa HaMm cneagyeT
BblaenaTb? Kak ponkeH BbirnsaeTb
npouecc, aAns obyyeHusa Kaxaom nus aTux
rpynn? Kakne MeTpUKU Mbl LOJIKHbI
OTCNeXuBaTb, YTOObI OLLEHMBATb

3 PEeKTUBHOCTb Hallen NporpaMmbl?

N KOHEYHO Xe camoe rnasHoe - Kakune
uenu nepep cobom Mbl CTaBUM?

[aHHasa paboTa He HeceT B cebe Kakon-
nM60 KOMMEpPYECKOM BbIroabl U caenaHa
ANA BCEro KOMMbIOHUTU MHGOPMAaLMOHHOM
6e3onacHocTu. Ecnuy Bac ecTb obpaTtHas
CBS3b WUJIM Bbl 3HaETe Kak caenatb AaHHYHo
cTpaTtermio 6osiee COCTOATENBHOM,
npurnawaeM Bac nNoaennTbCcs CBOMMMU
naesMm Ha aToT cyeT - strategy@secure-t.ru

B paMkax nccnegosaHms, Mbl MpuBReKanm
MHOIO Pa3HOCTOPOHHMX CMeLManncToB,
KOTopble 6bInK paabl MOAENUTLCA CBOUM
MHEHWEM U MOCTapanmCb y4ecTb UX OMbIT
B MpoLecce co3gaHusa LOKYMeHTa.

[aHHbIN LOKYMEHT HOCUT UTEPALMOHHbIV
XapakTep u byaeT nsgaBaTbCs B HOBbIX
BEPCUX, YTOObl COOTBETCTBOBATb
aKTyaslbHbIM yrpo3am

Mbl UCKpEHHe HageeMcs, YTO JaHHbIN
LOKYMEHT, MpUHeCceT Nnosb3y As Bac

M caenaeT Halle NPOCTPaHCTBO ele 6onee
6e3onacHbIM

C Hauny4wmnMmn NoxxenaHUAMH,
leHepanbHbi gupekTop OOO "Cekblop-Tn"
HuKnwknH XapuTtoH
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BeepeHue

mo6anusaumns u ctpemMuTenbHoe pasBuTUe MHPOPMaLMOHHbBIX
TEXHOJIOrMM NpUBENU K TOMy, YTo popMUpoBaHUe
Kn6epKynbTypbl CTaslo OQHOM U3 KJTIOYEBbIX 3apa4 AN BCeX
YPOBHEN — OT PyKOBOACTBa KOMMaHUM A0 PSAAOBbIX
coTpyaHukoB. CoBpeMeHHble Bbi30Bbl B 06nacTu knbepyrpos
TpebyloT OT opraHMsaunin BHUMaTeNbHOIO NOAXOAa

K GOpMMpPOBaHUIO KySbTypbl 6€30nacHocTH

N OCBEAOMJIEHHOCTU Cpeaun CoTpyAHUKoB. KnbepkynbTtypa
TakK>XXe C/TY>KUT CBA3YIOLLUM 3/IEMEHTOM MeXAY NMOKONEHUSIMU,
NO3BOJISAS YYUTbIBATb UX Pasnnymsa B BOCAPUATUM LLMPPOBOMN
cpenbl U 06beanHAA COTPYAHUKOB BOKPY O6LUNX LLeHHOCTEe N
6e3onacHocTu.

CoBOKyMNHOE KONTIMYEeCTBO NepPCOHasbHbIX AaHHbIX, CKOMMPOMETUPOBaHHbIX
B pe3y/ibTaTe BHELHMX U BHYTPEeHHUX yTeuek, B 2023 roay pocturno 47,24
MIpg 3anucewn, Toraa kak B 2016 rogy sToT nokasaTenib COCTaBIAl BCEro
4,01 Mnpa 3anucein, YTO NoQYEPKUBAET CTPEMUTESbHBIN POCT Yrpo3.

B 2023 rogy cTOMMOCTb YTEYKM AaHHbIX AOCTUIIa HOBOFO MakKCMMyMa

No BCEMY MUPY: CPEAHSSs CTOMMOCTb YTEUYKM AaHHbIX Bbipocna o 4,45 mnH
LON1IapOoB, CpeaHee KONIMYECTBO BPEMEHU Ha OBHapy>XeHWe MHLMAEHTa
cocTtaBuno 204 gHa, a cpefHun yuepb oT ogHOM NOTEPSIHHOM 3anncu
yBenuuuncs o 165 ponnapos.* MNMpuumHom 88 % knbepatak 1 yTeuek
[aHHbIX ABMIAETCA YesioBeYecknin paktTop.** TN fAaHHble roBOPSAT

O HEOBXOAMMOCTU YCUNEHUA Mep 3aLLMTbl faHHbIX U NMOBbILUEHUS YPOBHS
KMb6epKybTypbl Cpeau BCex COTPYAHUKOB OpraHn3aLuni.

4 BeepeHue *YTeuku nnpopmauum B Mupe, 2022-2023 roabl
**MNcenepoaHne CTaHPOPACKOro yHMBEPCUTETa U KOMMaHUK Tessian



BeepeHue

CoBpeMeHHble KOMMaHUM BCE Yalle CTaflKMBatTCA C BbI3OBaMMU
knbepbeszonacHocTu. CornacHo gaHHbIM Fortinet 2024 Security Awareness

n Training Global Research Report, noutn 70 % pykoBogutenen cumTator,

YTO UX COTPYAHUKN HE 06nafaoT KPUTUYECKU BaXKHbIMU 3HAHUAMU B 3TOM
o6nacTn — cepbE3Hbi POCT Mo cpaBHeHUto ¢ 56 % B 2023 rogy. Cebiwe 80 %
opraHu3aLmin 3a NoC/IeaHUN rof CTann XepTBaMu LieneHanpaBieHHbIX
KnbepaTak, Takmx Kak GULLIKHT 1 BpegoHocHoe MO.

C kaxxabIiM rogoM 3aBUCUMOCTb OT LMPPOBbIX TEXHONOTUI YBETMYMBAETCS,
4YTO AenaeT co3faHne KMbepKynbTypbl HEOH6XOAMMbBIM 3IEMEHTOM
YCTOMYMBOCTM opraHmnsauunii. lNoa KnbepkynbTypon nogpasymMmeBaeTcs
COBOKYMHOCTb HOPM, Y6eXaeHUN, LLEHHOCTEN, B3rNAA0B U NPEeanofIoXeHUN,
KOTOpble ABNAIOTCA HEOTbEMJIEMOM YaCTbiO MOBCEAHEBHOW AEeATENIbHOCTU
opraHm3aumm 1 HaxoaAT CBOE OTPaXKeHUE B ENCTBUSAX BCEX NOAPa3AeNeHnm
W NepcoHarna AaHHbIxX opraHmsauni. CtpaTternsa KnbepkynbTypbl A4
opraHusaumu HarnpasfieHa Ha POpPMUPOBaHNE OCO3HAHHOIO

M OTBETCTBEHHOIO NOBEAEHUS B LMPPOBOM MPOCTPAHCTBE, MOBbILLEHME
YPOBHS KN6eprpaMoTHOCTU 1 Co3aaHne 6e3zonacHom undpoBon cpeabl AN
BCEX COTPYAHUKOB. Ba)kHbIM 3/1IeMEeHTOM CTpaTermm BfseTcs BOB/IeYEHWEe
TOMN-MeHEeOXXMEHTA B yYeT KN6EPPUCKOB U MPUHATHE Ha OCHOBE 3TOro
peLleHn Ans 3aWmuTbl OpraHmM3aumm.

MoBblWeHMe YPOBHSA KMBEPKYbTYpPbl CPeAN COTPYAHUKOB OpraHu3auuni
SIBNSETCS OQHOWN N3 OCHOBOMONaraloLWmx 3agad cTpaTermm. 3To BKIOYaeT

He Tonbko 6a3oBoe obyyeHne NpaBuiamM 6€30MacHOro UCMNoNb3OBaHNUS
WHTEPHET-PEeCYpPCOB, HO U bonee yrnybneHHble 3HaHUA O 3aLMTe AaHHbIX,
MeTofax NpeaoTBpaLLeHns GULLMHIOBBIX aTak M pacrno3HaBaHUM KNbepyrpos.
Peanusauusa ctpaterum 6yaet cnocob6cTBoBaTh GOPMUPOBAHUIO YCTOMUYMBDIX
HaBbIKOB, KOTOpPble HEOH6XOAMMbI AN 3aLUMTbl MHOPMaLUKM B MOBCEAHEBHOM
paboTe COTPYAHWMKOB, a TakXe NOATrOTOBUT UX K KPU3UCHBIM CUTYaLUSM

N OEeNCTBUSIM B Cllydae KMbepupesBblYanHbIX CUTyauui, obecneunsas

onepaTMBHOE pearMpoBaHue.
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KntoueBble NpUHLMNbI

1. MNpunHUMN ocBeAOMNIEHHOCTH

M 06pazoBaHUA: NOBbILWEHME YPOBHS
3HaHWM N HaBbIKOB B 0611aCTU
KM6epKynbTypbl CPeam COTPYAHUKOB
opraHu3aunin Yepes NOCTOAHHOE
obyyeHne 1 MHGOpPMaLMOHHbIE
KaMnaHuu.

2. anHLI,MI'I oTBEeTCTBEHHOCTMU!
dopMMpoBaHME OTBETCTBEHHOIO
noBefAeHns B LMPPOBOM NMPOCTPaHCTBE
y COTPYAHWKOB OpraHu3aLuunm,
cnocobcTBytoLlero 6e3onacHoMy
NCMoIb30BaHMIO MHGOPMALLMOHHbBIX
TEXHOJIOTUMN.

3. MNMpuHUMN coTpyaHUYECTBa

U obMeHa OnbITOM: aKTUBHOE
B3aMMOAeNCTBME MeX/y Pa3/IMYHbIMU
YPOBHSAMU BHYTPU KOMMaHUK, a TakxKe
C BHELIHUMU NapTHEpPaMm U
opraHM3aumMsaMm ans obMeHa 3HaHUAMM
Y OMbITOM B 0611aCTU KMBEPKYNLTYPbI.

—

4. MpyHUMN MHHOBaLH

U afanTUBHOCTU: NOCTOAHHOE
BHEAPEHNE HOBbIX TEXHOIOTUI U METOANK
B 06pasoBaTesibHble MPOrpaMMbl, a TaKXKe
afjanTauus cTpaTermm K HOBbIM Bbi30BaM
W yrposam.

. MpuHUMN HenpepbIBHOrO

YIIYYLUEHUSA: perynsipHbIi MOHUTOPUHI
M oueHKa 3PpPEeKTUBHOCTU peasinlyeMbix
Mep, a TakXXe MOoCTOsIHHOe
COBEpPLUEHCTBOBaHME MOAXOA0B

K PasBUTUIO KWGEPKYNbTYpPbl Ha OCHOBE
NMONYYEHHbIX AaHHbIX MO 06yYeHUo

M obpaTHOM CBA3MN.

. MpyHUMN 3aWwKTHI

N KOHPMAEHLMaNbHOCTU: obecnedeHne
HaAEXXHOM 3alUMTbl MEePCOHaNIbHbIX AAaHHbIX
M KOHUAEHUManbHOM MHPopPMaLUm
COTPYOHMKOB, a TakXXe MoBblLeHne
OCBeAOMJIEHHOCTU O MeTOoAax 3aLUThbl
NMYHOM nHbopMaLmn B LMPPOBOM
MPOCTpPaHCTBE.

o anIHLI,VII'I BOBJ/1IeYEHHOCTHU

M MOTUBaALUUMUN:. ncnonb3oBaHne
MHHOBALMOHHbIX METOO0B O6y'~IeHVIF|, TaKUX
KaK FeﬁMM(bMKaLI,MFl M copeBHOBaTEJIbHbIE
3/1IeMeHTbl, 414 NoBbILLEeHUA
BOBJ/1I€YEHHOCTU COTPYOLHUKOB

M noganep>xxaHna nx BHMMaHuUA.

.—.

Sl

Security

e
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LleneBas ayautopus

-

Ton-mMeHepxepbl U pykoBoaUTENN

BkntouaeT BbicokonpodunbHbIX
pyKOBOAUTENEN U YIIEHOB NpPaBfeHuUS

TexHunuecknm Tpek

BkntouaeT TexHnYeckunx cneunanuncToB, TakKnx
KaK CUCTEeMHbIe aAMUHUCTPAaTOPbI, UHXXEeHepPbl

opraHusauumu N pa3paboTUMKK, OTBETCTBEHHbIE
3a BHeApPEHUE N NOoAAEPXKKY

YpoBeHb BO3AEUCTBUSA:
Bbicokum

Ton-MeHepxepbl 06nagatoT 4OCTYMOM
K KOHPUaeHUManbHoOn nHopmauum,

BKJ1lO4Yad d)VIHaHCOBbIe AaHHble KOMMNaHNK,

CTpaTernyeckue rnnaHbl U NepcoHanbHble
AaHHble. [JaHHaa nHdopmaums
npencTaBseT BbICOKYO LLeHHOCTb ANS

3/10yMbILUJTI€HHUKOB. PyKOBO)J,VITeJ'IVI NMeroT

6onee BbICOKUIN YPOBEHb
KWBGEPKOMMETEHTHOCTM B CPaBHEHUM C
0B6bIYHBbIMU COTPYAHMKAMU, HO MPU STOM
HY>KAaloTCs B MOCTOAHHOM O6HOBIEHUU
3HaHMM O HOBbIX YrPO3ax.

YpoBeHb KPUTUUYHOCTM:
Kputnuyeckumm

HenpaBunbHble pelieHns B o6nacTtu
6e30MacHOCTM MOIyT NPUBECTU

K cepbe3HbiM GPUHAHCOBBIM MNOTEPAM,
NnoBpeauTb penyTaLnm KOMNaHuy,
NocTaBUTb NoA yrpo3y npuoputeTtbl B,
Tpebytowme GUHAHCUPOBaAHUS U
NOAEP>XKKN Ha BCEX YPOBHSIX.

YpoBeHb BO34EUCTBUS:
Bbicokun

TexHUYeckne cneunanmcTbl TakxXe UrparoT
OYeHb Ba)KHYO posib B obecrneyeHnu
6e30MacHOCTU KOMMaHMK, TaK Kak OHM
OTBEYaloT 3a BHeApPEHME U UCMOJIb30BaHMe
TEXHUYECKUX CPEACTB, rapaHTUPYIOLLMX
3awmTy. O6A3aHHOCTM U 3HAHUA TeX.CMeLoB
HanpPAMYIo BIUAIOT Ha YPOBEHb 6€30MacHOCTH
BCEM KOMMNaHUN. TEXHNYECKNIM TPEK JOIKEH
MOCTOAHHO OBHOBNAATb CBOU HaBbIKM N 3HAHUA
B HOBbIX TEXHOJIOTUSAX U YI3BUMOCTSAX, TaK Kak
yrpo3bl CTAaHOBATCA BCe 6oiee cepbe3HbIMU.

YpoBeHb KPUTUUYHOCTHU:
Bbicokumn

TexHuyeckune cneumanuctbl obnapatoT
BbICOKUM YPOBHEM 3HaHUMN, HO €CNN nX

He noaAep>XMBaTh U HE COBEPLUEHCTBOBATD,
3TO MOXET MPUBECTU K YSI3BUMOCTAM

B cucteMe. Toraa 3M0yMbIWNTEHHUKU MOTYT
JIerko BOCMoJIb30BaTbCs C/labbiMM CTOPOHAMM
KOMMaHWU, YTO MOXET NPUBECTM

K GUHaAHCOBbBIM U penyTauUMOHHbIM MNOTEPSM,
a TakXXe K yTeuke AaHHbIX KOMMaHUW.

7 | LeneBas ayautopus



O6wunn Tpek

BkniovyaeT coTpyaHMKOB pa3nMyHbIX OTAENOB
N YPOBHEMW, KOTOpPble B3aUMOAEUCTBYIOT
€ MHGOPMALIMOHHBIMU CUCTEMaMU U JAaHHbBIMU

Cneuunanuctbol b

BkntouaeT coTpyaHuKoB B obnactu

nHpopMaLMOHHOM 6e3onacHOCTH,

OTBETCTBEHHbIX 32 3aLUMUTY AAHHbIX
N NpefoTBpaLleHme yrpos

v

YpoBeHb BO3AEUCTBUS:
Bbicokui

CoBpeMeHHble yrpo3bl TPebyoT OT KaXxaoro
COTPYAHMKA KOMMaHMM MOHMMaHMsi OCHOB
KMBepKybTypbl, a TaKXKe OCO3HaHUSA CBOEW
OTBETCTBEHHOCTM 3a 3aLUULLEHHOCTb
kopnopaTtusHon nHPopMaumn. ObyueHune

N yyacTme Bcex paboTHUKOB B NpoLeccax
obecrneyeHuns 6e30nacHOCTN NOMOratoT
co3paTb aTMocdepy, rae kubepbesonacHoOCTb

CTaHOBWUTCS YaCTblO KOPMOPaTUBHOM KyNbTypbl.

MoBblleHMe 3HaHUIM BCEX COTPYAHWUKOB byaeT
CNoco6CTBOBATD Y/yULLEHUIO OBLLEro YPOBHS
3aLUMUTbl KOMMAHWUM.

YpoBeHb KPUTUYHOCTMU:

HecMoTps Ha TO, UTO COTPYAHUKN UMEIOT

onpeaeneHHble 3HaHna o KM6ep6e3OI'IaCHOCTM,

OTCYTCTBME MOCTOAHHOIO OBYyYEeHUs B laHHOM
chepe MOXeT NPUBECTU K BOSHUKHOBEHMUIO
nHumpeHToB MIb. HeBo3MOXHOCTb MHTErpauunm
KN6epKynbTypbl B NOBCEAHEBHbIE paboyne
MPOLLEeCCbl MOXET NPUBECTU K GUHAHCOBbIM
noTepsaM, pernyTaLuMoHHbIM PUCKaM, yTeuke
AaHHbIX U apyruM nHumpaeHtam UB. OgHako
perynapHoe obyyeHune 1 akTUBHas
BOBJIEYEHHOCTb COTPYAHUKOB 3HAUYNTESIbHO
MOBBICAT 3aLLUUTY OpraHM3aLnm U NOMOXXeT
npepoTBpaLLaTb PUCKKU, obecrneumB
yCTOMYMBOCTb BU3Heca.

v

YpoBeHb BO3QeUCTBUS:
Bbicokui

Cneumnanuctbl b nrpatot kntouesyto ponb

B pa3paboTke 1 peanunsaumm ctpaTermm
KnbepkynbTypbl. [103TOMY AaHHble
cneumanucTbl o6s3aHbl perynspHo o6HOBNSATb
CBOW 3HaHMS O HOBbIX TUMaXx yrpo3 U MeToAax
3aWwmTbl. HecMoTpsa Ha yxxe nMmerowmmncs
BbICOKMIN YPOBEHb OCBEAOMJIEHHOCTUN faHHOM
KaTeropum CoOTpyaHMKOB, MOCTOAAHHO
NOSABNASAOTCA HOBbIE BUAbI YIPO3, B CBA3U C YEM
cneumanmncTtbl B ponxHbl MeTb
BO3MOXXHOCTb 9 PEeKTUBHO NpeaoTBpaLLaTh
aTaKu 3/10YMbILLNIEHHUKOB U ONEPaTUBHO
pelaTb BO3HMKatoLWwme npobnembl B SaHHOM
obnactn. KpoMe Toro, MM BaxxHO pasBuBaTb
9MOLMOHAaNbHbIN UHTENNEKT ANs

3¢ PEeKTUBHOIro B3auMoAEnNCTBMUS C
coTpyaHMKaMu. Takxxe crneuuanmcTbl JOMKHbI
aHanusmnposaTb BnmsaHue C3W Ha npouecchl
KOMMaHWK, yYUTbIBas X SPrOHOMUKY

N COOTBETCTBME BU3HEC-NOTPEBHOCTAM.

YpoBeHb KPUTUUYHOCTMU:
Kputnuyecknm

Pa6oTa gaHHbIX cneuuannucTos
HenocpeacTBEHHO BNUAET Ha 3alLUTy
KOMMaHUM OT KNbepyrpos u cobnopeHme
HOPMaTUBHbIX TPeboBaHUN, @ UX KyNbTypa
3ak/ioyaeTcs B HeNnpeaB3sATOM OTHOLLEHUN
K NOSIb30BaTENAM U CO3[aHUN YCITOBUN,

B KOTOPbIX UX He byayT 60aTbcs. Huskmm
ypOBeHb KMBepKynbTypbl cCOTpyAHUKoB NB
MOXXET NPUBECTU K yTeUKe
KOH$UMaeHUManbHoM nHpopmMaumm,
$dUHAHCOBbBIM Y6bITKaM M penyTaLuUOHHbIM
pUCKaM.
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O6nacTb NpMMeHeHus

CTpaTeFMFl HarpasJsieHa Ha pa3BuTtune KVI6epKyJ1bTypr BHYTPW OpraHmnsauun,

OoXBaTbiBad BCe KJilo4veBble noapasgesieHna U COTPYAHUKOB, a TaKXe

B3aMMOD,eI71CTBMe C BHEWHMMU CTOPOHaMU, BKJlloOHad KJIMEHTOB, NOCTaBLNKOB

M Opyrux ydaCtHMKOB 3KOCUCTEMDI, C LeJiblO CO34aHNA KOMIMJTIEKCHOIo noaxoaa i:
K 3aluTe AaHHbIX. CTpaTeFMﬂ npuMmeHdeTcd K cneayrouwmM HarnpasieHUAaM:

PykoBopasiime opraHbl
N ynpassieHY€CKUMN nepcoHanrn.

Ton-MeHepXepbl U PYKOBOAUTENWN HECYT
OTBETCTBEHHOCTb 3a NMPUHATHE
CTpaTermyeckumx pelieHunr B obnactm
KnbepbesonacHocTu. B cBs3u ¢ YeM BaxxHO
obecneynTb X MOHMMaHWE KITOYEBbIX
PUCKOB 1 METOA0B MUHUMMU3ALLIUK YIPO3,
BKJIOYAs pa3BMUTME OCBEAOMIIEHHOCTHU

n popMmMpoBaHme KynbTypbl 6e30oMnacHoro
noseneHus.

Ton-MeHepXepbl AOMKHbI UHTErPUPOBaTb
Knbepbe3onacHOCTb B 06LLeKopnopaTUBHYO
nporpamMmy obyuyeHus, TpeboBaTb
CUCTEMaTUYECKOE MOBbILLEHNE KOMMETEeHL UM
y COTPYAHMKOB U CBOVM MPUMEPOM
LEMOHCTPUPOBaTb OCBEAOMIIEHHOCTb U
3HaYMMOCTb STOrO HarnpasleHUs.

OnepaunoHHble oTaenNbl U COTPYAHUKM.

TexHunyeckue cneumanmucTtbl u AT-
noapasaeneHus.

CoTpyOHWKK, KOTOpble OTBEYatoT

3a TexHu4Yyeckoe obecrievyeHue
6e30MnacHOCTM MHOPMALIMOHHbIX
CUCTEM, UTPaloT KJIIOYEBYIO POJb

B 3alUMTE KPUTUYECKU Ba>KHOM
nHdopmaummn. [ing paHHbIX
crneumanmcToB Ba)HO aKTUBHO
y4yacTBOBaTb B 0B6y4YeHUM, HanpaBieHHOM
Ha OCBOEHME HOBbIX METOA0B
npenoTBpPaLLEHUS YIPO3, a TakxXe
BHeapsATb NepenoBble NPakTUKM

B MOBCEAHEBHYO paboTy.

CrpaTerus Bknto4YaeT Mepbl MO YCUNEHUIO
KM6epKybTypbl Cpean AaHHbIX -
COTPYAHMKOB /11 CBOEBPEMEHHOTO
pearmpoBaHus Ha yrposbl

M NpenoTBpPaLLEeHUS MHUMOEHTOB.

Ob6Lwwue coTpyAHUKM KOMMaHuW, paboTatoLme ¢ NepCcoHasibHbIMU AaHHbIMU, KOPMOPaTUBHOM
nHpopMaLMen N BHELLHUMU pecypCcamMu, ABMAIOTCHA BaXKHbIM 3BEHOM B LLeNoyke
nHdopMaLmoHHoM 6e3onacHocTu. CTpaTerms Hanpas/ieHa Ha NOBbILLIEHUE UX
KM6epKynbTypbl, OCBEAOMNEHHOCTU 06 yrpo3ax U BHeApeHne 6e30MacHbIX MPakTUK B

oty RPN
g <)

NoBCeAHEBHYIO paboTy.
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CTpaTervm TaKXe NnpuMeHsaeTCd K cieayrolmM rpoueccam:

« ObpaboTKka 1 XxpaHeHMe AaHHbIX: CObnoAeHVe CTaHAAPTOB U TPeboBaHUM K 3aLuuTe
KOpMnopaTUBHOM U IMYHOW MHPOPMaLUK;

- PaboTta c ynanéHHbIMM COTpyAHMKaMU: CO3JaHUE N KOHTPOJTb YCI0OBUM A1s
6e30nacHoOro B3aMMoenCcTBUs, BKJItOUYas NCNOSIb30BaHME CTaHAAPTOB 6e30MNacHOCTY;

- BHeppeHue 1 ncnonbzoBaHne MHGOPMALIMOHHbBIX CUCTEM: ObecneyeHne
KM6epKyNbTypbl MPU HACTPOMKE N SKCMTyaTaLMmn BCEX KPUTUYECKM BaXKHbIX CUCTEM.

CTrpaTerusa pacnpocTpaHaeTCcs Ha BCe YPOBHM OpraHusaumm u cnocobcteyeT
$bopMUPOBaHUMIO EANHOIO MOAXOAA K BONPOCaM KMH6epKybTypbl, 3aLMTe AaHHbIX
W NpepoTBpaLleHuto yrpos. Eé BHeapeHue obecneunt 6onee BbICOKUI YPOBEHD
3aLUMLLEHHOCTU KaK BHYTPM KOMMaHWUK, Tak 1 NPy B3aMMOAENCTBUM C BHELLHUMM
napTHepaMu 1 OpraHu3aLmMaMK, a TakKe COOTBETCTBYET KOMIMIAaeHCY:

« Mpukaz PCTIK Poccum Ne 239, Ne 17, Ne 31;

« Ykas [Mpe3supeHTa Ne 250;

- 187-93;

. 152-03;

. 98-03;

. TOCT57580.1, TOCT P NCO/M2K 27002-2012;
« TOCT P 56939-2016;

« [MonoxeHue Ne 382-I1, Ne 719-[1;

« Payment Card Industry Data Security Standard;
- MCO/M3K27001:2022;

« ISO/IEC 27001:2013;

- GDPR;

« NIST Cybersecurity Framework.

=, .

Cfeas )

—
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Cpoku peanmsaumm npoeKTa

Peanunsaumnsa ctpaternm knbepkynbTypbl OpraHu3aumnm paccuntaHa Ha nepuoa 5
neT. OTOT Nepuop oxBaTbiBaeT BCe 3Tanbl BHEAPEHMS U COBEpPLUEHCTBOBAHMUSA
KYNbTYpPbl Cpean COTPYAHMKOB 1 NnoapasaeneHmit. B saBucumoctu

OT AOCTYMHbIX PECYPCOB U MPUOPUTETOB KOMMaHUM NporpaMMa MoXeT 6bITb
cokpalyeHa ao 1,5-3 net, c akLUeHTOM Ha K/ltoueBble HanpaBaeHUs

N YCKOPEHHYIO peanmsauuto MeponpuaTum.

®
1.MNepBbIK rog — NOArOTOBUTESIbHbBIN
aTan

B TeueHune nepBoro roga Heo6xo0ANMO
NpPoBeCTU pa3paboTKy U yTBEPXAEHME
06yuyatoLLMX MPOorpamMM, KypcoB Mno
KMbepKynbType, PULLMHIOBbBIX CUMYALMUMI
N MHOOPMALIMOHHbIX KaMMaHUN.
Heobxopmmo BHeppuTb NnatdopMy Ans
NOBbILIEHUS OCBEAOMITIEHHOCTH
COTPYAHWKOB O Knbepyrposax u
6e3onacHoM noesepeHuUn B udppoBom
cpene, HavyaTb 0byYeHMe KIoYEBbIX FPYM
COTPYAHWMKOB MO CO3AaHHbIM NMPOrpaMManm,
a TakXe npueneyb aMbaccagopos
KnbepbesonacHoOCTM ona nonynsapusauum
KYNbTypbl, NErTMTUMU3NPOBATb NPOLLECChI
yepes NoSINTUKY 0ByueHUs 1 BbigeneHue
pecypcoB. Heobxoanma oueHka
pe3ysibTaTOB NPOEKTa 3a rof.

1

o0
-

®
2. Bropou v TpeTtum rogpl -

akTuBHas ¢pasa obyueHus
W NpoBeAeHUsA MeponpUATUI

OcHoBHOE BHMMaHUe HeobxoamnMo
YAENUTb perynsapHbIM obyyatoLmm
MepOnpPUATUSAM, OXBaTbIBAIOLLUM BCEX
COTPYAHMKOB opraHusauum. NMporpaMmbl
LAOJIKHbI 6bITb afanTUPOBaHbI MOA
cneundunyeckme noTpebHOCTU
Pa3fIMYHbIX OTAENOB U LieNeBbIX FPymMmn.
PULWMHroBblE CUMYNALNMU AOSKHbI
NPOBOAUTLCS PErynspHoO, YTobbI
OTCNeXMBaTb NPOrpecc COTPYAHUKOB

N KOPPEKTUPOBATb MoAxoabl K 0byyeHuto.
Mpw HannuMmn BO3MOXKHOCTEM
peKoMeHayeTCs BHeApPUTb NporpamMmy
MOTUBaLMM /19 COTPYAHUKOB C LLEeNbo
LAOMONTHUTENIbHOrO CTUMYJTIUPOBaHUSA
obyueHunsa. HeobxoanMa oueHka
pe3ynbTaToB NPOEKTa 3a roA.

Kaxxabl aTan npoekTa 6yaeT CONpoBOXAATbCA PEryNsiPHbIM MOHUTOPUHIOM U OLLEHKOM
KJTIOUEBbIX MOKa3aTesnien, YTo No3BOINT TMBKO pearMpoBaTb Ha U3MEHYMBbIE YIPO3bl
N onepaTUBHO KOPPEKTUPOBATb MPOrpamMMbl OBYUYEHUS.
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Cpoku peanusaumm npoeKTa

®
3. YeTBepTbiN rof — oLEeHKa 4.TaTeiv rog - 3aBepLUeHue
NMPOMEXYTOYHbIX pe3ysibTaToB npoekTa N oLleHKa KOHEeYHbIX
U KOPPEKTUpPOBKa Nporpamm pe3ynbraToB
Ha aToM aTane HeobxoaMMo NpoBecTH MTorosbin aTan BktoYaeT B cebs
aHanus pesynbTaToB 0byyeHus, noaBeAeHne UTOroB BCex
OULLNHIOBbIX CUMYNSALIMIA, @ TakXKe MepOonpUATUN, 3aKITIOYEHNE MO
BOBJIEYEHHOCTU COTPYAHMKOB. Ha nporpamMMme peanusaumm. Ha ocHoBe
OCHOBE COB6pPaHHbIX AaHHbIX AOJKHbI MOSlyYEHHbIX Pe3yNbTaToB AOIKEH 6bITb
6bITb BHECEHbI HEO6XOAUMbIE paspaboTaH NnaH Ans NPoAo/HKEeHUS U
N3MeHeHua B obyyatoLme nporpamMmbl yNyuLlEeHMS NporpamMmbl KN6epKynbTypbl
M MUHOOPMALIMOHHbIE KaMMNaHWUW AN Ha byayLiee.

AOCTUXKEHUSA Lenen CTpaTerunu.

N2
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OcHoOBHbIe uenu

OcCHOBHbIe Lenu cTpaTermm opmeHTUpPOBaHbl Ha pasBuUTUE
KMbepKynbTypbl CPeAn COTPYAHUKOB BCEX LieNIeBbIX Fpymnmn.
B paMkax peanusauum ctpaTerum nnaHMpyeTcsa 4obuTbcs

cnepyowero:

p 1. PopMupoBaHue KynbTypbl 6e3onacHoOro noseaeHns B LMGPOBOM
NPOCTPaHCTBE: COQENCTBME BHEAPEHUIO N COBIOAEHMIO MPAKTUK
6e3onacHoro noseaeHus B LMGPOBOM MNPOCTPaAHCTBE, HaNpaB/IEHHbIX
Ha 3alUMTY AaHHbIX U NpefoTBpalleHme nHuuaeHtTos UB.

P 2. MNosbiwexne AoBepusa K otTaeny MHGopMauMoHHOM 6e30NacHOCTH:
CO3[aHNe OTKPbITOM Cpeabl AN B3aUMOAENCTBUSA MEXAY COTPYAHUKaMMU
opraHusauuu n otaenoM b c uenbto NoBbIWEeHU YPOBHSA foBepUs
W AanbHENLWero COTpyaHN4YeCcTBa.

P 3. MNpeaynpexaeHune undpoBbIX yrpo3: aKTUBHOE 0byyeHue 1
MHPOPMUPOBaAHNE COTPYAHUKOB O CYLLECTBYIOLLMX TUMNaX LMPPOBbIX Yyrpo3
1 cnocobax Ux NPefoTBPaLLEHUS C LLeNblo MOBbILLEHWUS YPOBHS
6e3omnacHocTK paboyero npowecca.

P 4. CHuxeHue YA3BMMOCTU OpraHu3sauuni: BHegpeHme TeXHONormm
M NPOLECCOB A/19 3alUMUTbl AaHHbIX, YTO ByAeT CNOCOBCTBOBATb CHUXXEHMUIO
puckoB 1 nHumpeHtos Ub.

P> 5. PasBuTue HaBbIKOB pearnpoBaHuWs Ha Yrpo3bl: NOArOTOBKA COTPYAHUKOB
K AEUCTBUAM B C/lyYae BO3HUKHOBEHUS MHLMAEHTOB, YTO MO3BOUT BbICTPO
n 3¢ PeKTUBHO pearmpoBaTb Ha yrposbi.

13
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CrtpaTterusa HanpaBneHa Ha popMUpoOBaHNE KUBepPKYNbTYypbl, KOTOpas MNO3BONUT
BCEM COTPYAHMKaM OCO3HaBaTb CyLLeCTBYOLMNE Knbepyrposbl, AeNCTBOBaTb
MNPOaKTUBHO U 3al4ULLATLCA OT NOTEeHUMasNbHbIX puckoB. Ocoboe BHUMaHUe
yAensieTcs passiMyHbiM KaTeropmsiM COTPYAHUKOB, BK/TtOUas TOM-MeHeA)KMEHT,
TeXHUYECKUX CMeLManmucToB U COTPYAHUKOB 6e3 rNy6oKNX TEXHUYECKUX 3HaHUN.
Kaxkpas rpynna ctankmBaeTcsl C pa3HbIMU BbI3OBaMU, U MOAXOA K 06yyYeHuto
AOJKEH 6bITb afanTUPOBaH ANA AOCTUXXEHUSA MaKcuManbHoW 3pPEKTUBHOCTMU.

O6pasoBaTesibHble MaTepuanbi:
PaspaboTka 1 pacnpocTpaHeHue
MaTepmasioB B pa3sinyHbix dopmaTtax,
BKJItOUas cTaTbmn, MHPorpaduky,
BUAEOPOJIUKM U KYPCbl. DTU MaTepmarbl
6yayT OXBaTbiBaTb TaKMe TEMbI, KAK OCHOBDbI
MHOPMaLMOHHOM 6e30nacHOCTH, 3aLmnTa
KOPMopaTUBHbBIX AaHHbIX, 6e3onacHoe
NCMOSIb30BaHNE KOPNOPaTUBHbBIX CUCTEM,
paboTa ¢ NnYHOM MHbOpPMaLMen n gpyroe.

NHTepakTMBHbIe MeponpuUATUS:
lMpoBeneHne TPeHUHroB, BebMHapoB

N KN6epCUMynaLMN ANa COTPYAHUKOB BCEX
ypoBHeWn. Micnonb3oBaHWe a1eMEHTOB
renMmndurKaLmm NOBbICUT YPOBEHb
BOBJIEYEHHOCTU U YNTyYLINT yCBOEHNE
nHpopmaumm. PUIMHroBble CUMYNSALMMK
OyoyT NPOBOANTLCA AS BbIABIEHWUS
YSI3BMMbIX YY4aCTKOB M MOBbILLEHUS
OCBEOMJIEHHOCTU O peasibHbIX Yrpo3ax.

O6yyeHne Ton-MeHeaKMeHTa:
CneuwnanbHble NporpaMMbl Ans
pYyKoBOAUTENEN, HarpaBieHHble

Ha MOBbILLEHNE UX OCBEAOMITIEHHOCTH

O CTpaTerMyeckom BaxXKHOCTH
KMGepKynbTypbl U Pa3BUTUM HAaBbIKOB
NMPUHATUA PELLEeHUI B YCNIOBUAX KNBepyrpos.
O6yuyeHue byaeT BKIOYaTb NPaKTUYECKMe
3aHATUA-TPEHNHIU CO CMIUKEPOM U
paccMoTpeHMe KEMCOB, OCHOBaHHbIX Ha
peasnbHbIX MHUMAEHTaX, YTO6bl TOmM-
MeHea)Kepbl MOI/IM NyyLle MOHMMAaTb, Kak
pearvpoBaTb Ha KMbepaTaku M1 3almLaTh
LLaHHble OpraHM3aLunun.

KaMnaHuu ocBegOMNeHHOCTH:
PerynsipHble KaMnaHWM Mo MOBbILEHNIO OCBEAOMTIEHHOCTU COTPYAHUKOB O KMbepyrposax yepes
KopropaTuBHble MHPOPMaLMOHHbIE KaHasbl U coumanbHble ceTu. BkntoueHne cumynsauum
KnbepaTak (PULLMHIOBBIX MMCEM) MOMOXXET COTPYAHUKAM Hay4YMTbCA pacrno3HaBaTb
MOLUEHHUYECKNE AENCTBUS U 3aLLMLLATbCA OT HUX B peasibHbIX YCIIOBUSAX.

O6yuyeHne TEXHUYECKUX CMEeLNanncToB

u cneunanuctoB UB:

[na TexHuyeckmnx cneunanucTos éyayT
npoBOAUTbCA YrNybneHHble Kypcbl (0bLue-
MHPPaACTPYKTYpPHbIE acnekTbl 6e30nacHOCTY,
ceTeBad 6e3onacHoCTb, besonacHas
apxuTeKkTypa, beszonacHas paspaboTka ap.)
Cneumanuctbl b npoxopaT BHelwHee
obyuyeHune, N BaXXHO obecrneumnTb nx
HenpepbiBHOE NpodeccnoHanbHOe pasBuTue.
[na TexHnyeckmx cneunanncTos byaeT
NPOBOAUTLCA BHYTPEHHASA 6ar-6ayHTu.

O6yueHune coTpyAHMKOB 6e3 TeEXHUYEeCKOoM
NOArOTOBKM:

[nsa obuwen Maccbl COTPYaAHMKOB byayT
pa3paboTaHbl afanTUpPOBaHHbIE KYpPCbl,
HanpaefieHHble Ha dopMUpoBaHMe 6a3oBbIX
3HaHUM Mo KN6epKynbType 1 6esonacHomy
NCNOb30BaHMIO LUPPOBbIX UHCTPYMEHTOB

B NoBceaHeBHOM paboTe. Ocoboe BHUMaHMe
oyneT yaeneHo npenoTBpaLLeHNIO OLWMBOK,
CBSA3aHHbIX C YeNIOBEYECKMM HaKTOPOM, TaKUM
KaK HeCaHKLMOHUPOBaHHOE pacKpbiTUe
nHpopMaLmm Unn HecobnoaeHWE NPaBu
6e3onacHocTu. [1ns coTpyaHUKOB
opraHusaumm, paboTatoLmx C NepcoHabHbIMU
AaHHbIMU, TakXe byaeT BKIIIoYEHO 0byyeHune no
152-P3 "O nepcoHanbHbIX faHHbIX".
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3apauu

Co3paHue MHGOPMaLMOHHbBIX MaTepuanoB No KNbepKynbType

Ba)kHot 3apauen sBnsieTca pa3paboTka U akTUBHOE pacnpocTpaHeHue
MHPOPMaLMOHHbIX MaTEPUANIOB BHYTPU KOMMaHUW. DTN MaTepuabl
6yayT BK/IOYaTb pEKOMeHAaLMM No obecneyeHuto 6e3onacHoCTH

B CETU U aKTyasnbHY0 MHPOPMaLMIO O HOBbIX yrpo3ax.

O6yuyeHure 1 NpocBeLLeHne COTPYAHUKOB B 061acT KM6epKynbTypbl

i

OcHoBHOW 3afa4el IBNSeTCs BCECTOPOHHEEe 0byyeHne COTPYAHUKOB,
YTO BKJ/IlOYaeT B cebsa nposeaeHne MHGOPMaLMOHHbIX KaMMaHUM

Mo COBPEMEHHbIM KMbepyrpo3aM 1 MeTofam 3aLuTbl. BaxHo,

YTOObI KaXKAbIM COTPYAHUK MOMYYUI MPaKTUYECKME HaBbIKU U 3HaHUS,
HeobxoanMble AN 6€30MacHOro B3aMMOAENCTBUS C LMPPOBbIMU
pecypcaMm 1 3amThbl IMYHOU MHOPMaLMM.

BHeppeHune cneunanusmpoBaHHom nnatdopMbl AN NOBbILLEHUSA

ocBegoOMTIeHHOCTU

[na NoBbILWEeHMSA YPOBHA KNGEpPKyNbTypbl B OpraHmsauum byget
BHeApeHa creunanmsmpoBaHHasa niaTtdopma s NoBbiLEHUS
OCBEAOMJIEHHOCTU COTPYAHUKOB O Knbepyrposax n 6e3onacHoM
noseaeHun B undposoi cpepe. OHa byaeT ncnosb3oBaTbCs A
CUMYNALUUU GULLMHTOBBIX aTakK, YTO MOMOXET COTPYAHMKAM HayuYUTbCS
pacrno3HaBaTb 1 3 PEKTUBHO pearMpoBaTb Ha KU6epyrposbl, a Takxe
ANS BHYTpeHHero obyyeHus. NnatpopMa Takxe byaet cobupatb
CTaTUCTUKY MO pesysibTaTaM 0byyYeHns, MO3BOAS OLLEeHMBATb

3¢ PeKTMBHOCTb MPOrpaMM U BbiSBAATb 061acTH, Tpebytowme BHUMaHUS.
Mnatdpopma nossonseT aPpPeKTUBHO BbINONHATL TPeboBaHNSA
POCCUNCKNX CTaHOAPTOB M 3aKOoHOAATEeNbCTBa, BKtoYas P3-152, P3-187,
npukasz PCTIK Ne 17, Ne 31, TOCT P 57580.1-2017.
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IMindaow

Everything
will be sofFe

PaspaboTka oby4yaromx
MoAyJlen U KypcoB ans
Pa3IMYHbIX Fpynn
COTPYAHMKOB

MOHUTOPUHT 1 oueHKa
apPeKTMBHOCTU NporpamMm
MO MOBbILWEHUIO
KN6epKynbTypbl

BHyTpu opraHunsauunm 6yayT co3gaHbl
obyuvatoLime Moaynn 1 Kypcbl,
afanTUpOBaHHbIE MO KOHKPETHbIe
NOTPEBHOCTU pasfINYHbIX KaTeropum
COTPYAHMKOB — OT HOBbIX PabOTHMKOB
po IT-cneumanucTos. Kypcbl 6yayT
OXBaTblBaTb TEMbl OT OCHOB
nHPopMaLMOHHOM 6e30MacHOCTU A0
NPOABUHYTbIX METOAOB 3aLUUTbI
[aHHbIX U yrpaBneHUs MHUNAEHTaMU.
Takxe 6yayT paspaboTaHbl MpUMepbI
OULIMHIOBBIX aTak A1t MOBbILLIEHUS
OCBEAOMJIEHHOCTM O BO3MOXHbIX
yrposax.

Ons obecneyeHns apPeKTUBHOro
BbIMOSIHEHMA NporpaMMm byaeT
OCYLLECTBNATbCA perynsipHbIN
MOHUTOPWHT UX pe3y/ibTaToB. ITO
BK/ItOYaeT aHaNM3 AaHHbIX

O NPOXOXAEHUN ObyYatoLMX
MeponpUSATUN, pe3yNbTaTbl TECTUPOBAHUS
Ha Knbepyrposbl U NpoBeaeHMe ONpocoB
cpeau coTpyaoHuWKoB. Takon nogxon,
NMO3BOJINT CBOEBPEMEHHO BHOCUTb
N3MEHEHWS B NPOrpaMMmbl U
obecneunBaTb UX aKTyasIbHOCTb U

3P PEKTUBHOCTD.

3apauu




Komnnekc Meponpuatum (Ton-meHepxepbl)

 _ ® ©
CospgaHue MaTepuanos O6yueHune 1 NnpoceeLleHne Ton-
Nno KnbepkynbType ans MeHep)XepoB B obnactu
MOBbILLUEHUSA OCBEAOMJIEHHOCTH KN6epKynbTypbl
cpeau Ton-MeHeaXepoB
. [NpoBepeHne NHTepPaKTUBHbIX
oby4aloLmx MepOnpUATUIA:
. Co3paHue nHPOpPMaLMOHHBbIX y = porp
[MpoBeneHme TpeHUHros
MaTepuanoB Al TON-MeHe[ )KepPOB:
CO CMUKEPOM A1l TON-MeHeaKepoB
PaspaboTka cneumanmanpoBaHHbIX
. C yYyacTMUeM 3KCMNepToB
MHCTPYKLMMN, ByKneToB, MaTepuanos
y Nno KMBGepKynbType, HanpaBneHHbIX
ANA coL.CeTel, HaueneHHbIX
Ha NOBbILLEHNE OCBEAOMIIEHHOCTM
Ha aKTyaJsibHbl€ Yrpo3bl U 3aLLUTYy
06 akTyanbHbIX yrpo3ax, NpoBeaeHue
OpraHu3auumy Ha CTpaTerMyeckom
KMbeppuUTPUTOB.
ypoBHe. MaTepuanbl AOMKHbI 6bITb .
PaspaboTka cneunanmsnpoBaHHOM
OPUEHTUPOBaHbI Ha
nporpamMmbl obyyeHusi Mo Bonpocam
yrnpaB/ieHYECKYIo cneunduky .
undpoBom 6esonacHoOCTU:
W BKJIOYATb CTpaTermyeckme .
Co3paHue pekoMeHA0BaHHOM
peKoMeHAaLnm No 3awmTe
nporpamMmbl obyyeHus ansa Tomn-
KOMIMaHuU oT knbepyrpos. BMmecTo
- MeHepXXepoB B popMaTe TPEHUHr,
CTaHAAPTHbIX UHCTPYKLMA MOXHO
ocBeLlatoLLLEero Bonpochl
NPeasioXUTb KpaTKUe, akTyasibHble
CTpaTern4yeckoro yrnpasneHus
CcnpaBKK Nepep BaXKHbIMK
PUCKaMW U akTyasibHble Yrpo3bl
BCTPEYaMM UM Noesakamu,
kKnbepnpocTpaHcTBa. Takxe
KoTopble PpoKycupytoTcs
HEeO6XOAMMO BKJTOUUTD B MPOrpamMmy
Ha BO3MOXXHbIX KUbepyrposax N
oby4yeHnss TeMaTUYECKNE KEWNCDI,
N peKoMeHpaumax rno sawmTe
HanpaBfeHHble Ha Pa3BUTUE HAaBbIKOB
KOMIMaHUMU B 3TUX g
NPUHATUA PELLUEHUN B KPUTUYECKUX
cutyaumax.HeobxoamMMo BKIOUNTD
cUTyaumax.
WMHCTPYKLMMU NO NPUHATUIO
. . PazpaboTka pernameHTOB 06y4eHUs
ynpaBfieHYECKUNX peLLEeHUI
ANS TON-MeHeaXXepoB
B YC/IOBUAX KnbepaTak, KoTopble
(onuunoHanbHo):
OKa3bIBaloT BIMAHME Ha BU3Hec-
PaspaboTka v yTBEpXAEHNE
npoLecchl U penyTauuio;
pernameHTa TPEHWHI OB,
ObecneyeHune perynspHoro
BKJIIOYatoLLero rpapuk obyyeHus,
o6HoBNeHNs MHGOPMALMOHHBbIX
CPOKM, Llenu 1 3agaun, TpeboBaHus
MaTepuanoB Al TON-MeHe[ KepPOoB,
K Y4aCTHUKaM, KOHTPOJb
OTpaXkaloLMX akTyasibHble yrpo3bl
yCneBaeMoCTH, MeToAbl ObyYeHus,
1N U3SMEHEHWS B MPaBOBOM
a Tak>Xxe MopsiAOK AOKYMEHTUPOBaHUS
perynupoBaHum.
pe3ynbTaTtoB. PernaMeHT gomkeH
L ® yunTbIBaTb CreumPurKy AeaTelbHOCTH
opraHusaumn. PernameHT 0byuyeHus
¥ MOXXeT OblTb 3aMEHEH Ha NporpamMMmy
.' __- MOTUBALMUN ANS TON-MEHELKEPOB.
@
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O6yueHue 1 NpocBeLleHue Ton-
MeHea)XepoB B obnactu
KU6epKynbTypbl

4. PaspaboTka npukasos s Ton-

MeHea kepoB (ONuUMOHanbHo):
M3paHue npukasa o npoBeaeHumn
obyuyeHnsa Ton-MeHeaKepos

B obnacTu kKnbepkynbTypsbl. [Npukas
LOJKEH NpeaycMaTpuBaTh
oba3aTenbHOe yyacTue Ton-
MeHe[ )KepOoB B 06yyeHUU

No KN6epKynbType, a Takxe
HasHayaTb OTBETCTBEHHbIX

3a NpoBefeHue U KOHTPOJb
obyueHnsa. DTo co3aacT NPaBoOBYIO
OCHOBY A1l 0643aTeNIbHOro
NPOXOXXAEHUS KYPCOB.

. PacnpocTtpaHeHue yuebHbix

MaTepuasnoB:
PacnpoctpaHeHue yuyebHbIx
MaTepuanoB (NnakaTbl, UHCTPYKLWUMY,
OyKneTbl) Ha TEMY aKTyalbHbIX yrpo3
“ MeTonoB 6e30MacHOro noBeaeHus
B UMPpPOBOM NPOCTPAHCTBE,
LOCTYMHbIX B 9JIEKTPOHHOM BUAE,
BKJItOYas Tenerpam-kKaHan (Mnu
APYron MecceHpxep), ansa Ton-
MeHe[)KepPOoB OpraHu3auum.

. OueHka ypoBHSl 3HaHWUM Ton-

MeHe[)KepPOB C NMOMOLLbIO TECTOB:
MpoBeneHWe TeCTUPOBaHUS Nocne
NPOXOXAEHWNSA TPEHUHIOB.
MpoBeaeHMe OLEHOYHbIX TECTOB
nocrie KaXaoro aTana TpeHWHra s
NPOBEpPKM YCBOEHWS MaTepuana
MO3BOJIUT BbIABUTb Npobernbl

B 3HAHMAX M aganTUpPoOBaTb
panbHenwee obyyeHne

nog, peabHble NOTPeBHOCTH.

PaszpaboTka obyyaroLmx
MaTepuanoB A/ia ToN-MeHep)XepoBs

1. Co3pgaHue obyyalowmx MaTepuranos

AN TPEHWHIa, COOTBETCTBYIOLLMX
YPOBHIO MOArOTOBKM U cneundunke
paboTbl TON-MeHeAKMEeHTa:
Pa3spaboTka copep>xaHua TPEHUHra,
NCXOAA U3 3apa4 TOM-MeHeaXXepoB
B opraHusaumn. Obyyatome
MaTepuanbl JOMKHbI BbITb
afjanTupoBaHbl A1 BOCNPUATUS
ayouUTOPUEN BbICOKOIO YPOBHS,

C YYETOM UX 3arpy>XEeHHOCTH

N OrpaHNUYEHHOro BPEMEHMW.

Ana nyywero BocnpusaTms
nHpopMaumm MaTepmarbl AOSKHbI
BKJ/1IOMaTb BU3YyasibHbl€ /IEMEHTbI,
Takue Kak nHdorpadmka,
BMAEOMaTepmasbl C aHaIM30M
yCMeLHbIX N NMPOBaslbHbIX KENCOB,
a Takke Tabnuubl U CXeMbl,
AEMOHCTpUpYoLME posb TOM-
MeHeI)XMEHTa B yKpenieHum
KnbepKynbTypbl. Kaxabii Mogyb
06Yy4YeHNs JOJIKEH 3aKaHYMBaTbCS
TECTUPOBaHMEM, COOTBETCTBYIOLLNM
cneunduke yrnpaBreH4YeCcKmnx
peLLeHnI, a TakXKe ONpPOCOM

ANA Nony4YeHus obpaTHOM CBsA3U

O KayecTBe N MPUMEHNUMOCTH
MONYYEHHbIX 3HAHUN.

PerynapHoe obHoBneHue
MaTepuanoB C y4ETOM HOBbIX Yrpo3
N TEXHOJSIOMMMN, YTOObI OHM BCeraa
OCTaBasIMCb aKTyasbHbIMU.

--I-lt-i;':}

MOHUTOPUHI U oueHka 3PpPEeKTUBHOCTM NPOrpamMM NOBbILLEHUS KW6EPKYNbTYpbI

1. PerynsapHbi aHanus JaHHbIX O pe3ynbTaTax 0by4Yatomx MEPONPUATUN:
« C60p 1 aHann3 oTYETOB MO OBYYEHMUIO TOM-MEHEOKEPOB;
- lNMpoBeneHune nccnepoBaHUm AN OLLEHKU YPOBHS KUGEPKYIbTYPbl U BbISIBIIEHUS

noTpebHocTen B AONOTHUTENIbHOM OByYEeHUN.
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O6wmnm Tpek (COTPYAHUKU OpraHmM3aLmn)

Co3paHue MHOPMaLMOHHbIX MaTepuanoB No KUbepKkynbType AN COTPYAHUKOB

. CospaHuve nHpopMaLMOHHbIX MaTepPUasoB:

Co3paHue nHPopMaLMOHHbIX MaTepmanoB (NnakaTtbl, 6YKIeTbl, UHCTPYKLMMK), KOTOpble
6yayT afanTUpoBaHbl ANS Pas/IMYHbIX KaTErOPUN COTPYAHMUKOB, Ha TEMbI aKTyaslbHbIX
yrpos n 6e3onacHoro noeseaeHus B LMPpPOBOM NPOCTPAHCTBE;

ObecneyeHune perynspHoro obHoBneHUs MaTepuanos Ajis COOTBETCTBUSA
COBPEMEHHbIM Yrpo3aM.

O6yyeHure coTpyaHMKOB OpraHM3aumnm B o61actm KnbepKynbTypbl

. MpoBeneHne BebMHapOB AN COTPYAHUKOB:

MpoBepeHne BebMHapoB-3HaKOMCTB ¢ oTaesioM Mb, a Takxxe BebMHapoOB-TPEHUHIOB MO
KM6epKynbType, HanpaB/IEHHbIX Ha MOBbILEHWE OCBEAOMTIEHHOCTU 06 aKTyasbHbIX
yrposax.

. PazpaboTka obyyatowmx nporpaMM ans COTPYAHUKOB OpraHmM3aLni:

Co3paHuve cneumanmsnpoBaHHbIX PEKOMEHAOBaHHbIX MporpaMm obyyeHus ans
COTPYOHMKOB OpraHusaLui ¢ NocneayoLWwmM MNPOXoXKAEHNUEM MO NOBbILLEHMIO
OCBEAOMIEHHOCTU COTPYAHMKOB B 06/1aCTM MHPOPMaLMOHHOM 6e30onacHOCTU. [laHHbIN
AOKYMEHT [OJIXKEH OrnpenenaTb PeKOMeHAyeMbIM NOPSAAOK HazHaYeHUs yYebHbIX
MaTepmuasnoB A COTPYAHMKOB opraHusauunn. NMporpamma obyyeHns fomxkHa
pa3pabaTbiBaTbCsA HA OCHOBE rOAOBOrO MJlaHa U AeNIMTbCA Ha KBapTasbl.

. PazpaboTka pernamMeHToB 06yueHUs ons COTPYOHUKOB OpraHu3auum:
PaspaboTka 1 yTBepXaeHWe perfiaMeHTa obyyeHns COTPYAHNKOB OpraHM3aLmi,
BKJItOYatoLLEero rpadpuk obyyeHms, CPoKU, LLenn 1 3agadm obyueHums, TpeboBaHuUs
K yY4aCTHMKaM, KOHTPOJIb yCNEeBaeMOCTU, METOAbI OBYyUYEHUS, a TaKXKe NOPSAAOK
LOKYMEHTUPOBaHUS pe3ynbTaToB. PernaMeHT fLoKeH yunTbiBaTb cneumupuky
AEATENIbHOCTU OpraHu3aLum.

. PaspaboTka npurkasoBs o COTPYAHUKOB OpraHuU3aLmi:
M3paHue npukasa o npoBeaeHnn obasatenibHOro obyyeHms COTpyaHUKOB OpraHu3aumm
B obnacTtn knbepkynbTypbl. [prkas gonkeH cogepxaTb NepeyeHb COTPYAHUKOB,
KOTOPbIM Ha3HAYeHO OByYEHME, CPOKM MPOXOXKAEHUS, @ TaKXKE OTBETCTBEHHOE NIMLLO 3a
OpraHm3aLuio U KOHTPOJb BbinoniHeHUs. [pukas sBnsieTca oCHOBaHWEM AnS
0653aTENbHOIO NPOXOXAEHMUA 0B6YyUYEeHUA U 0becrneyeHnsa ero AOSIKHOMO YPOBHS.

. PacnpocTpaHeHue yuebHbix MaTepuanos:
PacnpocTtpaHeHue yuebHbIx MaTepmanos (naakaTbl, UHCTPYKLMK, ByKNeTbl) Ha TEMY
aKTyaslbHbIX yrpo3 U MeToA0B 6e30nacHOro NoBeAeHus B LMGPOBOM MPOCTPaHCTBE,
AOCTYIMHbIX B 3N1IEKTPOHHOM BUAE ANS COTPYAHUKOB OpraHu3aumm.
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O6wmni Tpek (COTPYAHUKN OpraHmn3aumm)

O6yyeHure coTpyaHMKOB OpraHM3aumnm B o61actm KnbepKynbTypbl

6. OueHkKa ypoBHS 3HaHUM COTPYAHUKOB OpraHM3aLmMi C MOMOLLbIO TECTOB :

+ [lpoBepeHme TecTupoBaHM Ha NIaTPOpPMe Mo NOoBbILLEHUIO OCBEAOMIEHHOCTU
COTPYAHWNKOB B 06nacT MHPOPMaLMOHHOM 6€30MacCHOCTM NOC/E MPOXOXKAEHMUS
TeOopWM B Kypcax AJisi BCEX COTPYAHUKOB OpraHu3aLmi.

BHeppeHue nnat¢popMbl MO MNOBbILLEHUIO OCBEAOMIEHHOCTU COTPYAHUKOB B 06n1acTu
nHpopMauMoHHOM 6e30NacHOCTU AN UMUTaLMKN GULLMHIOBbIX aTak, 0byuyeHus, cbopa
CTaTUCTUKM

1. MNoprotoBka TEXHNYECKOMN MHPPACTPYKTYpPbI AN BHEAPEHUA NnaTopMbl B Cliyvae
BbibOpa on-premise Bepcuy;

2. ObecneyveHune gocTtyna Kk nnatdopMe Ana COTPYAHNKOB OpraHM3aLmnm
M NpepocTaBreHne NOAAEPKKMU B €€ UCMOSIb30BaHUM:

« Bbigaya pocTynos K nnaTt$dopme no rnoBbILLEHUIO OCBEAOMIEHHOCTU COTPYAHMKOB
B o611acTu MHGopMaLMOHHOM 6e30MacHOCTU OpraHM3auum;

« OpraHuzsaums TEXHMYECKOW NOJAEPXKKN U KOHCYNbTaL MM AN aAMUHUCTPaTOPOB
nnaTdopMbil.

3. ObyuyeHune coTpyaHUKOB paboTe ¢ nnaTtdopMon:

+ [lepepayva MHCTPYKLMM MO MCNONb30BaHMIO MIaTPOPMbI M NPOBEAEHNE AEMOHCTPALMMN
eé PyHKUMOHaa Ans rnosb3oBaTeneun niatdopMbl.

4. HacTtpouka n apantauunsa nnatGopMbl NOA KOHKPETHbIE HY>XXAbl OpraHu3aLunm:

« BbpeHanpoBaHue NnaTtdopMbl C yHETOM KOPNOPATUBHON CUMBOJTUKK;

+ NHTerpaums c katanoraMm nonb3oBaTesien U HaCTPOUKa CKBO3HOM ayTeHTUbMKaLUK;

5. NocToaHHOe obHOBNEHME U ynyylleHue NnaTdopMbl Ha OCHOBE 06paTHOM CBA3MN
OT noJib3oBaTeNen U U3BMEHEHUN B KUbepyrposax.
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O6wmnm Tpek (COTPYAHUKU OpraHmM3aLmn)

PaspaboTka obyuatowmx Mogynen, KypcoB 1 pULLIMHIOBbIX LWIabOHOB AN pa3fIMYHbIX
rpynn COTPYAHMKOB OpraHu3aLmim

1. Co3paHue obyyatoLmx MaTepmanoB Ha nnatdopme No NOBbILLEHUIO OCBEAOMIEHHOCTU

COTPYOHMKOB B 06/1aCTN MHGOPMALMOHHOM 6€30MacHOCTM, COOTBETCTBYHOLLMX YPOBHIO
NMOArOTOBKM U cneundumnke oToenos:

PaspaboTka MoAynbHbIX U MHTEPAKTUBHbIX KYPCOB, afanTUPOBaHHbIX K PasHbIM
YPOBHSIM MOAFOTOBKW COTPYAHUKOB, OT Ha4asibHOro A0 NPOABUHYTOrO, C yYETOM
cneuudukm opraHmsaumm, BKaoYasa ncnonbsoBaHue npaktnk SANS u KnowBe4;
PerynapHoe o6HoBneHMe yyebHbIX MaTepmanoB C Y4ETOM HOBbIX YIPO3 U TEXHOSIOTUN,
YTO6bl OHW BCErAa OCTaBasIMCh aKTyaslbHbIMM.

o BHep,peHme CUCTEMDI FGVIMM(I)MKaLLMM 014 noBbilleHUA BOBJIEYEeHHOCTU Yy4YaCTHUKOB!

CospaHue yyebHbix KypcoB, KOTOpble MPeaCcTaBnsAoT CO60M UrPOBbIEe CLIEeHaPUM.

. PaspaboTka 1 peanusauns cueHapnes UMUTaLUM GULLMHIOBBIX aTak:

CospaHune pasHoobpasHbIx cLeHapueB GULLNMHIOBbIX aTak, afanTUPOBaHHbIX

K Pas/IMYHbIM OTPAC/ISIM U YPOBHSM CIOXXHOCTU. C Lienblo yBeAOMNEeHUA COTPYAHNKOB
NB o HaxoxAeHUN NoTeHLManbHO ONacHOro NMCbMa HEOH6XOANMO BHEAPEHME MNarnHa
ANS Nepecblkn GULLMHIOBbIX coobLlueHnn B otaen Nb yepes nouToBbIN KNMEHT
COTPYAHWKA;

BkntoyeHne peanmcTruyHbIX 1 COBPEMEHHbIX MPUMEPOB GULLIMHIOBbIX aTak, KOTOpPbIe
MOryT BO3HWKHYTb B PeasibHON XXWU3HW;

MocToaHHOE O6HOBNEHME CLLEHapMEB aTak B 3aBUCMMOCTU OT HOBbIX BUAOB Yrpo3

N U3IMEHEHW B MeToaax PpULLnHTa.

MOHUTOPUHT 1 oueHKa 3P PEKTUBHOCTU NPOrpamMM NMoBbILLEHUA KWBEepPKYNbTypbI

. PerynapHbit aHanms gaHHbIX 0 pe3synbTaTax 06yyatolwmx MeponpUaTUM N GULLMHIOBbIX

KaMMnaHWUM Ha niaTdopMe Mo NOBbILLIEHNIO OCBEAOMIIEHHOCTU COTPYAHMKOB B 0611acTu
nHpopMaLMOHHOM 6e30NacHOCTH:

C60p 1 aHaNM3 OTYETOB NO 0BYUYEHUIO COTPYAHMKOB (OnpeaeneHme NpoLeHTHOro
COOTHOLLEHUA 3aBEPLUEHUSA KYPCOB MO TEOPUU N TECTUPOBAHMUIO, BbiIBNIEHUE TEM,
KOTOpbl€ Bbi3blBalOT 3aTPYAHEHUSA Y YYACTHUKOB, OLLleHKa KOJIMYECTBa MOMbITOK

Ha NPOXOXXAeHWNE TECTUPOBaHUS, BPEMEHU Ha MPOXOXAEHMNE TECTUPOBaHMUS), PULLKNHTa
(aHanus pe3ynbTaToB GULLMHIOBbIX KAMMaHWUM NS ONpefesieHns ypOBHA YA3BMMOCTU
COTPYAHUKOB K GULLMHIOBbIM aTakaMm);

MpoBeneHve nccnengoBaHUM ANs OLEHKU YPOBHS KUBEePKYbTYpbl U BbiABIEHMUS
NoTPebHOCTEN B LOMNOSTHUTENIBHOM OBYYEeHUM;

PerynapHoe co3paHue MaTepuanos, coaepXalmx nHdopMaumio 06 akTyanbHbIX
yrpo3sax ¥ MeTofax, KoTopble UCMOJb3YIOT 3/1I0YMbILUNIEHHUKMN, AN CBOEBPEMEHHOTO
MHPOPMUPOBaHMA 06 akTyasbHbIX yrpo3ax Yepes nnatdopMy AN NOBbILLEHUS
OCBEAOMJ/IEHHOCTH.
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Komnnekc Meponpuatuun (CotpyaHnkn NB)

PaspaboTka cneumanmsnpoBaHHbiX MHPOPMaLIMOHHBIX MaTepUanos ans
cneunanuctos NbB

« ObecneyeHune perynapHoro o6HoOBNEHUNA coaepXaHUs MaTepmanos
c yyeToM HoBbIx knbepyrpos (OWASP, NIST, SANS v ap.), ctaHgapToB
- n 3akoHopaTenbcTBa (ISO/IEC 27001, GDPR, ®3 152, $3 187

- (6aHKOBCKMI CEKTOP) U Ap.).
—

O6yueHue 1 npoceeweHue cneunanmctos Nb

1. O6ecneueHune yyacTtua cotpyaHukoB MB B oTpacneBbix MeponpusTmi:

- BoeneueHue cotpyaHukos UNIb B MeponpuaTmnsa no knbepkynotype. Cneunanmnctol b
LAOJIKHbI BbICTYMNaTb MPOBOAHUKaMU KNO6EPKYbTYPbl, aKTUBHO y4acTBYS B O6y4YeHun
W noanepxxke konner. Ix 3agavya — 4eMOHCTPUPOBaTb BaXKHOCTb 6€30nacHoro
noBefeHus U BOLOXHOBATb APYrMX COTPYAHUKOB Ha cobntogeHmne Nyylimx NpakTuk
B 06nacTn kubepbe3onacHoOCTM.

- CotpyaHuku VB nonagatoT nof BHeLWWHee obyyeHne, YTo TpebyeT npeaBapuTenbHOro
NAaHUPOBaHWS N BKJIKOYEHWUSI COOTBETCTBYHIOLLMX PacxooB B 6roaxeT. B kavecTse
obyvatomx nporpamm MoryT BbicTynaTtb Kypcbl oT EC-Council, OffSec, SANS n gpyrux
BeAyLMX opraHnsaumn. [lononHUTenbHO B NpoLecce oby4yeHUs MOryT NPUMEHATbCS
noaxoabl u MeToanku, pekomeHgoBaHHblie NIST NICE n ENISA. 1ns cneunanuctoB
3ToM 061aCcTN OCOBEHHO BaXKHO MOALEPXXUBATb HEMPEPbIBHOE Pa3BUTUE
npodeccroHanbHbIX HaBbIKOB, BK/TOYas y4acTue B CepPTUPUKALMOHHbBIX Kypcax U
TPEHWHTrax, HarnpaB/IeHHbIX Ha U3yYeHWe aKTyaslbHbIX TEM B KubepbesonacHocTu. 3To
NMO3BONSAET HE TOMIbKO MOBbLICUTb KBanUPUKaLMo, HO U 6bITb FOTOBbIMU K HOBbIM
BbI30BaM B YC/IOBUAX CTPEMUTENBHO MEHSIIOLLNXCS YIPO3.

. PazpaboTka pernameHToB 06yyeHusa ansa cneumanmctos UB:

- PaspaboTtka v yTBepxaeHue pernamMmeHTa obyyeHus, cneumPpuruyHoro Ansa crneumanmcTon
B 06nactn nHdopMaLMOHHOM Be3onacHOCTU. PernaMeHT fosmKeH BktoYaTb rpadmk
0byueHus, CPOKM, Lenn 1 3ajaun, TpeboBaHUS K y4aCTHUKaM, METOAbI OLLEHKM
yCNeBaeMOCTM 1 NOPSAAOK AOKYMEHTUPOBaHUA pe3ysibTaToB. YueT cneundukm
LeATeNbHOCTU OpraHu3auunm senseTcs obssaTenbHbIM A1 obecneyeHns COoTBETCTBUS
TpeboBaHuam UB.

3. PaspaboTka npukazos ana cneunanunctos UNb:

- W3paHwne npukasa o npoBeaeHnn obyyeHus B obnactm KnbepkynbTypbl 1
nHdpopMaumoHHOM 6e3onacHoCTU. [Nprnkas AoMKeH coaep>xaTb CMUCOK CMeLmnanncTos,
noanexawmx obyyeHuto, CPOKU NPOXOXKAEHUSA U HAa3HAYEHNE OTBETCTBEHHOIO NnLa
3a OpraHM3aLnio U KOHTPOSIb BbiNoNHeHUS. [laHHbIN NpuKas CNy>XUT OCHOBaHWEM A/ie
0653aTENbHOIO NMPOXOXAEHUA 0B6yYeHUs U cOBNIOAEHUSA CTaHAAPTOB 6€30MacHOCTM.

N
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Komnnekc Meponpuatuun (CotpyaHnkn NB)

O6yueHue 1 npoceeweHue cneumanmctos Nb

4. Ha cotpyanHukax NB BaxxHO oTpabaTbiBaTb Mepbl pearnpoBaHus Npu GULLMHIOBOM
aTake Ha KOMMaHwuto.

5. PacnpocTpaHeHune yyebHbIx MaTepmanos:

« PacnpocTpaHeHue cneumannanpoBaHHbIX y4ebHbIX MaTepuanos (nnakaTbl,
WMHCTPYKLMMU, ByKNeTbl) Ha TEeMbl aKTyaslbHbIX KW6epyrpo3 u MeTonos 6e3onacHoro
nosefeHUs B LMPPOBOM NPOCTPaHCTBE. DTN MaTepuasbl AOMKHbI ObITb AOCTYMHbI
B 9JIEKTPOHHOM BUAe Ans coTpyaHuko B, a Takxxe MoryT 6biTb pasMeLLeHbl
Ha obuLManbHbIX NOpTanax KOMNaHUM U B MECCEeHA KePaX.

6. MNpoBepneHue onpocos cpeaun cneumnanuctos Nb ana nonyyeHna obpaTHOM CBA3M
W BbISIBNIEHUSA TEKYLLMX 3HAHUIN U NPUBbIYEK B 0611aCTU KNGEPKYbTYpPbl, YTO MO3BOSIUT
KOPPEKTUPOBaTb MOAXOAbI K 06yUYeHMIo.

BHeppeHue nnatdopMbl MO MNOBbILLEHUIO OCBEAOMIEHHOCTU COTPYAHMKOB B obnacTtu
nHdopMaLMOHHOM 6e30MacHOCTU AN UMUTaUUK GULLMHIOBbIX aTak, cbopa
CTaTUCTUKMU

1. MNMoaroToBka TeEXHUYECKOU MHPPACTPYKTYpPbI 4115 BHEAPEHUSA NNaTPOpMbl B Criyyae
Bbibopa on-premise Bepcum.

2. ObecneueHue gocTtyna K nnatdopme ana cneumnanuctos Mb opraHusaumm
W NpefocTaBneHne NOAAEPXKU B €€ NCMOSIb30BaHUMU:

- Bbigaya pocTynos K nnatdopme no rnoBbILLEHUIO OCBEAOMIEHHOCTU COTPYAHUKAM
B obnacTtu MHpopMaLMoHHOM 6e3onacHOCTY;

« OpraHusaums TEXHUYECKOM NOJAEPXKKN U KOHCYNbTaL MM ANA adMUHUCTPaTOPOB
niaTdopMbil.

3. ObyueHue cneymanmcToB paboTe ¢ NnaTthopMon:

« [Nepepayva MHCTPYKLMM MO MCMOSb30BaHMIO MIaTPOPMbl U AEMOHCTPaLMsa €€
PyHKUMOHana.

4. HacTtpouka 1 apantauunsa nnathopmbl MNOA KOHKPETHbIE HY>XXAbl OpraHM3auum;

- BbpeHavpoBaHue nnaTtPpopMbl C y4eTOM KOPNOPATUBHOU CUMBOJTUKY;

« NHTerpaums c katanoraMm nonb3oBaTesien U HaCTPOWKa CKBO3HOM ayTEHTUDUKALMUK;

« [NocToaHHOEe 06HOBNEHWE U yNyUdLleHWe NnaTdopMbl Ha OCHOBE 06paTHOM CBA3M
OT Nosib3oBaTeNen U U3BMeHeHUM B Kubepyrposax.
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Komnnekc meponpuatum (CotpyaHmkm Ub)

PazpaboTka obyyatowmx ¢pULMHroBbix WabnoHos ang cneunanuctos Nb

. PazpaboTka n peanusauua cueHapueB MMUTaLMN PULLMHIOBbLIX aTak:

Co3paHue pasHoobpasHbIX CLieHapueB GULLIMHIOBbIX aTak, OPUEHTUPOBAHHbIX

Ha pas/IMYHbIE OTPACIN N YPOBHU CIIOXHOCTMU, C LLeJIblO OLLEHKM FOTOBHOCTU
cneunanunctoB Vb kK pearnpoBaHuto Ha pearbHble yrpo3bl.

BkntoueHme peanMCcCTUYHbIX M aKTyaslbHbIX MPUMEPOB PULLNHIOBbIX aTak,
COOTBETCTBYIOLLUX COBPEMEHHbIM TPEHAAM U MeToAaM, MPUMEHSAEMbIM
3/T0yMbILLSIEHHUKaMU B peasibHOM XXMU3HW, 415 MOBbILWEHUS YPOBHS OCBEA0MJIEHHOCTM
M NoAroTOBKM COTPYAHUKOB. [na coTpyaHmnkoB VB ncnonbsyeTcs nnarvH gns
nepecbiK GULLMHIOBbIX COOBLLLEHUM C LieNblo MPOBeAEHUS YYEHUN CaMUX
coTpyaHukos UbB.

MocToAHHOE O6HOBNEHME CLLEHaPUEB aTak C YY4eTOM HOBbIX BUA,OB Yrpo3, U3MEHEHUM
B MeTogax GULLMHIa U aHaNTIUTUYECKUX AaHHbIX O TEKYLLMX aTakax, YTo No3BonseT
NnoAanep>XXMBaTb akTyallbHOCTb U 9P PEKTUBHOCTb TPEHUPOBOK.

[ 3}

£

MOHUTOPUHT 1 oueHKa 3PpPEKTUBHOCTU NPOrpPaMM MOBbILLEHUS KUO6EPKYNbTYpbI

1

. PerynapHbit aHanms gaHHbIX 0 pesynbTaTax 06yyalolwmx MeponpuaTni, GULLMHIroBbIX

KaMnaHum:

C6op 1 aHanun3 oTyeToB Mo 0by4yeHuto cneumanuctos Mb, aHanus pesynstaTtoB
PULINHIOBbIX KAMMaHUM ANa ONpeaenieHUs YPOBHS YS3BUMOCTU COTPYAHMKOB

K PULIMHIrOBbIM aTakaM, YTO MO3BOJISIET BbIABUTb CJlabble MecTa U CKOPPEKTUPOBaTb
npouecchl 0byyeHus;

MpoBeneHve nccnenoBaHUM st OLEHKU YPOBHS KUBEPKYJIbTYpPbl U BbiABNIEHMUS
NOTPebHOCTEN B LONONHUTENIBHOM OBYYEHUM.
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KoMnnekc Mmeponpuatum

(TexHMuyeckune cneymanuncThbl)

Co3paHre MHPOPMaLIMOHHbIX
MaTepuanoB, opraHMsauus
MeponpuUATUI ANS NOBbILLEHUS
KMbepKynbTypbl cpeau
TeXHUYECKUX CneLnanmcTos

. Co3paHune nHPopMaLMOHHbIX

MaTepuanoB A TEXHUYECKUX
crneumanmcToB:

MoarotoBka o6pasoBaTesibHbIX
MaTepuasioB C aKLLEHTOM

Ha aKTyaJsibHble yrpo3bl o 61usHeca
M HOBble MeToabl 3awmTbl. PopMaThl
BKJIHOYAIOT MNJ1aKaTbl, YEK-TIUCTD,
MHCTPYKLUMU U ByKNeTbl;
PerynapHoe o6HoBneHue
MaTepuasnoB, YUTO6bl OHM OTpaXxkanu
COBpPEMEHHbIE Yrpo3bl U MeTOAPbI
3alWnTbl B 0bnacTu
KnbepbeszonacHOCTW.

"m"

O6yueHune u npoceeLleHne
TEXHUYECKUX CNeLmanncTos
B 061acTu KMbepKynbTypbI

1. NpoBeneHne MeponpuaTum ans

TEXHUYECKMX CNELNaNINCTOB:
lNpoBepeHne BHyTPEHHMX GOpPYyMOB
no sonpocam IT u NB, opraHunsauumsa
NAoLWaAoK A8 BHYTPEHHUX
poknapos rno Nb. CospaHue
$opyMOB 1 AOKIa[0B MO3BONUT
TEXHUYECKMM cneunanncTam
KOMMaHWUM OBMEHUBATLCS OMbITOM,
obcy)XpaTb HOBbIE Yrpo3bl U Nyylune
NpPakTUKun B obnactu
nHPopMaLMOHHOM 6e30MacHOCTH;
MpoBeneHWe BHyTPEeHHMUX bar-
6ayHTU. BHyTpeHHMe 6ar-6ayHTun
nporpamMmbl 6yayT CTUMYNMpoOBaTb
COTPYAHMKOB K MOUCKY
YySI3BUMOCTEMN B UHPPACTPYKType
KOMMaHuK, uTo bypeT
Ccnoco6CcTBOBaTb BbIABNIEHUIO

W yCTpaHeHuto cnabbix MecT

[0 TOrO, KaK UMM BOCMONb3YIOTCSA
3N0yMbIWNEHHUKN. [Ins
OopraHuMsaunu BHyTPEHHEN
nporpammbl bar-6ayHTn TpebyeTtca
paspaboTaTb AOKYMEHTaLMIO,
pernameHTUpYIoLLYO MOPAAoK
cOavYn HanpeHHbIX YS3BUMOCTEN U
BO3HarpaxaeHus COTPYAHUKOB 3a
ux cpaudy;

MpoBepeHWe TPEHUHIOB

1 oTKpbITbiX 3agaHn CTF. TpeHUHrn
n copeBHoBaHus B popmate CTF
(Capture the Flag) passuBatoT
NpPakTUYeCKMe HaBbIKU
COTPYOHMKOB B 06n1acTu
KnbepbezonacHOCTH, NO3BONAA

WM nyJLle NOArOoTOBUTLCS

K peasibHbIM aTakaM.

25 | 3apauu (Komnnekc MeponpuaTtunii)




O6yyeHure 1 NpocBeLeHne TEXHUYECKUX CNeLnaInucToB B 061acTn KubepkynbTypbl

2. PazpaboTka obyyatolmx NporpaMMm s TeEXHUYECKUX CNeLmanncToB:
- ®opMupoBaHMe NporpaMm obyyYeHUss C y4eTOM YPOBHSA MOAFOTOBKM U 3a4a4 KOMMaHW,
c oby4yeHneM Ha nnaTdopMe Mo MOBbILLEHUIO OCBEAOMIEHHOCTU COTPYAHNKOB B
obnacTtu nHpopMauMoHHOM 6e30MacHOCTH, pa3paboTka NO3TaNHoOro rnaaHa ang
OCBOEHUA TEOPETUUYECKUX U NMPaKTUYECKUX acneKToB KubepbesonacHocTu. [porpamma
AOJKHa BKNoYaTh obyyeHme no 6es3onacHom pas3paboTke M OCHOBaM yA3BUMOCTEMN.

3. PaspaboTka pernaMeHToB 06y4yeHUss TEXHUYECKUX CNEeLManMCcTOB:

- YTBepXAeHWe pernaMeHToB C rpadmnkoM obyyeHuUs, KOHTPOIbHBIMU TOYKaMK, METOAAMM
TECTUPOBAHUSA N AOKYMEHTUPOBAHWNSA Pe3y/bTaToB, yUnTbiBaa creumdpurky paboTsbl
TEXHUYECKMX CNeLmanncToB.

4. OdopmneHme nprkasoB 06 obs3aTeslbHOM 0byYeHUN:

- W3paHue npukasoB g 06s3aTenbHOro obyyeHus TeEXHUYECKMX CreLmanmncTos,
yKasaHue CPOKOB, MepeyYHsl TeM U OTBETCTBEHHbIX L, [LaHHbIA NPUKa3 CAY>XUT
OCHOBaHMeM ANa 06a3aTeNlbHOro NPOXOXAEHUA 0byyeHMa n cobnogeHnsa cTaHa4apToB
6e3onacHoOCTW.

5. PacnpocTpaHeHue yyebHbix MaTepmnasos:

- PacnpocTtpaHeHue cneunannsnpoBaHHbIX y4ebHbIX MaTepuanos (nnakaTbl,
WMHCTPYKLUMM, BYyKeTbl) Ha TEMbI aKTyaslbHbIX KWGEpYrpo3 1 MeToaoB 6e30nacHoro
nosefeHus B LMPPOBOM NPOCTPAHCTBE. DTN MaTepuasbl 4OKHbI 6bITb 4OCTYMHbI
B 3/IEKTPOHHOM BUAE ANS TEX.CMELMAIUCTOB, a TakXKe MOTryT 6bITb pa3MeLLeHbl Ha
oduLManbHbIX MopTanax KOMMaHUM U B MECCEHOXKEPaAX.

6. OueHKa YPOBHS 3HaHUN TEXHUYECKUX COTPYAHUKOB OpraHu3aLuni ¢ MOMOLLbIO TECTOB:

. lMpoBeaeHune TecTpoBaHMs Ha NaTPOPMe Mo NMOBbILLEHNIO OCBEAOMIEHHOCTH
COTPYOHMKOB B 06/1aCTN MHGOPMALMOHHOM 6€30MacHOCTM A8 OLLEHKM 3HaHUMN
crneunanmncToB Nocse 3aBepLIeHNs TEOPETUUYECKUX KYPCOB MO KUBEpPKY/bType;

- lMpoBeneHne onpocoB cpeay TEXHNYECKNX CMELManUCTOB A1 MONyYeHUs 0bpaTHOM
CBSI3U U BbIABNIEHUA TEKYLUMX 3HAHUI U NPUBbIYEK B 0611aCTU KUBEPKYbTYpPbI,

YTO MO3BOJIUT KOPPEKTUPOBATb MOAXOAb! K O6yUYeHMIO.

BHeapeHue nnat¢dopMbl MO NOBbILLEHUIO OCBEAOM/IEHHOCTU COTPYAHMKOB B 061acTu
nHpopMauMoHHOM 6e3onacHOCTM AN UMUTaUNKU GULLNHIOBBIX aTak, obyyeHus
n cbopa CTaTUCTUKMU

ObecneueHue gocTyna K nnatdopme n TEXHUYECKOM NOAAEPIKKMU:

1. MNpepnocTaBneHne focTyna K Kypcam no 6esonacHom paspaboTke.

2. ObyyeHue coTpyaHUKOB paboTe ¢ NnaTtdopMon:

- [NpoBeneHMe MHCTPYKTaXen 1 obyyatoLmx ceccum no pabote ¢ GyHKLMAMMU

nnatdopMbl.

3. HacTporka 1 agantaumsa nnatopMbl NOA 3aAavm KOMNaHUM:

- bpeHavpoBaHue nnatdpopmel;

« NHTerpaums c katanoraMm nonb3oBaTesien U HaCTPOMKa CKBO3HOM ayTEHTUDUKALUN.
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KoMnnekc MeponpuaTmnm
(TexHM4YecKue cneumanncTbl)

PaspaboTka obyuatowmx Mmoaynem n GULLIMHIroBbIX CLLEeHapUEeB AN TEXHUYECKNX
cneuuanucToB

1. Co3paHue cneumanmsnpoBaHHbIX yYebHbIX KYpPCOB:

« PaspaboTka MHTepaKTUBHbIX KYpPCOB U TECTOB, OPUEHTUPOBAHHbBIX Ha TEKYLLME
n cneuunduryeckmne yrposbl AN TEXHUYECKUX CMELMANTUCTOB, C YYETOM Pa3sHbIX YPOBHEMN
NX MOArOTOBKU U NOTPEBHOCTEN B HaBblKax NPOTUBOAENCTBUSA KubepaTtakam. [na
cneunanuctoB T HeobxopmMbl KypcCbl MO 06Le-MHPPaCTPYKTYPHbIM acrekTam
6e30MacHoOCTH, ceTeBOM 6€30MacHOCTH, pa3aeneHUn ponemn, XpaHeHUs AaHHbIX U Ap.
[ns paspaboTumkoB - No 6e3onacHom apxnTekType, 6esonacHom paspaboTke,
XPaHEHWIO AaHHbIX U Ap.

« Ob6yueHune [oMKHO TakXXe BKIOYaTb KypCbl Mo 6e3onacHom paspaboTke, a Takxe
BKJtOYaTb ncrnosibdoBaHme npaktuk SANS n KnowBe4.

2. BHeppeHune cucteMbl renMmudpukaymm:

- CospaHue yyebHbIx KypcoB B popMaTe UrpOBbIX CLLIEHapUEB, KOTOPbIE NMOBbILLAOT
MHTEepPeC U MOTUBALMIO TEXHUYECKMX CNEeLNasIMCTOB K 06y4YeHUto, moMoras
addekTMBHEE yCBaMBaTb MaTepuan.

3. PaspaboTka 1 o6bHOBNEHME cLueHapueB UMUTaUUM GULLNHIOBbIX aTak:

« BkntoueHne peanucTmUyHbIX M akTyasibHbIX MPUMEPOB GULLNHIOBbIX aTak,
COOTBETCTBYIOLLMUX COBPEMEHHbIM TPEHAAM U MeToAaM, MPUMEHSAEMbIM
3/10YMbILLNIEHHUKAMN B peasibHOM XXU3HW, ANS NOBbILLEHUS YPOBHS OCBEAOMNEHHOCTH
M NOAroTOBKU COTPYAHUKOB, YYMUTbIBas crneumndpuky paboTbl TEXHUYECKMUX
cneunanucTos.C uenbio yBeaoMeHUs coTpyaHMkoB B o HaxoXXaeHWM noTeHuManbHO
OMNacHOro NMcbMa HeobxoaMMo BHeApeHMe NnarnHa ana nepecbikm GULLNHIOBbIX
coobueHun B otaen Vb uepes NouToBbIN KITMEHT COTPYAHMKA.

« [NocTossHHOE O6HOBNEHUE CLLEeHapMEB aTak C YYETOM HOBbIX BUAOB Yrpo3, USMEHEHUN
B MeTogax GULLMHIa U aHaNIUTUYECKUX AaHHbIX O TEKYLLMX aTakax, YTo No3BonseT
NnoaAepXMBaTb akTyaNlbHOCTb U 3G PEKTUBHOCTb TPEHUPOBOK.
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KoMnnekc MeponpuaTmnm
(TexHM4YecKue cneumanncTbl)

MOHUTOPUHT U oueHKa 3pPeKTUBHOCTU KMbeprporpamm

1

2.

AHanus gaHHbIX obydaroLwmMx MEPONPUATUN U GULLNHIOBbIX KaMMaHUMN:

[MpoBeneHne aeTanbHOro aHanmsa pe3ysibTaToB KYPCOB U GULLMHIOBbIX CUMYNALMUNA,
BbISIBJIEHNE TEM N HaBbIKOB, TPEOYIOLMX AOMNONHUTENbHbIX TPEHUPOBOK, aHaun3
BPEeMEHU MPOXOXXAEHUA TECTOB A1 MOHUMaHUS YPOBHS MOArOTOBKU CMeLManucToB.
NccnepoBaHusa Ans oLeHKN YpOBHSA KMGEepPKYNbTypPbl:

[MpoBegeHne onpocoB U NccneaoBaHUM AJia onpeaeeHns YPOBHS OCBEAOMIEHHOCTH
crneunanuncToB, BbisiBNieHWe Npo6esioB B HaBblkax U NlaHUPOBaHWE [OMOTHUTENbHbIX
obyyalroLmx MEPONPUATUIN ANS YNyYLIEeHUS KU6eprpaMOTHOCTH.
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Tpek obyyeHnsa coTpyaHUKOB

Ton-MeHepxepbl

TpeHuHr Onpoc KoMMyHUuKaums
. > > >
O6yueHune MpoBeaeHune onpoca ans MecceHpxep
CO CMUKepoM + onpepeneHns ypoBHs c HoBocTaMM 1 OC
TecTUpoBaHue YAOBNETBOPEHHOCTH
4—
O6wun Tpek
Tect- BebuHap O6yueHue
onpoc 3HaKOMCTBO N GULLINHT
— e > > >
[MpoBepeHne TecT-onpoca MepBbit Be6UHap c otaenom Nb N3yueHune Mmopynen
1 NpoBepoYHas L151 O3HAKOMJIEHUS COTPYAHUKAMU + GULLNHF
dULIMHroBas paccbiika c nporpaMmonm paccblinka + TecTupoBaHue

AN ONPeAeNeHNs YPOBHS
3HaHWUM Ha TeKYLUMN
nepuog,

1 MOTUBALIMOHHOM
COCTaBMAKOLWEeN+Tr-KaHasn

NToroebin
BebuHap

NTorosbin
onpoc

BeburHap-TpeHWHTr, BKITIoYatoLwmnii B cebs: Bonpoc-
OTBET, aHa/IM3 OLUIMBOK B TECTE U KeMc-ceccuio

’.

C6op nokasaTtenel yqoBneTBOPEHHOCTMY,
OT3bIBbl U MPEAIOKEHUS MO YAYULIEHUIO
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Tpek obyyeHnsa coTpyaHUKOB

Cneuunanuctbl Ub

O6yuyeHune PUwnHr OTpacnesble KoMMyHukaums

MeponpuaTUs
. > > > >

HenpepbiBHoe o0byueHne Yrny6néHHble TPeHUHI 1 BoBneueHue coTpyaHukoB Tenerpam-kaHan unu

cneumanucTos UB, rno npepoTBpaLLEeHUto Nb B MeponpuaTus ApYyrov MecceHaxep
BKJ1IOMasi UCMONb30BaHNe aTak U aHanms ownbokK no knbepkynbType

metoauk NIST NICE,
ENISA
‘—

TexHuyeckum Tpek

O6yueHune BHyTpeHHMe TpeHuHr
N GULLINHT MeponpuaTUN
— e > > >
O6yyeHune no 6esonacHomn Mnowapku ans YyacTue B TpeHUHrax
pa3paboTke u ocHoBaM BHYTPEHHUX AOKNaf0B M OTKPbITbIX 3aAaHUAX
YySA3BUMOCTH, GULLNHT no UB, popymbl CTF
paccbinka no sonpocam ITu UB
BHyTpeHHsaAs KoMMyHUuKaums
6ar-6ayHTH
. > >
YuacTue B nporpaMMe noucka Tenerpam-kaHan unm
M YyCTpaHeHus ya3BUMOCTEN B CUCTEMaX OpYyrovn MecceHpXep
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MeTpuku

Ana appekTnBHOro ynpaBneHms KWbepKynbTypon cpeam Lenesbix rpynn,

Ba>XHO MMETb YeTKOoe NnpeAcTaBfieHUe O TOM, KaK AaHHble rpynnbl BOCMPUHUMAIOT

N MPUMEHSIOT NONTyYEHHble 3HaHMS N HaBblKU. Bbinun BbiAeNeHbl KNtoyeBble METPUKMY,
KOTOpble MOMOryT OLLE€HUTb YPOBEHb MOAFOTOBKM U BOBNEUYEHHOCTU LleN1eBbIX FPYMn

B 06nacTun KMbepKynbTypbl:

1. MeTpuku pnsa Ton-mMeHep Xepos

1.1 MeTpukmM 3HaHUK:
+ pesynbTaTbl TECTOB.

1.2 MeTpukKu yaoBneTBOPEHHOCTHU:
+ OLLeHKa YPOBHS YAOBNETBOPEHHOCTU
TOM-MeHeaXKepoB TPEHUHIraMm
Nno KNbepkynbeType.

1.3 MeTpuka BOBNEeYEHHOCTU:
« MPOLEHT MEHELKEePOB, NpoLueLnX
TPEHUHIW.

1.4 MeTpuKa ycnewHocTn
MHPOpPMaLMOHHbIX MaTepPUanos:
+ KOJIMYECTBO CKauMBaHWM

WM MPOCMOTPOB pPasMeLEHHbIX
MaTepuanos. [eprnognyHocTb
OTCNeXuBaHUsa METPUK - pa3 B
kBapTasn. [leproamyHoOCTb 0BYyYeHUS -
pas3s B KBapTa.

®
2. MeTpukn pns coTpyaHUKOB KOMMNaHUM

(o6bwmm Tpek)

2.1. MeTpuKku 3HaHUM:
+ KONIMYEeCTBO Ha3Ha4YEeHHbIX KypPCOB;
« MNporpecc obyyeHus;
+ pe3ynbTaTbl TECTOB;
+ KONIMYECTBO COTPYAHMKOB, MPOLLEALINX KyPC.

2.2 MeTpuku noBeaeHUs:

« KONIMYEeCTBO NMPOBeAEHHbDIX aTak;

« KONIMYECTBO OTMNPaBJIEHHbIX MUCEM;

« KOJIMYECTBO OTKPbITUM NMUCEM;

« KONIMYECTBO MEPEXOAOB MO CChISIKE;

« KOJIMYEeCTBO BBOAA JINUYHbIX AAHHbIX;

« KONTMYECTBO OTKPbITUN BIOXKEHUW;

« MPOLEHT COTPYAHMKOB, MOMaBLUMXCS
Ha PULINHT;

« WHAEKC U3MEHEeHMUs noBefeHUs (CHUXeHne
MHUMOEHTOB 6€30MacHOCTM, BbI3BaHHbIX
yenoBeyeckmnM GakTopoM).

2.3 MeTpuka ys3BUMOCTU COTPYAHUKA
KOMMaHWUK:

« YPOBEHb PUCKaA COTPYAHMKA KOMMaHUW;

+ MNPOLEHT OOHOBMEHHbIX U aKTyasIbHbIX
pPabounx yCTpONCTB;

« MPOLEHT MHUMAEHTOB C 3apa>KeHHbIMU
KOMMbloTEepPaMu (yTOUHAETCS Yepes Cryxoby
NopAepP>XKK);

« CllyyYyaum noTepwu faHHbIX COTPYAHUKaMMU
(yTouHsAeTCs Yepes cTaHAapTHbIE MPOLLECChI
OTCNEeXMBaHUA OTYETOB 06 HUMAEHTAX);

+ HapyLleHUs NONUTUKU 6e30MacHOCTH
COTPYOHMKaMU KOMMaHUM.
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2.4 MeTpUKM yAOBNIETBOPEHHOCTMU:

+ OLLEHKa YPOBHS
yOOBNI€TBOPEHHOCTU COTPYOAHMKOB
KOMMaHUU Kypcamm
No KUBEepKyNbType C MOMOLLbIO
onpocoB. Onpocbl fobasnaoTcs
B COCTaB KypCOB, 1 pa3MeLlatoTcs
B KOHLL® TECTUPOBaHMUS.

2.5 MeTpuka ocBeJOMNEHHOCTH:

+ OLEeHKa YpOBHSl OCBEAOMIIEHHOCTM
COTPYAHMKOB O HOBbIX TUMaxX
Knbepyrpos un atakax,
BO3HMKaIOLWMX B LUPPOBOM
NPOCTPaHCTBE Yepes Onpochl;

+ KOJIMYECTBO COTPYAHUKOB,
MCMONb3YOLWMX HaAEeXHble Maposnu
(yTouHsieTcs yepes
cneumanmsnpoBaHHble peLleHus)

2.6 MeTpuKa BOBNEYEHHOCTMU:

+ NPOLEHT COTPYAHMKOB,
NPOLLEALLUX KYPCbl;

+ NPOLEHT COTPYAHMKOB,
NOCeTUBLLUNX BEOUHapbI;

+ NPOLEHT COTPYAHMKOB,
MOCETUBLLMNX OYHbIE BCTPEYM;

« KOJIMYeCTBO ObpalleHun B cnyxby
MbB 3a coBeTamn.

2.7 MeTpuka ycrnewHocTu
MH$OpMaLMOHHbIX MaTepUasoB.:
+ KOJIMYECTBO CKaunBaHWUM
WM MPOCMOTPOB pPasMeLLEHHbIX
MaTepuanos;
+ KOJIMYECTBO MNOAMUCAHHbIX
Ha KaHan.

-

Qo

2.8 MeTpukun nnarvHa pns noyThbl:

+ KONMYECTBO MepecnaHHbIX
TPEHUPOBOYHbIX MUCEM;

« KONMYECTBO OBHAPY)KEHHbIX
nonb3oBaTeNiMU GULLMHIOBbIX aTak;

« KONMYECTBO OBHAPY)KEHHbIX
NoNb3oBaTENAMN pPeasnbHbIX
OULLNHIOBBIX aTak.

Ansa oueHkn 3bPeKTUBHOCTN 0ByYeHUs
1 BOBJTIEYEHHOCTU COTPYAHUKOB ByayT
NMPOBOAUTLCA PErysipHble OMpPOChI,
No3BoNSIOLLME N3MEPUTD
yOOBNETBOPEHHOCTb KypCcaMu

Nno KN6epKynbType v BbiIsBUTb obnacTu,
Tpebyowme ynyyweHui. Bce paHHble
6yAyT aHanM3npoBaTbCs AN
pa3paboTKu fanbHENLNX LWaros

MO CHUXXEHMUIO KNH6EpPpPUCKOB

M MOBbILLIEHUA KNOEepPrpaMoOTHOCTH
coTpyAHuKoB. lNepuoamnuHocTb
OTCNeXMBaHUS METPUK - pa3 B KBapTasl.

MNMeproanyHOCTb 06YyYeHMS
COTPYAHMKOB - pa3 B KBapTa/l.
OpraHusauma 4oKHa NpoBeCcTU pas B
MecAl, MUHUMYM OfHY

UMUTaLMIO, OXBaTbIBAIOLLYO MUHUMYM
80 % coTpyaHukos. [epen
opraHusaumen 6yayT NocTaBeHbl
3aflaum o KnbepyveHmsM, 4yTo
SIBNSETCH LMKINYHbBIM MPOLLECCOM
C YKazaHueM 1 npodunnpoBaHnem
rpynmn opraHn3aumm.
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MeTpuku

®
3. MeTpuku gna cneunanuctos UB:

3.1. MeTpuKku 3HaHuM:
« KOJIMYECTBO Ha3HaUYEHHbIX KYPCOB;
« nporpecc obyyeHus;
« pe3ynbTaTbl TECTOB;
. KoJinyecTBo crneymanmuctos UMb,
npoLweaLwmnx Kypc.

3.2 MeTpuKku nosepeHus:

« KOJIMYECTBO NPOBEAEHHbIX aTak;

+ KOJINYECTBO OTMPaBNEHHbIX MUCEM;

+ KOJIMYECTBO OTKPbITUMN MUCEM;

+ KOJZINYECTBO NepPEexXooB Mo CCbIIKE;

« KOJINYECTBO BBOAA JINUHbIX AAHHbIX;

+ KOJINYECTBO OTKPbITUWN BITOXXEHUN;

« npoueHT crneumanuctoB Nb, nonaewuxcs
Ha PULLNHT;

« BpeMs ObHapyXeHUs MHUNOEHTA;

« BpeMs obHapyXeHus yyebHoro
MHUMAOEHTA.

3.3 MeTpuka ya3suMocTu cneumnanucta Ub:
+ ypoBeHb pucka cneunanmcta Ub.

3.4 MeTpUKM yaOBNETBOPEHHOCTMU:
+ OLLeHKa YpPOBHS YAOBNETBOPEHHOCTU
cneumanuctos Nb kypcamum
Mo KN6epKynbType C MOMOLLbIO ONPOCOB.

3.5 MeTpuka ocBeJOMIIEHHOCTHU:

+ OLleHKa ypOBEHb OCBEAOMITIEHHOCTM
cneymanuctos b o HoBbIx TUNax
KMbepyrpos 1 atakax, BO3HMKaOLLMX
B UMPPOBOM NPOCTPAHCTBE, Yepes
onpochl.

3.6 MeTpuka BOBNEYEHHOCTMH:
+ npoueHT cneunanuctos Mb, npowepaimnx
KypCbl;
+ npoueHT cneunanucTtos Nb, noceTnsumx
BebuHapbl;
+ npoueHT cneunanucTtos Nb, noceTusumx
OYHble BCTpeUn.

3.7 MeTpuka ycnewHocTun
nHPOpMaLMOHHbIX MaTepManos:
+ KOJINYECTBO CKaYMBaHUM 1IN
NPOCMOTPOB PasMeLLLEHHbIX
MaTepuasnos;

» KOJINYeCTBO NMNOAMNMMUCaHHDbIX Ha KaHarl.

[MepnoamyHOCTb OTCNEXMBaAHUSA
MeTPUK - pa3 B KBapTasl.
MepuoanyHocTb 06yyYeHUs -

pa3 B kBapTan. OpraHusaums
AOJKHa NPOBECTM pa3 B MecsiL|
MWUHWUMYM OAHY

MMUTaLLMIO, OXBaTbIBaIOLLYIO
MuUHUMYM 80 % cneumanuctos UB.
Mepen opraHusauunen byoyTt
nocTaBfieHbl 3ajayuun

No KMbepyyeHUsM, 4To aBnseTcs
LMKJTUYHBIM NPOLLECCOM

C yKasaHueM n npodmnnposaHmem
rpynn opraHM3aumi.

e
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MeTpuku

4. MeTpuKun ansa TEXHUYECKUX
crneumanmcTos:

4.1. MeTpuKu 3HaHWM:
+ KOJIMYECTBO Ha3Ha4YeHHbIX KypCOB;
+ nporpecc obyyeHus;
« pe3ynbTaTbl TECTOB;
+ KOJIMYECTBO TEXHUYECKUX
CneumnanmncToB, NpoLleaLnX Kypc.

4.2 MeTpukun NnoBeaeHuUs:

+ KONMYECTBO NPOBEAEHHbIX aTak;

+ KOJIMYECTBO OTMPaBIEHHbIX MUCEM;

+ KOJIMYECTBO OTKPbITUM NUCEM;

« KOJIMYECTBO MepexonoB Mo CCbIJIKE;

« KOJIMYECTBO BBOAA JIUYHbIX JaHHbIX;

« KOJIMYECTBO OTKPbITUN BIOXKEHUN;

« NPOLEHT CNeLmManmcToB, MOMNaBLUNXCS
Ha PULLINHT;

« MHAEKC U3MEeHeHWs NnoBeaeHus
(CHMXeHWe NHUMAEHTOB
6e30MacHOCTH, BbI3BaHHbIX
YyenoBevyeckuM GakTopoM).

4.3 MeTpuka yS3BUMOCTU TEXHUUYECKOTO
cneuuvanucra:
+ YPOBEHb PUCKa TEXHNYECKOIO
creuuanucra.

4.4 MeTpUKu yooBNeTBOPEHHOCTH:
+ OLeHKa YPOBHS YAOB/IETBOPEHHOCTM
TEXHUYECKUX CNeLnannucToB KypcaMm
Nno KMBGepKybType C MOMOLLbIO
onpocoB. Onpocbl fobaBnsoTCA
B COCTaB KypPCOB U pa3MeLlatoTcs
B KOHLLe TECTUPOBaHMUS.

4.5 MeTpuka ocBefOMNIEHHOCTH:

+ OLEeHKa ypoBeHb OCBEAOMNIEHHOCTH
TEXHUYECKUX CreLmarncToB O HOBbIX
TUNax KMbepyrpos u atakax,
BO3HMKaIOLWMX B LUPPOBOM
NPOCTPaHCTBE Yepes Onpochl.

)
4.6 MeTpurka BOBNEYEHHOCTH:

« MPOLEHT TEXHUYECKUX CMeLmanmncTos,
npoLUeaLnX KypcCbl;

« MPOLEHT TEXHUYECKUX CMeLmanmncTos,
noceTUBLUNX BEBUHapPbI;

 MPOLEHT TEXHUYECKUX CMeLmanmncTos,
NMOCEeTUBLUNX OYHbIE€ BCTPEYUM;

 MPOLEHT TEXHUYECKUX CMeLmanmncTos,
NPUHABLLMX yYacTue B bar-6ayHTu;

« KOMMYecTBO obpalleHnn B cnyxoby Nb
3a coBeTaMu.

4.7 MeTpukKa ycnewHocTu
MHPOpPMaLMOHHbIX MaTepUanos:

+ KOMIMYECTBO CKauYMBaHUM UK
MPOCMOTPOB Pa3MeLLEHHbIX
MaTepunanos;

+ KONMYeCTBO NMOAMMCAHHbIX Ha KaHar.

4.8 MeTpuku nnarnHa ang novTbl:

+ KOJIMYECTBO NnepecriaHHbIX
TPEHUPOBOYHbIX MNCEM;

« KOJIMYECTBO OBHapPYXXEHHbIX
nosb3oBaTeNAMU GULLMHIOBbIX aTak.
[MepnoanyYHOCTb OTCNEXUBAHUS
MeTpUK - pa3 B KBapTasl.
MeproanYHOCTb 0OBYyYEeHUs -
pa3 B kBapTan. OpraHusaums [omkKHa
NMpoBecTU pa3 B MecsL, MUHUMYM OfHY
MMUTALMIO, OXBaTbIBAOLLYIO MUHUMYM
80 % Tex.cneumanuncTos.
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KpuTtepum ycnexa aBnatoTcs BaXKHbIMU NOKasaTeNIAMU, KOTOPbIE NO3BONAOT
OLLEHUTb, AOCTUMHYTbI JIU L&Y MPOorpaMMbl NOBbILLEHUS KU6epKYNbTypPbl

B opraHusaumun. Ha ocHoBaHWKM 3apaHee yCTaHOBNEHHbIX METPUK KPpUTEPUHU
ycnexa cny>kaT OPpMEeHTUPOM ANl OLEeHKU 3P PEKTUBHOCTU OByYatoLmMX
nporpamM, nHGOPMaLMOHHbIX KaMNaHUN U BHeapeHus nnatdopMmbl ANns

NOBbILWEHNS KN6ePOCBEAOMIIEHHOCTU. DTU KPUTEPUU MO3BONAIOT USMEPUTD
pe3ynbTaTUBHOCTb MEPOMNPUATUN U BOBNIEYEHHOCTb LLeJIEBbIX FPYMM, a TaKXe
MOMOraloT onpeAenuTb, HACKOJIbKO YCMNELUHO YYaCTHUKU NPUMEHSIOT
NnosyyYeHHble 3HaHUS U HaBblkM B 06nacTu knbepkynbTypbl. [JaHHbIe KpUTEepun
cNy>XaT MHAUKATUBHbBIM 3HaYEHUEM, U B KaXKA0M OpraHu3aLmnm MoxeT 6biTb
YyCTaHOBJIEH CBOM COBCTBEHHbIN NOPOT.

®
2. Kputepumn gna coTpyaHUKOB
KoMNaHuu (obwmm Tpek):

1. Kputepuu pna Ton-MeHepKepos:

1.1 Kputepuu 3HaHUM:
« pe3ynbTaTbl TECTOB: CPeAHUN bann
no TectaM Bbiwe 80 %y 90 % Ton-

2.1. Kputepum sHaHuI:
« nporpecc obyyeHus: He MmeHee 70 %

MeHeO)XepoB.

1.2 Kputepum ypoBneTBopeHHOCTH:
« YPOBEHb yAOBNETBOPEHHOCTU TOM-
MeHe[ )KepPOB TPEHMHIraMM
No KMB6epKynbType: ypoBEHb
yaoBneTBopeHHocTH Bbiwe 85 %
Mo UToram onpocCoB..

1.3 KpuTtepuit BOBNE€YEHHOCTH:

« NPOLEHT MEHEAXXEPOB, NPOLUEALLINX
TpeHuHrun: 90 % Ton-mMeHeaxepos
npownu obyyeHue
B 3aM/1aHMPOBaHHbIN Nepuoa,

1.4 Kpntepuu ycnewHocTm
nHdopMaLMOHHbIX MaTepManos:

« KONMMYEeCTBO CKauYMBaHUMN UK
NPOCMOTPOB PasMeLLEHHbIX
MaTepuanos: MUHUMYM 60 % Ton-
MeHea)XepOoB 03HaKOMMUIIUCH
C MaTepuanamy;

+ KONMYEeCTBO NOAMMUCAHHbIX Ha KaHan:
MUHUMYM 60 % Ton-MeHeaXXepoB
noanucaHbl Ha KaHan.

COTPYOHMKOB YCMELLHO 3aBEepLUMAU
obpasoBaTesibHble KypCbl MO
KU6epKynbType B yCTaHOBNIEHHbIE CPOKMU;
pe3ynbTaTbl TecToB: MUHUMYM 70 %
COTPYOHMKOB COAIOT UTOIOBbIE TECTbI

C pe3ynbraTtom Bbiwe 85 %;

KOJIMYECTBO Ha3HaY€HHbIX KYpPCOB:
HasHayeHo 99 % HeobXxoANMbIX KypPCOB
BCEM COTPYOHUKaM;

KONIMYECTBO COTPYAHMKOB, MPOLLEALLINX
KYpC: yCNeLHoe NpoXoXaeHNe KypcoB
MUHUMYM 85 % coTpyAHUKOB.

2.2 Kputepum noBepeHus:
+ KONMMYeCTBO NMPOBEAEHHbIX aTak:

npoBefeHO MUHUMYM 3 UMUTUPOBAHHbIX
aTaku B TeueHue KBapTana;

KOJIMYECTBO NEepPexoaoB MO CCbISIKe: MeHee
30 % coTpyAHWKOB NEPEXOAAT MO CCblNIKaM
B GULLMHIOBbIX MUCbMAX,

YTO LEMOHCTPUPYET NOBbILUEHNE YPOBHS
KMBEePKyNbTYpbl.

35| Kputepum ycnexa



Kputepuu ycnexa

2. Kputepuun ana coTpyaHUKOB KoMMaHuu (06bwui Tpek):

+ KOJINYeCTBO BBOAA JINUYHbIX AaHHbIX: MeHee 20 % COTPYAHWKOB BBOAAT CBOU JIMUHbIE
AaHHble B ULLINHIOBble GOPMbI;

« KOJIMYECTBO OTKPbITUN BNOXEHUN: He bonee 30 % COTPYAHMKOB OTKPbIBAOT
NOTEHLMaNbHO ONAaCHbIE BJIOXXEHUSA B 3/IEKTPOHHbIX MUCbMaXx;

+ MPOLEHT COTPYAHMKOB, MOMaBLUMXCSH Ha GULLINHT: MeHee 7 Y% COTPYAHMKOB NonaaatoTcs
Ha QULLKHT;

« WHAEKC U3MEHEeHMUs NnoBeaeHUs (CHUXEHUE MHUMAEHTOB 6€30MacHOCTH, BbI3BaHHbIX
yenioBeyeckmM GakTOpPOM): CHUXKEHME YMCa UHUMAEHTOB B opraHmsaumax Ha 30 %.

2.3 KpuTtepum ya3BMMOCTU COTPYAHMKA KOMMNAHUMU:

+ YPOBEHb PUCKa COTPYAHMKA KOMMaHUN: KONIMYECTBO COTPYAHUKOB C BbICOKUM YPOBHEM
pucka cHusunocb Ha 50 %.

« MPOLLEHT OBHOBEHHbIX U aKTyasIbHbIX Paboumnx yCTPONCTB NOAAEPXKMBAETCSA Ha YPOBHE
He MeHee 95 % oT obwero ymncna;

« MPOLEHT MHUMOEHTOB C 3apaXX€HHbIMU KOMMbIOTEPaMU: YPOBEHb 3apaXkeHns paboumx
YCTPOWCTB He npeBbiwaeT 2 % OT obLiero uncna;

« CllyyYyaun NoTepwu faHHbIX COTPYAHUKaMU: KOJIMYECTBO Clly4YaeB NoTeEPU AaHHbIX
COTPYAHUKaMU cokpaleHo Ha 10 %;

« HapyLeHUs NoSITUKM 6e30MacHOCTU COTPYAHMUKAMMN KOMMaHUKN: KONTMYECTBO
HapyLLIEHNM NONUTUKM 6e30NacHOCTU CcoKpalleHo Ha 50 %.

2.4 Kputepui yaoBneTBOPEHHOCTMU:
+ OLLEHKa YPOBHS YAOBNETBOPEHHOCTU COTPYAHNKOB KOMMaHUM Kypcamu
No KNB6epKynbType C MOMOLLbIO ONpPOoCcoB: ecnv 6bonee 75 % coTpyaAHMKOB
NMONTIOXXUTENbHO OLLEHUBALOT KYPCbl MO pe3ysibTaTaM ONpPOCOB, NporpaMMa cynTaeTcs
yCneLwHoM.

2.5 Kputepuit ocBeOMNIEHHOCTMU:

+ OLEeHKa YPOBHS OCBEAOMNEHHOCTN COTPYAHNKOB O HOBbIX TUMax KN6epyrpos u atakax,
BO3HMKAKOLWLMX B LMPPOBOM NPOCTPAHCTBE, Yepe3 onpochbl: He MeHee 75 % coTpyaAHMKOB
AEMOHCTPUPYIOT BbICOKUIN YPOBEHb OCBEAOMIIEHHOCTM O HOBbIX KMbepyrposax,
CornacHo pesynbraTaM ONpoCoOB;

« He MeHee 85 % coTpyAHUKOB UCMOSb3YOT HaAeXHble Maposiv, KOTOPble COOTBETCTBYIOT
YyCTaHOBJIEHHbIM TPpeboBaHUAM 6€30NacHOCTU BHYTPU OpraHusaLunu.

2.6 Kputepui BOBNEYEHHOCTMU:

+ MPOLEHT COTPYAHWKOB, MPOoLUEALUX KYpPCbl: MUHUMYM 85 % coTpyAHWKOB 3aBepLUnAU
BCE Ha3Ha4YeHHbIE KypCbl;

« MPOLEHT COTPYAHUKOB, MOCETUBLLNX BEOUHapPbI: MUHUMYM 30 % COTPYAHUKOB NOCETUIN
BebUHapbl;

+ MPOLEHT COTPYAHMKOB, MOCETUBLLMNX OYHbIE BCTPEeYU: MUHUMYM 30% NpuUHANM yyacTme
B OYHbIX BCTPEeYax;

« KonuuecTBO obpalleHum B cnyxby NbB 3a coBeTamu: yennumnoch nocne BHegpeHUs
nporpaMmsi.
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2. Kputepum pnsa coTpyaHMUKOB KOMMaHum (0bLwmi Tpek):

2.7 Kputepumn ycnewHocT MHGOPMaLMOHHbIX MaTepMaoB:
+ KOJIMYECTBO CKauMBaHWM MM NPOCMOTPOB pa3MeLLEHHbIX MaTepunanos: 25 %
MaTepuanoB NPOCMOTPEHO UIN CKaYaHo;
+ KOJIMYECTBO MoAMNMUCaHHbIX Ha KaHan: 25 % coTpyAHMKOB noAanucaHbl Ha BHYTPEHHUM
KaHan.

2.8 Kputepui nnaruHa gnsg rnoyTbl:
+ KOJIMYECTBO NnepecnaHHbIX TPEHUPOBOYHbIX NMceM: 50 % coTpyAHNKOB NepechbinaloT
TPEeHMPOBOYHbIE MUCbMa (KOrga UCMOSb3YHOT MarunH);
« KOIMYecTBO nepecnaHHbiX punHrosbix nuceM: 80 % coTpyAHMKOB nepechinatoT
peasibHble MUCbMa;
« KOJINYECTBO OBHapPY>XeHHbIX Nofib3oBaTensaMmn uwnHrosbix atak: 80 % PULLMHIOBbBIX
aTak obHapy>XeHO Nonb3oBaTENAMM.

3. Kputepuu gnsa cneymanuncrtos Ub:

3.1. Kputepum 3HaHUM:

« nporpecc obyyeHus: He MeHee 85 % cneunanucTtos Nb ycnewHo 3aBepumnu
obpasoBaTesibHble KypCbl MO KUO6EPKyNbType B yCTaHOBNEHHbIE CPOKMU;

« pesynbTaTbl TecToB: MUHUMYM 85 % cneumnanuctos Vb cpatoT utoroBble TecThbl
C pe3ysibTaToM Bbiwe 85 %;

+ KONIMYECTBO Ha3HaUYEHHbIX KYPCOB: HazHaueHo 99 % HeobxoAnMbIX KypCcOB BCEM
cneuymanuctam UbB;

« konuuecTBo cneunanuctos MB, npoleawmnx Kypc: ycnewHoe NpoxoXaeHne KypcoB
MUHUMYM 85 % cneumnannctamu.
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3. Kputepuu ana cneunanmcrtos UB:

3.2 Kputepuu nosBepeHus:
+ KOJIMYECTBO NPOBEAEHHbIX aTak: NPOBEAEHO MUHUMYM 3 UMUTUPOBaHHbIX aTaku
B TeUeHWe KBapTana;

¢ KOJIMHECTBO Nepexonos rno Cccblyike: MeHee 10 % cneumanucTos nepexoadrt no CCblJikaM

B GULLMHIOBbIX MUCbMaX;

« KOJINYECTBO BBOJA JINUHbIX AlaHHbIX: MeHee 5 % cneunanncTtoB BBOAAT CBOU JIMYHbIE
AaHHble B GULLMHIoBble GOPMbI;

« KOJINYECTBO OTKPbITUM BNOXEHUN: He 6onee 5 % cneunanuctos B oTkpbiBatoT
NOTEHLMaNbHO OMNAaCHbIE BNIOXKEHUS B 3/IEKTPOHHbIX MUCbMaXx;

« npoueHT cneumanucTtoB UNb, nonaswuxca Ha dUwMHr: MeHee 3 % cneunanmcTos
nonagatoTca Ha PULLNHT;

« CcpepHee BpeMs obHapyXeHuUsa nHuuaeHTta coctasnaeT 15-30 MUHyT;

« cpepHee BpeMs 06paboTku yuebHOro nHUMaeHTa ynydwmunocb Ha 10 % unum
COOTBETCTBYET BHYTPEHHEMY perfiaMeHTy No obHapyXeHus.

3.3 Kputepuu yaszsmumocTu cneumanucta Ub:
« YpOBeHb pucka cneuunanucta Nb: MeHblwe nnm paseH 5.

3.4 Kputepumn yaoBneTBOPEHHOCTMU:
+ OLLeHKa YPOBHS yAOBNeTBOPEHHOCTU cneumanmctoB UB kypcamu no kubepkynbtype
C NoMoLLbto onpocoB: bonee 85 % cneunanmcToB NOMOXKXUTENTIbHO OLEHUBAIOT KYpPChl
no pe3ynbTaTaM OMpPOCOB, NPOrpaMMa CYMTaEeTCH yCMELHON.

3.5 Kputepumn ocBegoMNIEHHOCTH:

+ OLLEeHKa ypoBeHb 0CBefOMNEHHOCTU crieumanucToB VB o HOBbIX TUNax Kubepyrpos
M aTaKax, BO3HUKaoLWMX B LMPPOBOM NMPOCTPaHCTBE, Yepes onpockl: He MeHee 85 %
cneunanncToB 4EMOHCTPUPYIOT BbICOKUI YPOBEHb OCBEAOMIIEHHOCTU O HOBbIX
KMbepyrposax, cornacHo pesynbraTaM OnpocoB.

3.6 Kputepumn BOBe4YE€HHOCTHU:
« npoueHT cneumanucToB UNB, npoweplunx kypcbl: MUHUMYM 85 % cneumanucToB
3aBepLUMIM BCE Ha3HaUYeHHbIe KypCbl;
« npoueHT cneunanucTtos Nb, noceTuslimnx BebuHapbl: MUHUMYM 85 % cneunanucTos
noceTunu BebuHapbl;
« npoueHT cneumanuctoB b, noceTmBLLMX OYHbIE BCTpeun: MUHUMYM 85 %
CreumanmncToB NPUHAIU yYacTMeE B OYHbIX BCTPEYax.

3.7 Kputepumn ycnewHocT MHGOPMaLMOHHbIX MaTepmaoB:
« KOJIMYECTBO CKauYMBaHUM UM MPOCMOTPOB pa3MeLLEHHbIX MaTepuanoBs: 85 %
MaTepmanoB NPOCMOTPEHO UJTU CKayaHo;
« KOJIMYECTBO NoAnUcaHHbIX Ha KaHan: 85 % cneunanuctos b noanuvcaHsbl
Ha BHYTPEHHWM KaHar.
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4. KpVITepVIVI anda TexHUN4YeCKux cneumnajmncrtoB

4.1. Kputepuu 3HaHUM:

« nporpecc oby4yeHus: He MeHee 80 % cneunasnCcToB yCMeLHO 3aBepLUnIv
obpasoBaTesibHble KYypPCbl MO KUO6EPKYNbTypEe B YCTaHOBNIEHHbIE CPOKMU;

+ pesynbraTbl TecToB: MUHUMYM 80 % COTPYAHMKOB CAAIOT UTOrOBbIE TECTbI
¢ pe3synbTaTtom Bbiwe 80 %;

+ KOJIMYECTBO Ha3HaYEHHbIX KYPCOB: HazHauyeHo 99 % HeobXoAnMbIX KYpCOB BCEM
COTPYAHMUKaM;

+ KOJIMYECTBO TEXHNUYECKUX CNELMANUCTOB, MPOLUEALLNX KYPC: YCMELHOE NPOXOXAeHME
KypcoB MUHUMYM 80 % cOTpYyAHMKOB.

4.2 Kputepumn noBegeHus:

« KOJIMYECTBO NPOBEAEHHbIX aTak: NPOBeAEeHO MUHUMYM 3 UMUTUPOBaHHbIX aTaku
B TEYEHUe KBapTana;

« KOJIMYECTBO NepexofoB No cchiike: MeHee 15 % cneumanncToB nepexonsaT Mo CCbiyikam
B GULLMHIOBbIX MUCbMaX;

« KOJINYECTBO BBOAA JINUHbIX AaHHbIX: MeHee 10 % cneunanncToB BBOAAT CBOU JIUYHbIE
AaHHble B GULLMHTOBbIE GOPMbI;

« KOJINYECTBO OTKPbITUM BNOXEHUN: He 6onee 10 % cneunanmucToB OTKPbIBalOT
NOTEHLUMaNIbHO ONaCHbIE BJIOXXEHWUS B 3IEKTPOHHbIX MUCbMaXx;

« MPOLEHT CreumanmncToB, NonasBLMXcsa Ha PUWKHI: MeHee 15 % cneunanucTos
nonagatTcs Ha GULLKHT;

« WHOEKC U3MEHEeHMs noBeaeHus (CHUXeHUE MHUMAEHTOB 6€30MacHOCTH, BbI3BaHHbIX
yenoBeyecknM GakTOPOM): CHUXEHME uncna nHuuaeHTos Ha 30 %.

4.3 KpMTepVIVI YA3BUMOCTU TEXHUNYECKOIo cneumnanmncTra:
* YPOBEHb PUCKa TEXHUYECKOrIo creumnanncCTta: MeHblle U paBeH 6.

4.4 Kputepumn ynoBneTBOPEHHOCTMU:
+ OLEeHKa YPOBHS YAOBNETBOPEHHOCTMN TEXHUYECKUX CMEeLManncToB Kypcamm
no KMbepKynbType C NoMoLLpbto onpocoB: 6onee 85 % cneunanucToB NONOXUTENbHO
OLLeHMBAIOT KYpPCbl MO pe3ysibTaTaM OMpoCoB, MPOrpaMMa CYUMTaeTCs yCneLHOW.
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 _
4. KpMTepMM and TexHn4YeCkKmnx cneuymasamncrTosn
4.5 Kpntepum ocBeOMNIEHHOCTH:
+ OLEeHKa ypOBeHb OCBEAOMNEHHOCTU TEXHUYECKUX CNELMATIMCTOB O HOBbIX TUMax
KMbepyrpos un atakax, BO3HUKaloLWMX B LMGPOBOM MPOCTPaHCTBE, Yepes onpochl:
He MeHee 80 % cneumanncToB LEMOHCTPUPYIOT BbICOKUM YPOBEHb OCBEAOMNEHHOCTHU
0 HOBbIX KNbepyrposax, CornacHo pesysibTaTaM OMpocoB.
4.6 Kputepum BOBNI€YEHHOCTU:
« MPOLEHT TEXHUYECKUX CNEeLManNCTOB, NpoLeaLmx Kypcbl: MUHUMYM 80 %
CcneunanncToB 3aBEPLUMIIN BCE Ha3HaYEHHbIe KypCbl;
+ MPOLEHT TEXHUYECKMUX CMEeLNanncToB, NoceTnBLINX BebuHapbl: MUHUMYM 80 %
cneumanmcToB NOCETUNN BEBUHapbI;
« MPOLEHT TEXHUYECKUX CMELMANINCTOB, MOCETMUBLUMX OYHbIE BCTPeUn: MMHUMYM 85 %
CneunanncToB MPUHANM yYacTUE B OYHbIX BCTPeYaXx;
+ MPOLEHT TEXHUYECKMUX CMEeLNannCcCTOB, MPUHSABLUMX yYacTue B 6ar-6ayHTn: MUHUMYM 50
% cneumnanncToB NPUHANIM y4acTMUE B OYHbIX BCTPeYaXx;
« KONMyecTBO obpalleHun B cnyxby Mb 3a coBeTaMu: yBeNMUNNOCH NOCIIE BHEAPEHUA
nporpammol..
4.7 Kputepum ycnewHocT MHOpPMaLMOHHbIX MaTepUaos:
+ KOJINYECTBO CKauMBaHWUM MM NPOCMOTPOB pa3MeLLEHHbIX MaTepuanos: 50 %
MaTepuranoB NPOCMOTPEHO UTN CKaYaHo;
+ KOJIMYECTBO MoAnucaHHbIX Ha KaHan: 50 % TexHNnYecknx cneunanncToB NoANUCaHbl
Ha BHYTPEHHWM KaHar.
4.8 Kputepum nnarnHa s noyTbi:
+ KOJINYECTBO NepecaHHbIX TPEHUPOBOYHbIX NnceM: 70 % crneunannucToB nepecbiiatoT
TPEHUPOBOYHbIE NMUCbMa (KOrfa UCMOoNb3YIoT NMiaruH);
+ KONMYECTBO OBHapY>XEHHbIX Nosib3oBaTeENAMU GULIMHIOBbIX aTak: 80 % GULLIMHIOBbIX
aTak obHapy>XeHO Nonb3oBaTeNAMM.
[
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Puncku v Bbi30OBbI

Peanusaumns ctpaternu knbepkynbTypbl A1 OpraHu3aLmm MOXXeT CTONIKHYTbCS

C PSIAOM PUCKOB U BbI3OBOB, KOTOPbIE€ MOTYT NOBJIUATb Ha €€ yCrneLwHoe BHeapeHue
N pocTmxeHue uenen. B ycnosusax 6bicTporo passutus umgppoBbIX TEXHOOIMM

N yBeNnuyeHus ymcna kubepaTtak BaXXHO yYMTbIBaTb NOTEHUUaIbHble NPENsATCTBUS,
KOTOpble MOryT 3aMea/IuTb co3pgaHue 6esonacHom ungppoBom cpeabl BHYTpPU

KOMMaHUMN.
Pucku MosacHeHuUqa
°
BHeppeHue cTpaTernm MoxeT Bbi3BaTb COMPOTUBIIEHME
CO CTOPOHbI HEKOTOPbIX COTPYAHUKOB, OCOH6EHHO ecnu obyyeHne
ConpoTusneHmne BOCMPUHUMAETCH Kak AOMONTHUTENbHAsA Harpy3ka. Takxxe BO3MOXeH
N3MEHEeHMEM CKEenTMLM3M MO NOoBOAY HEOOXOANMOCTU U3MEHEHUS YCTOSBLUNXCS
paboymx NPOLLECCOB, YTO MOXET 3aMeAIUTb BHEAPEHME HOBbIX
NMPaKTUK U NOAXOAOB.
@
Huskas YcTapeBLmne nnm HegoCTaTOUYHO 3alWnLLEHHbIe | T-cucTtembl
.. KOMMaHWM MOTYT CTaTb JIEFKOM MULLEHbIO AN KnbepaTak.
3alULLEHHOCTDb
LUndPOBO OTO MOXeT nofopBaTbh JOBEPUE COTPYAHMKOB
K UCMOMb3yeMbIM CUCTEMaM U MHCTPYMEHTaM, a TakXXe CHU3UTb
UHPPaACTPYKTYpPbI
NX XKeNnaHne y4yacTBOBaTb B MporpaMMax no Kubepkynbtype.
@
HekoTopble coTpyaHMKM MOTyT BOCNPUHUMaTb Mepbl
HeraTueHoe Mo MOBbIEHMIO YPOBHSA KUBEPKYbTYPbl Kak BMELLIATENbCTBO
BOCMnpUsTHE B UX MPMBbIYHbBIN 06pa3s paboTbl UNU AaXKe B JIMUYHYIO XM3Hb, YTO
KM6epKynbTypbl MOXXET BbI3BaTb HELOBOSIbCTBO U CHU3UTb aKTUBHOCTb Y4acTus
B 06YyYaloLNX MEPOMNPUATUSIX.
°

BbicTpoe nsmMeHeHue
Knbepyrpos

Knbepyrposbl MOCTOAHHO 3BOIOLMOHUPYIOT, U METOAbI aTak
cTaHoBATCH BCE 6onee cnoxHbiMK. CTpaTerns fomKHa
npepycMaTpuBaTb BO3MOXHOCTb BbICTPOro 06HOBEHMUS
obpa3zoBaTesibHbIX MaTePUanoB 1 NoaxoAoB k obyyeHuto. Ecnum
opraHusaums He byaeT onepaTMBHO pearnpoBaTb Ha HOBbIE
yrpos3bl, NPOrpaMMbl MOFyT yCTapeTb U CTaTb MeHee

3 PEeKTUBHBIMMN.
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Pucku v BbI3OBbI

Pucku NMosacHeHuUsa

Ecnu pykoBoACTBO opraHusaumm He byaeT 4eMOHCTPUPOBaThb

HepocTtaTtouHas NPUBEPXXEHHOCTb KUBEPKYNbType U He MOAAEPKUT UHULMATUBDI
nopaepXka Nno e€ NPOABMKEHUIO, 3TO MOXET CHMU3UTb MOTUBALIMIO

CO CTOPOHDI COTPYAHWKOB y4acTBOBaTb B MporpamMMax obyuyeHus. Ycnex
pykoBoACTBa cTpaTermm BO MHOrOM 3aBUCUT OT aKTUBHOW MOAAEPXKKM BbICLLEro

PYKOBOACTBA W NMPUMepa, KOTOPbI OHO NMOJAET.

HepocTtaTouHoe CI)VIHaHCVIpOBaHMe, HexXBaTKa cneunaancrtoBs

OrpaHuyeHHble WY BPEMEHMW Ha peaniMsaumio cTpaTermm MoryT sameninTb
pecypcbl eé ycriewHoe BHegpeHue. Ang adbdpekTnsHoro obyyeHms

Ha BHeApeHune M NOBbILEHUA OCBEAOMIEHHOCTU COTPYAHUKOB HEOOXOAMMBI
nporpamMmol WHBECTULIMWN B UHCTPYMEHTbI, N1aTGopMbl M NpodpeccmnoHanbHble

Kagpbl, CNOCO6HbIE MOAAEPXKXNBATb aKTyasIbHOCTb MPOrpPaMMbl.
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10.

11.

12.

Jlntepatypa

. YTeuku nndopmaumm B Mupe, 2022-2023 ropgpbi: https://www.infowatch.ru/sites/default/files/
analytics/files/issledovaniye-utechek-informatsii-v-mire-za-2022-2023-gody.pdf

. Fortinet Report Finds Nearly 70% of Organizations Say Their Employees Lack Fundamental
Security Awareness: https://investor.fortinet.com/news-releases/news-release-details/
fortinet-report-finds-nearly-70-organizations-say-their/

. CoBpeMeHHble noaxopabl K 3almuTte nHpopMaLmm, METOAbI, CPEACTBA U UHCTPYMEHTbI 3aLLUTbI:
https://cyberleninka.ru/article/n/sovremennye-podhody-k-zaschite-informatsii-metody-
sredstva-i-instrumenty-zaschity

. KYJIbTYPA NMOBEOEHNA B COBPEMEHHOM LN®POBOM NMPOCTPAHCTBE: https://
cyberleninka.ru/article/n/kultura-povedeniya-v-sovremennom-tsifrovom-prostranstve

. Education and Guidance: https://owaspsamm.org/model/governance/education-and-
guidance/

. NIST NICE: https://www.nist.gov/itl/applied-cybersecurity/nice

. ENISA: https://www.enisa.europa.eu/

. Stanford Research: 88% Of Data Breaches Are Caused By Human Error: https://
blog.knowbe4.com/88-percent-of-data-breaches-are-caused-by-human-error

. Security Awareness Program: Project Plan. SANS Security Awareness

Cybersecurity training for the real world: https://www.eccouncil.org/

Elevating Cyber Workforce and Professional Development: https://www.offsec.com/

Cyber Security Courses, Training, Certifications and Resources: https://www.sans.org/apac/
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https://www.nist.gov/itl/applied-cybersecurity/nice;

bnarogapHocCTb

3a nomolub
B popMUMpoBaHmM

CrtyneHTaM BbicLLeN WKobl busHeca MIY BA26:
Banepuu, AHactacumn, Ennsasete, Agenb

Hxambynarty, MNasny, Knpunny, Makcnmy
@valerikot, HezaBncnmMomy akcnepty

Yannbirmny Pomany, TK“Conap”
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